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Secure Code to Cognition™

Zasilany sztuczna inteligencijg

Zero zaufania CNAPP
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Zarys ®) ACCUKNOX

Jakie problemy rozwigzujemy?

Klient wygrywa

Oferty produktow

Platformizacja - zintegrowane bezpieczenstwo
Matryca wsparcia

Unikalne zréznicowanie

N

Architektura i modele wdrazania

Terminy POC




Platformizacja

®, ACCUKNOX

PRI

ASPM

(AppSec)

[Z) Testowanie bezpieczenstwa
aplikacji statycznych (SAST)

@ Dynamiczne testowanie
bezpieczenstwa aplikacji (DAST)

@ Tajne skany

@ Skanowanie laC

1 Wykaz materiatéw
)
oprogramowania (SBOM)

Analiza sktadu
oprogramowania (SCA) A

=) Zgodnosé

Ponad 35 struktur: SOC2, PCI DSS itp.

=) 0 /@\
CWPP

(CloudSec)

@ Widocznos$é zasobow i
zapasow w chmurze

0% Wykrywanie i usuwanie
dryfu

©@ Egzekwowanie polityki
Zero Trust

E"@ Zgodno$é i audyt
| Wskazniki odniesienia

(WorkloadSec)

E‘é Ocena postawy najmniej
pobtazliwej

Menedzer zabezpieczen
tajemnic

Wymuszanie konteneréw i
maszyn wirtualnych

@ Wykrywanie zagrozen w
czasie wykonywania

0,60
KSPM

(KubernetesSec)

& Wykrywanie btednej
konfiguracji klastra

@ Wyniki testow
poréwnawczych CIS K8s

A" Zarzadzanie tozsamoscia i
Jy,

uprawnieniami K8s (KIEM)

Monitorowanie
bezpieczenstwa kontenerdéw i
sieci

Wsparcie na catej platformie

CDR ~) Bezpieczenst
Wykrywanie i reagowanie na chmury wo API

-

@ Drugi pilot
Al

A LlaMA (o
NVIDIA.

Al-SPM

(Al Security)

{3@ Wuykrywanie i reagowanie na

sztuczng inteligencje (Al-DR)

£® Natychmiastowa zapora sieciowa

S

@ Bezpieczenstwo aplikaciji Al
Runtime

Bezpieczenstwo modeli i zbioréw
danych

LLM Red Teaming

E‘E} Zgodnos¢ ze sztuczng

inteligencija

SIEM
Informacje dotyczace bezpieczenstwa



Wyzwania... Rozwigzania... ®) ACCUKNOX

x Wszystkie zaawansowane ataki sg atakami w czasie => Narazenie na ataki typu Zero Dag v Wdrazaj we wszystkich chmurach publicznychi
wykonywania . . . prywatnych
X Rézne narzedzia do AppSec, CloudSec i AlSec > Zwigkszona powierzchnia ataku v Zabezpiecz wszystkie zasoby (K8, VM, API, Edge)

v Zintegrowane zabezpieczenia aplikacji, chmury i
sztucznej inteligencji
>50% oszczednosci

Rozwigzanie AccuKnox Code to Cognition

<— AppSec —> = CloudSec CNAPP > <« APISec —» <«— AlSec —»

[Platforma ochrony aplikacji w chmurze]

GO = o8 B @ )

BEZPIECZE BEZPIECZENSTWV
ASPM CSPM CWPP KIEM KSPM CDR NSTWO API 0

Y Roztaczne narzedzia do zabezpieczen lokalnych i - ~100% wyzsze koszty (narzedzi,
chmurowych ludzi) v

CHMURA PUBLICZNA PRYWATNA CHMURA EDGE / loT

WAODOO X B & 0 O @ O m 4%  ARM

SIEM - Kompleksowa analiza zagrozen
Ask Al - Interfejs konwersacyjny - DevSecOps spotyka ChatGPT
Compliance - Obstuga ponad 35 standardow

CTEM - Ciagte zarzadzanie narazeniem na zagrozenia




Sukcesy klientéw | Studia przypadkow ® ACCUKNOX

Insurance firms leverage AccuKnox
Zero Trust CNAPP for Real Time Cyber
Defense

Achieves 2x Operational Efficiency with AccuKnox

$1.5M Awarded for Cutting-Edge

A Global Leader in Wholesale
Telecommunications

Secures Point of Sale Devices, Reduced Service
Interruptions by 80%

[ Wspominaé - accuknox.com/case-studies ]

Security
SONESTA SupportLogic
G Rated 4.5/5 G Rated 4.3/5



http://accuknox.com/case-studies

@ ACCUKNOX

Secure Code to Cognition

Ty
o
-
- .
80 Jeden skonsolidowany CNAPP
8'g .
8‘*&' DevSecOps, drugi pilot Al
o
Ig qﬁ’ ASPM CSPM AI-SPM KSPM CWPP GRC BePieczefstuo érodoniska
O
o
© = INTEGRACJE z SIEM, SOAR, EDR, platformami biletowymi
N o

SIEM



Elastyczne modele wdrazania

®, ACCUKNOX

Deploy On

Deploy On

ACCUKNOX

SaaS Cloud

N

On Premise &
Air Gapped

Deploy On

Deploy On

ACCUKNOX

AccuKnox Managed
OEM/MSSP

N

Hybrid & AWS
On-Premise



Unikalne zréznicowanie 2, ACCUKNOX

AccuKnox moze ,,obsermowac” >>
sWymuszac” podczas ataku >> automatycznie generowacé ,,zasady” >

() ACCUKNOX

Product A Product B Product C

Enforcement Observability Observability Observability Observability

@ 4 WenpF HeBPF HeBPF HeBPF

g LSMs : (VSJ Kernel Module
[ 5 i
1 | !
N b i 3 [ g I
Deny fork/ | Kill process from Stop container Kill process from
evecve | Identify app behavior userspace ; Kernel space using
] *allowed processes | ) bpf_send_signal()
* *allowed file-access | * I
*allowed net-access : :
A AN
! !
() e > @) +------ ;
Inline Mitigation Post Attack Mitigation

* Bronimy sie przed atakami typu
Zero Day w czasie rzeczywistym!




Matryca wsparcia

®, ACCUKNOX

2) Klastry (lokalne, maszyny wirtualne)

<) G®™SUSE (Odebian &% CentOS

Aarchlmux ? @ Rocky Linux” ‘E@
Raspberry Pi
1BM Cloud ==
@ ﬁ @ AmazonEKS » ﬁrr':s:o" ° Kubernetes Service -

4

_jul =a .
IR Ie CEDMAT
@ BB RANCHER Ei omprem SERDRHIT
=]
D
=] @ & RedHat

Enterprise Linux
Oracle Kubernetes Engine
Google Kubernetes Engine

*Systemy operacyjne oparte na Linuksie

3) Rejestry konteneréw

() AmazonéCR fj Hlliﬁ 0 QUAY

ontainer Registry

& docker hub dockerg ReGiSTRY
DOCKERHUB
(-3 Jrece i @ %5 HARBOR
oogle Contai

£ ; g sonatype
XZ nexus repository

OPENSHIFT

O

JFrog Artifactory




Jedna platforma -
kompleksowe pokrycie

od
Code - Cloud

Automatyczne zasady
Zero Trust - do naprawy

w trybie inline

Elastyczne wdrazanie -
Chmura publiczna i

prywatna

Platforma SOAR - z ponad
50 integracjami od razu
po wyjeciu z pudetka

Unikalne zréznicowanie

O

Chmura

Kod

Panel wykonawczy CSPM
Wykrywanie btednej konfiguracji
Ocena zapasow

Ciagta zgodnosé

Linia bazowa do wykrywania dryfu

Analiza kodu statycznego

Analiza sktadu oprogramowania
Tajne skanowanie

Integracja CI/CD z cyklem kompilacji

Zarzadzanie podatnosciami

Ocena ryzyka wizerunkowego
Skanowanie podatnosci
Priorytetyzacja oparta na ryzyku
Zgodnos¢ i raportowanie
Integracja CI/CD

Zarzadzanie podatnos$ciami

Obszar
bezpieczenstwa

®, ACCUKNOX

Funkcja

Obserwowalnosé

Obserwowalno$é¢ obcigzenia
praca

Zgodnosé

Zasady wzmacniania
obcigzenia praca

Monitorowanie

Rejestryialerty

Zero zaufania

Automatycznie odkryto
polityke Zero Trust

Niestandardowa polityka
zerowego zaufania

Naprawa w trybie inline

Mikrosegmentacja sieci

Nowe funkcje

Wsparcie kontrolera przyjeé

KIEM (Zarzadzanie
tozsamosciami i
uprawnieniami K8s)

Wsparcie ECS/EKS Fargate



Narzedzia obstugiwane od razu po wyjeciu z

®, ACCUKNOX

pudetkal

O Nessus
Masscan

g zee |'< ? nkqlufbe-bench

Przesun w lewo i zabezpiecz w
rawo

1. Bezpieczenstwo
gospodarza
2. Bezpieczenstwo

& sTeampipe

Z CloudSploit
= byaqua

E

AWS Security Hub

k .
e iner @) clair

oquo
? kube-bench

@ kubesploit

KUbe-hunter

checkov

kontenera
3. Zgodnosé
4. Skanowanie laCi CI/CD
5. SAST
6. DAST
7. SCA

Checkmarx

Qv

R NUCLEI

k’”} E?r\jg code

Checkmarx

a fo':Zk [FoRrRTIFY

VERACODE @ cLoc

sonarczube\\\

Semgrep



DevSecOps z AccuKnox

®, ACCUKNOX

SAST

m Sprawd?z kod zrédtowy

aplikacji lub kod bajtowy pod

katem niebezpiecznych
konstrukcji.

m Proaktywne skanowanie, gdy
aplikacja nie jest uruchomiona,

dostep wewnetrzny.

SCA ()

Sprawdz kod zrodtowy aplikaciji lub
kod bajtowy pod katem
niebezpiecznych konstrukcji.
Proaktywne skanowanie, gdy
aplikacja nie jest uruchomiona,
dostep wewnetrznuy.

laC

m Dostarczanie infrastruktury
(tworzenie, modyfikowanie i
usuwanie infrastruktury laC)

m Zarzadzanie konfiguracija
(wyrazny stan infrastruktury
za pomoca kodu/API) [KICS,
Tfsec, Checkov]

Luki w zabezpieczeniach kontenerow

Aplikacja MONITORUJ, ALARMUJ,
KONTROLUJ, BLOKUJ, REJESTRUJ

DAST

m Automatyczne i ciggte
skanowanie, ktére wywotuje
ztosdliwe zgdania http do
interfejsu uzytkownika i
interfejsu API, obejmuje szeroki
zakres atakow.

m Proaktywne skanowanie
podczas dziatania aplikacji,
wykrywanie dostepu z zewnatrz.

IAST

m Podtaczajg sie pasywnie do
dziatajacej aplikacji i
uruchamiajg sie po wykryciu
bodzca.

m Skanowanie reaktywne, gdy
aplikacja jest uruchomiona,
dostep wewnetrzny.



Dashboard Acme Corp Thomas

®, ACCUKNOX

5 Accounts 10 Clusters 75 Registries 12 Repos

Dashboard
S A 2Clouds & | Kubernetes & VM 6 9 Registry Types O & © 3 categories
Inventory
CSPM Dashboard NG Cloud Accounts v Clusters v : Last 2 days v
Cloud Accounts (O Findings ® Cloud Account Risk Assessment (0

Compliance

2,809 3566/3566 Assets Scanned

iy G N ..
Protection ‘ Failed 120
i iti 120 120 @ Warning 120
5 B Active 4 @ Critical Low 29,039 .
Collectors Inactive 1 B High 120 Not Available 120 Not available 120
B Medium 120 B Passed 120

Monitors /
Alerts
Go to Findings >

Identity
Cloud Compliance () Top 5 Asset Categories with Findings () Findings Trend
Reports NIST 55% aws_account-956994857092 @ Active @ Fixed W Inprogress Potential »
. ] 120
s 40% aws_account-956994857093
Settings . ] 90
PCI DSS 70%

aws_account-956994857094

FedRAMP 35% 77
aws_account-956994857095

. . L3
B Pass @ Fail Warning 54
aws_account-956994857096
. ] 20

Go to Compliances »




Inventory Acme Corp Thomas

®, ACCUKNOX
Dashboard Clusters C Ooff v im Oct23-Nov23,2024 v [EODEIRIEII]
Inventory CLUSTERS NAMESPACES WORKLOADS
Clusters
Q Search text Connection Status Connected v [ Cluster Type Kubernetes wv ] Tags stage, dev v . List View ﬁ D E N
Imports
AL/ML Assets [J Name Alerts Findings Nodes  Workloads Workloads with Policies ~ Tags m
Explorer o O dev-testing A 2 as 244 (@) 432 12« R 100 4 4 4 Stage  Dev
Baseline 0 e test [kﬂ« A 29 as 127 2.3k 4 4 4 Stage  Dev
Inventory 0O e microservice A 29 as 0 1.6k 34 a4 a4 a4 Stage  Dev H
Issues O e gke-cluster—dev A 2 R 23 4 4 4 Stage  Dev :
O e € stage-testing A 29 D 23 4 4 4 Stage  Dev
Compliance
0O e demo—cluster A 49 R 23 4 4 a4 Stage  Dev

Runtime
Protection

Collectors

Monitors /
Alerts

i

=)

ol

i

(7))
L)
h4
QA
@)

Identity

D)

o

Reports

Notifications

)




® ACCUKNOX dev-testlng ® Connected - »

Dashboard @ & @ N @

OVERVIEW MISCONFIGURATION VULNERABILITY ALERTS COMPLIANCE POLICIES APP BEHAVIOUR KIEM
Inventory )
Insights S &
Clusters (]
Cluster Findings by Asset Type = Findings by Asset Categories Cluster Findings S
Imports
Workloads 2,809
AL/ML Assets @ Deployment 120
@ RuleBinding 120 Configuration _
Explorer -
@ ClusterRuleBin...120 Security & B Critical 12
Baseline ; Identit! i
ConfigMap 120 Y 8 High 12
. Resource
Inventory Service 120 Management
CronJob 120 - ’ s "
B Critical @@ High @ Medium @ Low
m [Ssiics B Service Accounts Informational
S
w Compliance Cluster Findings View all [
m . Q Search by name Severity [E] @ M|
— Runtime o
¥ Braiection D Last seen Name Count Asset name Tool Output Namespace E
Collectors O 12-09-2024 11:34:52 Non-root containers 1 kubearmor Failed default
O 12-09-2024 11:34:52 Network Mapping 2 vault Failed nginx
Monitors /
Alerts O m 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx
O O n 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx
Identity
O [ 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx
Reports O u 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx
[l 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx
Notifications
O m 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx

M n 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx
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Dashboard
Inventory

Issues

Vulnerabilities
Findings
Registry Scan
Compliance

Runtime
Protection

Collectors

Identity
Reports
Notifications

Settinsg

Findings

CATEGORIES ALL FINDINGS

Category Name / Data Types

Cluster Findings

K8s Scan

KIEM

K8s CIS

Kubernetes Findings

KIEM Findings

Kubernetes Compliance

Image Vulnerabilities

Secrets

Cloud Findings

Cloud Compliance

Code Findings-SAST

Application security-DAST

laC findings

Code findings-SCA

RULE ENGINE

Findings

10k

100

100

100

12.5k

14.5k

17.2k

300

20k

30

75

50

87.5k

80

30

5.5k

500

250

250

150

150

150

900

8.4k

675

990

555

650

2.2k

150

1,500
200
200
200
7,200
75
75
225
7,400
75
490
55
300

1,500

100

Acme Corp

Affected Assets itical High

1,200
100
25
25
5,000
75
75
225
500
300
300
100
300
500

30

Thomas

1m Nov 23,2024 - Dec 23,2024 ¥

Medium

300

100

20

20

100

75

75

225

250

200

100

300

25

100

10

Low

2,500

100

100

75

75

225

250

100

100

200

25

100

10
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® ACCUKNOX

Dashboard
Inventory
Al [ ML Security
Issues
Compliance
Runtime Protection
Collectors
Remediation
Monitors / Alerts
Identity
Reports

Notifications

) Ask Ada

53cccfal 2516 4cab A32e 56b0c01b23c7 Product W Balaji

Ticket Config.. v

Do not setup access keys during initial user setup for all IAM users that have a console password

Severity: Status: Exploitability: Discovered:
Medium Active False 5 Days Ago
Description

Do not setup access keys during initial user setup for all IAM users that have a console password-AWS console defaults the checkbox for creating access keys to enabled. This results in many access keys
being generated unnecessarily. In addition to unnecessary credentials, it also generates unnecessary management work in auditing and rotating these keys. Requiring that additional steps be taken by the
user after their profile has been created will give a stronger indication of intent that access keys are (a) necessary for their work and (b) once the access key is established on an account that the keys may
be in use somewhere in the organization.

Solution

From the IAM console: generate credential report and disable not required keys

Ticket Comments

@ 0 comments available

Impacted assets Q

v



®, ACCUKNOX

Dashboard

Inventory

Clusters
Imports
AL/ML Assets
Explorer

Baseline

Inventory

Issues

Compliance

Runtime
Protection

Collectors

Monitors /
Alerts

Identity

Reports

Notifications

T CIS Kubernetes 3.0.0

(s CIS Kubernetes Benchmarks v1.23 ©

Q se ext here Cloud Account v Asset Type v Severity v Types @ n
Compliance Score

100%
PREVIOUS RUN Nov 11,2024
CHANGE A 5%

0%
Nov 11 Nov 18 Nov 25 Dec 2
Name

A 1.1 Control Plane Node Configuration Files

n@ 11.9
n@ 1110
a@ 11.20
a@ 11.21

Vv 1.2 APl Server

Ensure that the Container Network Interface file permissions are set to 600 or
more (Manual)

Ensure that the Container Network Interface file ownership is set to root:root
(Manual)

Ensure that the Kubernetes PKI certificate file permissions are set to 600 or more
restrictive (Manual)

Ensure that the Kubernetes PKI key file permissions are set to 600 (Manual)

Vv 1.3 Controller Manager

Vv 1.4 Scheduler

Vv 2.1 Etcd Node Configuration

Vv 3.1 Authentication and Authorization

N 22 1| naaing

Acme Corp

&

Assets Summary

Thomas

im Nov11-Dec9, 2024 =

LI I

@ Pass 60% @ Fail 30%

Warning 5% W Information 5%

~ v

Assets Summary v A

0/21 Passed

@ 10/100 (10%)

10/100 (10%)

(]
- c—o — 10/100 (10%)

fee=) 10/100 (10%)

- 0/21 Passed

S 0/21 Passed
fa ] 0/21 Passed

o - 0/21 Passed
1 ] @ 0/21 Passed
) 0/21 Pacsced




Alerts Acme Corp Thomas

ACCUKNOX

Category All Sub Category All Severity Alerts N1 Tm Oct 23,2024 - Nov 23,2024 ~
Dashboard

EXPORT

Risk Analysis (%) CREATE TRIGGER

TenantlD 29 v @ Cluster ID DEV_cluster 001 v @ Cluster Name DEV_cluster v @ Policy Name Audit Shell Event v @
Cloud Workloads Component Name ID_Component_001 v @ J Workload Name Payload String Event v @ X Pod Name CilinumPod v @ J Ignored False v @ 0 FILTER Reset

Inventory

Clusters I I True
sinni=ulisin_snisinenlinl.gfl. y -1 M ST
AL/ML Assets
Q sage / cluster or anything here Aggregate Alerts
Explorer
Time Stamp Message Cluster Action Operation Pod Name Status E
Baseline
11-14-2415:59  Checksum failure in internal string, Linkedin state to IP 101:101:00. ui-dev-cluster Process File nginx-... Active
m Issues
F u 11-14-24 15:48 File creation under /etc/ directory detected frontend-test-cluster File File nginx-... Active
L Compliance @) 11-14-2415:39  Write to /dev/shm folder prevented ui-dev-cluster Audit File nginx-... Active
[re— Runtime a 11-14-2415:26  Cryptominer detected and blocked ui-staging-cluster Audit File nginx-... Active
< rotection 11-14-2414:59  Cryptominer detected and blocked ui-staging-cluster Audit File nginx-... Active
Collectors 11-14-24 14:58  Write to /dev/shm folder prevented design-sandbox File File nginx-... Active
Monitors / 11-14-2412:00  Checksum failure in internal string, Linkedin state to IP 101:101:00. frontend-cluster-apac Process File nginx-... Active
m Alerts 11-14-24 11:59 Checksum failure in internal string, Linkedin state to IP 101:101:00. ui-dev-cluster Process File nginx-... Active
O glens 11-14-2409:12  Checksum failure in internal string, Linkedin state to IP 10:10:00. ux-validation-pool Process File nginx-... Active
Triggers 11-14-24 08:05  Checksum failure in internal string, Linkedin state to IP 101:101:00. frontend-deploy-cluster Process File nginx-... Active
Monitors . 11-14-24 07:00  Checksum failure in internal string, Linkedin state to IP 101:101:00. frontend-deploy-cluster Process File nginx-... Active

Identity




fom Reports accuknox-test Ganaraj

®, ACCUKNOX

CSPM CWPP Custom Reports

=)
i
o
Q.
@®
oc
O
@

Dashboard

Inventory

Clusters
Imports
AL/ML Assets
Explorer

Baseline

Inventory

Issues

Compliance

Runtime
Protection

Collectors

Monitors [
Alerts

Identity

Reports

Generate/Schedule Reports

O

(<[ <

| Y W

K8 Findings

Applications

K8 30 day frequency report

Vulnerability report for 7 days

Host end point security last 24 hrs

Cloud Findings daily report

Daily test findings report

Vulnerability

Email Recipients

thomasdeniz@gmail.com +5

pizely@gmail.com  +1

ravi.kishor@accuknox.com +4

balaji@accuknox.com  +3

test1245@rediffmail.com  +2

Host end Point Security

Frequency

Monthly

Weekly

Weekly

Monthly

Weekly

d encryption

Last reported

Sep 19, 2024

Sep 27,2024

Sep 9, 2024

Sep 11, 2024

Sep 19, 2024

Cloud Findings

Actions

[} VIEW REPORT
[ GENERATE
(2 VIEW REPORT
[} VIEW REPORT
[Z VIEW REPORT

L]



Settings Acme Corp Thomas

® ACCUKNOX

DEVSECOPS CHANNELS REGISTRY S3 DATASOURCE CI/CD Tool
(@}
Q_ search by CI/CD Tool GitHub Actions
Collectors GitHub Actions makes it easy to automate all
your software workflows which comes to 3rd
Remediation line here.

Monitors | Alerts

Identity

O GitHub Actions !

GitHub Actions makes it easy to automate
all your software workflows which comes
to 3rd line here.

Ay GitLabci/cD

Automation tool that enables continuous
integration, delivery, and deployment
within GitLab repositories

I:‘ Azure DevOps

Accelerate your DevOps jour
Azure DevOps - seamless Cl,
planning, and secure code d¢

@, sasT®

Reports
> SonarQube

Notifications

Jenkins 3 CircleCl ® Harness

Settmgs Automate and accelerate your CI/CD Fastest CI/CD platform for automation, Optimize software delivery w @ DAST @
pipeline with Jenkins - the leading open- scalability, and seamless DevOps Al-powered CI/CD, cloud cos
Cloud Accounts source automation server. workflows! management.

Manage Clusters % Container Findings

)( Checkmarx

Identify and remediate security
vulnerabilities in code

AWS Code Pipeline

User Management

CI/CD service that automates the build,

laC Scannin
RBAC test, and deployment phases of 9 ®

application development.

n
Q.
o
o
Q
(73]
>
Q
(]
L
8]
(]
o
(o))
o
har
=

Integrations
o e¥e) Secrets Scanning
Certificate

Labels
@ CI/CD Pipeline Monitoring

07

Tags




Architektura i modele wdrazania

®, ACCUKNOX

Visualizations

orker Clusters ‘%. AccuKnox Control Plane Deployment ) E— =
Findings .l 4 typy modeli wdrazania:
Alerts MongoDB Trendlines
o felemetry é 1. Lokalni klient irtual
— Dislicies = [; . . Lokalnie u klienta (maszyny wirtualne,
(accuknox-agents] 0
Microservices ~ Kueue Job Vault Asset/Security
il / ; serwery)
it Scheduling graph H
2. Infrastruktura klienta z izolacjg powietrzna
\——
Virtual Machines
««—FPolicies @ ( \ 3. Publiczna i prywatna chmura hostowana
L) Gzl Findings <> Assets
%%% Storuge Vector  Graph DB mga if przez klienta
Alerts DB P Pping
ee——— .
Telemetry Ingress 4. Hostowana ustuga SaaS$ firmy AccuKnox
Events Channe“ = g o) 5
Notifications € U A
Channels + SIEM o O<A Bashboardsy W .
i-slack B splunk> RabbitMQ  Rules Engine Reporting © https://help.accuknox.com/getting-st
arted/deployment-models/
Container Registries
st —Reports
M Poiect = A EEEE Registry
((“QUAY @ Jﬁ_(;g) (;% %% < Scanning DeploUmente
CI/CD Pipelines North America E Middle East
" Azure Registry Q%J AmazontCR @HARBOR Portal iy

¢ 293

- L&


https://help.accuknox.com/getting-started/deployment-models/
https://help.accuknox.com/getting-started/deployment-models/

Macierz integrac;ji

o0+

Integracije

accuknox.com/integrations

SPM
N'\PP 2 (Infrastructure Security)
% GC\“'\W\ %y o
0,.‘70 @h
Oy LR
n 0,
’) i openstack )
e NUTANI>C X
€2 Alibaba RANCHER ff;
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Wyréznienia branzowe ®) ACCUKNOX

nationalgrid Najwazniejsze powody. dla ktérych NUTANI>S Ogtasza, ze AccuKnox jest jego
artners zainwestowali$my w AccuKnox — S programem partnerskim Al na rok 2024 —
P
Accu!(nox Pomaqa inzynierom ] aWS AWS ogtasza partnerstwo z programem
CLOUD SECURITY bezpieczenstwa w chmurze, ktérzy sa Zero Trust CNAPP firmy AccuKnox —

Znani z przepracowania i hiedoboru
zasobéw —

AccuKnox dotacza do mimik Technologies

ﬂ LF EDGE i IBM jako partner projektu Open Horizon

Weterani branzy podkreslali wyjatkowsg N

THENEWSTACI réznice w zabezpieczeniach $srodowiska

wykonawczego AccuKnox —

Platforma bezpieczenstwa Kubernetes
AccuKnox zabezpiecza 4.6 min dolaréw —

SiTechPark

Krétki opis Intellyx Brain Candy: AccukKnox

@ |nte||yX wyréznia sie w branzy zabezpieczen AccuKnox zostat zweryfikowany i
‘ konteneréw — ‘ Red Hat zatwierdzony przez system
bezpieczehstwa RHEL —
Nieuniknione buto, Ze gdy Nat i Phil fi: SJULTRA i AccuKnox wspétpracuja w celu
‘.. Me(lillm spotkali sie i podzielili swoimi wizjami, Kk J dostarczenia CNAPP przedsiebiorstwom —
wydarzy sie co$ magicznego — méwi sl“l,t"ﬁ

Raghuram. inwestor w AccuKnox —
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Dashboards & Reports e
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Wykonanie POC:
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Protect Truster File Integrity Cryptomining Block runtime Protect Critical
Etap 2: Od krgj Ocene rng ka [ /cert bundles ] [ Monitoring ] [Attack Defense] l apt-get tools Config Files

Etap 3: Wykonaj priorytetyzacje oparta na ryzyku

Integrate
Etap 4: Naprawa (zasady, zgtoszenia)
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