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Describir 2, ACCUKNOX

¢,Qué problemas resolvemos?

El cliente gana

Ofertas de productos

Plataformas - Sequridad integrada
Matriz de soporte

Diferenciacidn Unica

Modelos de arquitectura y despliegue

1 Jeoueproblemasresolvemos?
2 Jecienteqana
| 3 JoOfertasdeprodustes
4 JPlataformas - Sequridadintegrada
5 JMetrizdesoporte
6| Diferenciaciéndniea
7| Wodelos de arquitecturay despliegue
8 JCronogramasdePoc

Cronogramas de POC




Plataformaizacion 2, ACCUKNOX

O O 8w A B3SO 060 28=07°
Al-SPM

ASPM CWPP KSPM

(AppSec) (CloudSec) (WorkloadSec) (KubernetesSec) (Al Security)
[Z) Pruebas de seguridad de @ Visibilidad de activos e E‘é Evaluacioén de la postura & Deteccidn de configuracion {U‘L'}g Deteccion y respuesta de IA (Al-DR)
aplicaciones estaticas (SAST) inventario en la nube menos permisiva incorrecta del cluster
. B o E® Cortafuegos rapido
@ Pruebas de seguridad de & Deteccion y remediacion Administrador de secretos X% Resultados de la evaluacion
aplicaciones dindmicas (DAST) de deriva [ comparativa de CIS K8s . L
— Aplicacién de la ley en | e {6 Seguridad de la aplicacién en
o - contenedores y maquinas tiempo de ejecucion de IA
(& Escaneos secretos @ Apllcacpn de la politica i ymaq :@: Gestion de identidad y
| de confianza cero — derechos de Kubernetes (KIEM) A .
@ Escaneos laC — Seguridad de modelos y
. . > ’Cur.npllmlento y aud.ltorla 3 Peteccién d.e amenazas en Monitoreo de seguridad de conjuntos de datos
Lista de materiales del | Indices de referencia | tiempo de ejecucion O pods y redes 1 4 .
software (SBOM) = Equipo rojo de LLM
Andlisis de composicién de EE':,} Cumplimiento de la IA

software (SCA) =3
Soporte para toda la plataforma

-

=% Cumplimiento @ CDR SIEM
@ Mas de 35 marcos de referencia: Deteccidn y respuesta en la Seguridad API @ Copiloto de I ermeeien de

S0C2, PCI DSS, etc. nube IA seguridad



Desafios... Solucion... 2, ACCUKNOX

X Todos los ataques avanzados son ataques en tiempo de > Exposicion a ataques de dia cero v/ Implementacion en todas las nubes publicas y privadas

ejecucion. > Mayor superficie de ataque v/ Asegurar todos los activos (K8, VM, API, Edge)
. . yor superfici u
X Herramientas dispares para AppSec, CloudSec y AlSec . . v/ Segquridad integrada de aplicaciones, seqguridad en la
Y Herramientas dispares para la sequridad local frente a la = Costos aproximadamente un 100% mas altos nube y sequridad de 1A
seguridad en la nube (herramientas, personal) v/ Ahorros superiores al 50%
Solucién AccuKnox Code a Cognition™
< AppSec —»> +— — CloudSec CNAPP — » <« APISec —»> <«— AlSec —»

[Plataforma de proteccion de aplicaciones nativa de la nube]

‘a ©) = 5 5 () +,

SEGURIDAD SEGURIDAD
ASPM CSPM CWPP KIEM KSPM CDR API DELAIA
NUBE PUBLICA NUBE PRIVADA ‘ EDGE / loT
aws g DB AN 4 R
ADO X & & 0 S & O m @éa  ARM

SIEM - Inteligencia de amenazas de extremo a extremo

Ask Al - Interfaz conversacional: DevSecOps se une a ChatGPT

Compliance - Soporte para mas de 35 estandares

CTEM - Gestion continua de la exposicién a amenazas




Casos de éxito de clientes | Estudios de caso * ACCUKNOX

Insurance firms leverage AccuKnox
Zero Trust CNAPP for Real Time Cyber
Defense

Achieves 2x Operational Efficiency with AccuKnox

$1.5M Awarded for Cutting-Edge

A Global Leader in Wholesale
Telecommunications

Secures Point of Sale Devices, Reduced Service
Interruptions by 80%

[ Referirse - accuknox.com/case-studies ]

Security
SONESTA SupportLogic
G Rated 4.5/5 G Rated 4.3/5



http://accuknox.com/case-studies

@ ACCUKNOX

Secure Code to Cognition

Una CNAPP consolidada

DevSecOps, copiloto de IA

ASPM CSPM AI-SPM KSPM CWPP GRC , >eguridaden

tiempo de ejecucién

INTEGRACIONES con SIEM, SOAR, EDR y plataformas de venta de entradas

Confianza cero impulsada por IA

SIEM



Modelos de despliegue flexibles ®) ACCUKNOX

= ® = ®

— ACCUKNOX — ACCUKNOX
Deploy On SaaS Cloud Deploy On AccuKnox Managed
OEM/MSSP
> >
Deploy On On Premise & Deploy On Hybrid & AWS

Air Gapped On-Premise



y 4 ' 4

Diferenciacion Unica 2, ACCUKNOX

AccuKnox puede «Observar>» >> «Aplicar>» durante un ataque >>
Generar automaticamente «Politicas> >

() ACCUKNOX

Product A Product B Product C

Enforcement Observability Observability Observability Observability

@ 4 WenPF HeBPF HeBPF HeBPF

LSMs ! (co n t ra) Kernel Module
— [ s
| | | !
N b i 3 [ g I
Deny fork/ | Kill process from Stop container Kill process from
evecve | Identify app behavior userspace ; Kernel space using
] *allowed processes | ) bpf_send_signal()
* *allowed file-access | * I
*allowed net-access : :
AN
& )
) R +> () «------ ,
Inline Mitigation Post Attack Mitigation

*Nos defendemos contra ataques de dia cero en tiempo real.
iAtaques de dia cero!




Matriz de soporte

®, ACCUKNOX

2) Clusteres (locales, maquinas virtuales)

<) G®™SUSE (Odebian &% CentOS

Aarchlmux ? @ Rocky Linux” ‘E@
Raspberry Pi
1BM Cloud ==
@ ﬁ @ AmazonEKS » ﬁrr':s:o" ° Kubernetes Service -

4

_jul =a .
IR Ie CEDMAT
@ BB RANCHER Ei omprem SERDRHIT
=]
D
=] @ & RedHat

Enterprise Linux
Oracle Kubernetes Engine
Google Kubernetes Engine

*Sistemas operativos basados en Linux

3) Registros de contenedores

() AmazonéCR fj Hlliﬁ 0 QUAY

ontainer Registry

& docker hub dockerg ReGiSTRY
DOCKERHUB
(-3 Jrece i @ %5 HARBOR
oogle Contai

£ ; g sonatype
XZ nexus repository

OPENSHIFT

O

JFrog Artifactory




Diferenciacion Unica

®, ACCUKNOX

Una plataforma -
Cobertura integral desde

el cédigo hasta la nube

Politicas automaticas de
confianza cero - para la
remediacién en linea

Implementacion flexible -
Nube publica y privada

plataforma SOAR - con
mas de 50 integraciones

listas para usar

Nube

Panel ejecutivo de CSPM

Deteccién de configuracion incorrecta

Evaluacion de inventario

Cumplimiento continuo

Linea base para la deteccion de deriva

Andlisis de cédigo estatico

Andlisis de composiciéon de software

Escaneo secreto

Integracion de CI/CD en el ciclo de
compilacion

Gestion de vulnerabilidades

Evaluacion de riesgos de imagen

Escaneo de vulnerabilidades

Priorizacion basada en riesgos

Cumplimiento e informes
Integracién CI/CD

Gestidn de vulnerabilidades

Area de seguridad

Caracteristica

Observabilidad

Observabilidad de la carga
de trabajo

Cumplimiento

Politicas de endurecimiento
de la carga de trabajo

Escucha

Registros y alertas

Confianza cero

Politica de confianza cero
descubierta
automaticamente

Politica personalizada de
confianza cero

Correccion en linea

Microsegmentacion de
redes

Nuevas
caracteristicas

Soporte del controlador de
admisién

KIEM (Gestion de
identidades y derechos de
K8s)

Soporte ECS/EKS Fargate



iHerramientas compatibles de serie! ®) ACCUKNOX

O Nessus
Masscan

g zee |'< ? nquanbe-bench

& sTeampipe

Desplazamiento a la izquierda

y fijacién a la derecha
1. Seguridad del anfitrién

2. Seguridad de
contenedores

Z CloudSploit
= byaqua

E

AWS Security Hub

k .
e ainer @) clair

oquo
? kube-bench

@ kubesploit

KUbe-hunter

checkov

3. Cumplimiento

4. Escaneo delaC yCI/CD
5. SAST

6. DAST

7. SCA

Checkmarx

Qv

R NUCLEI

Checkmarx
snyk [(FORTIFY
e codZ £

VERACODE @ cLoc

sonarczube\\\

Semgrep



DevSecOps con AccuKnox ) ACCUKNOX

Vulnerabilidades de los contenedores

SAST @ @

m Comprueba el cédigo fuente o
el bytecode de la aplicacion
en busca de construcciones
inseguras.

m Escaneo proactivo, cuando la
aplicacion no se esta
ejecutando, dentro del
acceso.

SCA @

m Comprueba el cédigo fuente o el
bytecode de la aplicacién en busca
de construcciones inseguras.

m Escaneo proactivo, cuando la
aplicacion no se estéa ejecutando,
dentro del acceso.

DAST

m Escaneos automatizados y
continuos que invocan
solicitudes HTTP maliciosas a la
interfaz web y la API, cubriendo
una amplia gama de ataques.

m Escaneo proactivo, con la
aplicacion en ejecucion, acceso
externo.

IAST

m Se adjuntan a la aplicacion en
ejecucion de forma pasiva y
se ejecutan cuando se

@ activan.
infraestructura (Crear, m Escaneo reactivo, cuando la

gnodiﬁca(; glelimin:r laC) aplicacion esta en ejecucion,
m Gestion de la configuracion 4 E dentro del acceso.
(Estado expreso de la Aplicacion de MONITOREO, ALERTA,

infraestructura mediante CONTROL, BLOQUEO y REGISTRO
codigo/API) [KICS, Tfsec,
Checkov]

laC

m Aprovisionamiento de



Dashboard Acme Corp Thomas

®, ACCUKNOX

5 Accounts 10 Clusters 75 Registries 12 Repos

Dashboard
S A 2Clouds & | Kubernetes & VM 6 9 Registry Types O & © 3 categories
Inventory
CSPM Dashboard NG Cloud Accounts v Clusters v : Last 2 days v
Cloud Accounts (O Findings ® Cloud Account Risk Assessment (0

Compliance

2,809 3566/3566 Assets Scanned

iy G N ..
Protection ‘ Failed 120
i iti 120 120 @ Warning 120
5 B Active 4 @ Critical Low 29,039 .
Collectors Inactive 1 B High 120 Not Available 120 Not available 120
B Medium 120 B Passed 120

Monitors /
Alerts
Go to Findings >

Identity
Cloud Compliance () Top 5 Asset Categories with Findings () Findings Trend
Reports NIST 55% aws_account-956994857092 @ Active @ Fixed W Inprogress Potential »
. ] 120
s 40% aws_account-956994857093
Settings . ] 90
PCI DSS 70%

aws_account-956994857094

FedRAMP 35% 77
aws_account-956994857095

. . L3
B Pass @ Fail Warning 54
aws_account-956994857096
. ] 20

Go to Compliances »




Inventory Acme Corp Thomas

®, ACCUKNOX
Clusters C Ooff v im Oct23-Nov23,2024 v [EODESRIENISN
Dashboard
Inventory CLUSTERS NAMESPACES WORKLOADS
Clusters
Q s Y et Connection Status Connected v [ Cluster Type Kubernetes wv ] Tags stage, dev v . List View a D E N
Imports
AL/ML Assets [J Name Alerts Findings Nodes  Workloads Workloads with Policies ~ Tags m
Explorer o O dev-testing A 2 as 244 (@) 432 12« R 100 4 4 4 Stage  Dev
SRl O o Btest LY A 2 as 127 2.3 4 4 4 Stage  Dev
Inventory O e @ microservice A 49 as 0 1.6k 34 4 4 4 Stage Dev
S "
Issues O e gke cluster-dev A 49 @ 23 4 4 4 Stage  Dev :
O e stage~testing A 49 @\ 23 4 4 4 Stage  Dev
Compliance
0O e demo—cluster A 49 R 23 4 4 a4 Stage  Dev

Runtime
Protection

Collectors

Monitors /
Alerts

i

2]
o
L
()
)
72
=
&
QA
@

Identity

D)

o

Reports

Notifications

)




® ACCUKNOX dev-testlng ® Connected - »

Dashboard @ & @ N @

OVERVIEW MISCONFIGURATION VULNERABILITY ALERTS COMPLIANCE POLICIES APP BEHAVIOUR KIEM
Inventory )
Insights S &
Clusters (]
Cluster Findings by Asset Type = Findings by Asset Categories Cluster Findings S
Imports
Workloads 2,809
AL/ML Assets @ Deployment 120
@ RuleBinding 120 Configuration _
Explorer -
@ ClusterRuleBin...120 Security & B Critical 12
Baseline ; Identit! i
ConfigMap 120 Y B High 12
. Resource
U, Inventory Service 120 Management
CronJob 120 - ’ s "
0 B Critical @@ High @ Medium @ Low
S [oelos @ Service Accounts Informational
w Compliance Cluster Findings View all [
~= Q Search by name Severity [E] @ M|
— Runtime .
‘ ’ Braiection D Last seen Name Count Asset name Tool Output Namespace E
Collectors O 12-09-2024 11:34:52 Non-root containers 1 kubearmor Failed default
O 12-09-2024 11:34:52 Network Mapping 2 vault Failed nginx
N Monitors / ) ) i
Alerts O m 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx
O O n 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx
Identity
O [ 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx
Reports O u 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx
[l 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx
Notifications
O m 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx

M n 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx
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®, ACCUKNOX

Dashboard
Inventory

Issues

Vulnerabilities
Findings
Registry Scan
Compliance

Runtime
Protection

Collectors

Identity
Reports
Notifications

Settinsg

Findings

CATEGORIES ALL FINDINGS

Category Name / Data Types
Cluster Findings

K8s Scan

KIEM

K8s CIS

Kubernetes Findings

KIEM Findings

Kubernetes Compliance
Image Vulnerabilities
Secrets

Cloud Findings

Cloud Compliance

Code Findings-SAST
Application security-DAST
laC findings

Code findings-SCA

Acme Corp Thomas

RULE ENGINE

1m Nov 23,2024 - Dec 23,2024 ¥

Findings Affected Assets itical High Medium Low

10k 5.5k 1,500 1,200 300 2,500
100 500 200 100 100 100
100 250 200 25 20 5
100 250 200 25 20 5
12.5k 150 7,200 5,000 100 100
14.5k 150 75 75 75 75
17.2k 150 75 75 75 75
300 900 225 225 225 225
20k 8.4k 7,400 500 250 250
30 675 75 300 200 100
75 990 490 300 100 100
50 555 55 100 300 200
87.5k 650 300 300 25 25
80 2.2k 1,500 500 100 100
30 150 100 30 10 10



® ACCUKNOX

Dashboard
Inventory
Al [ ML Security
Issues
Compliance
Runtime Protection
Collectors
Remediation
Monitors / Alerts
Identity
Reports
Notifications

Settings

N
O
-
9
0
@
e
-
0
£
0
3
0
o

03

) Ask Ada

-

53cccfal 2516 4cab A32e 56b0c01b23c7 Product W Balaji
Ticket Config.. v
Do not setup access keys during initial user setup for all IAM users that have a console password ©
Severity: Status: Exploitability: Discovered:
Medium Active False 5 Days Ago
Description

Do not setup access keys during initial user setup for all IAM users that have a console password-AWS console defaults the checkbox for creating access keys to enabled. This results in many access keys
being generated unnecessarily. In addition to unnecessary credentials, it also generates unnecessary management work in auditing and rotating these keys. Requiring that additional steps be taken by the
user after their profile has been created will give a stronger indication of intent that access keys are (a) necessary for their work and (b) once the access key is established on an account that the keys may
be in use somewhere in the organization.

Solution

From the IAM console: generate credential report and disable not required keys

Ticket Comments

@ 0 comments available

Impacted assets Q

v



®, ACCUKNOX
Dashboard

Inventory

Clusters
Imports

AL/ML Assets

to

Explorer

Baseline

Inventory

imien

Issues

Compliance

Runtime
Protection

Collectors

Monitors /
Alerts

o
£
>

(&)

3

(@)

Identity

Reports

Notifications

T CIS Kubernetes 3.0.0

(s CIS Kubernetes Benchmarks v1.23 ©

Q se ext here Cloud Account v Asset Type v Severity v Types @ n
Compliance Score

100%
PREVIOUS RUN Nov 11,2024
CHANGE A 5%

0%
Nov 11 Nov 18 Nov 25 Dec 2
Name

A 1.1 Control Plane Node Configuration Files

n@ 11.9
n@ 1110
a@ 11.20
a@ 11.21

Vv 1.2 APl Server

Ensure that the Container Network Interface file permissions are set to 600 or
more (Manual)

Ensure that the Container Network Interface file ownership is set to root:root
(Manual)

Ensure that the Kubernetes PKI certificate file permissions are set to 600 or more
restrictive (Manual)

Ensure that the Kubernetes PKI key file permissions are set to 600 (Manual)

Vv 1.3 Controller Manager

Vv 1.4 Scheduler

Vv 2.1 Etcd Node Configuration

Vv 3.1 Authentication and Authorization

N 22 1| naaing

Acme Corp

&

Assets Summary

Thomas

im Nov11-Dec9, 2024 =

LI I

@ Pass 60% @ Fail 30%

Warning 5% W Information 5%

~ v

Assets Summary v A

0/21 Passed

@ 10/100 (10%)

10/100 (10%)

(]
- c—o — 10/100 (10%)

fee=) 10/100 (10%)

- 0/21 Passed

S 0/21 Passed
fa ] 0/21 Passed

o - 0/21 Passed
1 ] @ 0/21 Passed
) 0/21 Pacsced




Alerts Acme Corp Thomas

ACCUKNOX

Category All Sub Category All Severity Alerts N1 Tm Oct 23,2024 - Nov 23,2024 ~
Dashboard

EXPORT

Risk Analysis (%) CREATE TRIGGER

TenantlD 29 v @ Cluster ID DEV_cluster 001 v @ Cluster Name DEV_cluster v @ Policy Name Audit Shell Event v @
Cloud Workloads Component Name ID_Component_001 v @ J Workload Name Payload String Event v @ X Pod Name CilinumPod v @ J Ignored False v @ 0 FILTER Reset

Inventory

Clusters I I True
sinni=ulisin_snisinenlinl.gfl. y -1 M ST
AL/ML Assets
Q sage / cluster or anything here Aggregate Alerts
Explorer
Time Stamp Message Cluster Action Operation Pod Name Status E
w Baseline
11-14-2415:59  Checksum failure in internal string, Linkedin state to IP 101:101:00. ui-dev-cluster Process File nginx-... Active
‘U Issues
F u 11-14-24 15:48 File creation under /etc/ directory detected frontend-test-cluster File File nginx-... Active
L Compliance @) 11-14-2415:39  Write to /dev/shm folder prevented ui-dev-cluster Audit File nginx-... Active
[re— Runtime a 11-14-2415:26  Cryptominer detected and blocked ui-staging-cluster Audit File nginx-... Active
< Protection 11-14-2414:59  Cryptominer detected and blocked ui-staging-cluster Audit File nginx-... Active
Collectors 11-14-24 14:58  Write to /dev/shm folder prevented design-sandbox File File nginx-... Active
Monitors / 11-14-2412:00  Checksum failure in internal string, Linkedin state to IP 101:101:00. frontend-cluster-apac Process File nginx-... Active
m Alerts 11-14-24 11:59 Checksum failure in internal string, Linkedin state to IP 101:101:00. ui-dev-cluster Process File nginx-... Active
O glens 11-14-2409:12  Checksum failure in internal string, Linkedin state to IP 10:10:00. ux-validation-pool Process File nginx-... Active
Triggers 11-14-24 08:05  Checksum failure in internal string, Linkedin state to IP 101:101:00. frontend-deploy-cluster Process File nginx-... Active
Monitors . 11-14-24 07:00  Checksum failure in internal string, Linkedin state to IP 101:101:00. frontend-deploy-cluster Process File nginx-... Active

Identity




fom Reports accuknox-test Ganaraj

®, ACCUKNOX

CSPM CWPP Custom Reports

(7))
o
=
—
O
Y
=

06

Dashboard

Inventory

Clusters
Imports
AL/ML Assets
Explorer

Baseline

Inventory

Issues

Compliance

Runtime
Protection

Collectors

Monitors [
Alerts

Identity

Reports

Generate/Schedule Reports

O

(<[ <

| Y W

K8 Findings

Applications

K8 30 day frequency report

Vulnerability report for 7 days

Host end point security last 24 hrs

Cloud Findings daily report

Daily test findings report

Vulnerability

Email Recipients

thomasdeniz@gmail.com +5

pizely@gmail.com  +1

ravi.kishor@accuknox.com +4

balaji@accuknox.com  +3

test1245@rediffmail.com  +2

Host end Point Security

Frequency

Monthly

Weekly

Weekly

Monthly

Weekly

d encryption

Last reported

Sep 19, 2024

Sep 27,2024

Sep 9, 2024

Sep 11, 2024

Sep 19, 2024

Cloud Findings

Actions

[} VIEW REPORT
[ GENERATE
(2 VIEW REPORT
[} VIEW REPORT
[Z VIEW REPORT

L]



Settings Acme Corp Thomas

® ACCUKNOX

DEVSECOPS CHANNELS REGISTRY S3 DATASOURCE CI/CD Tool
(@}
Q_ search by CI/CD Tool GitHub Actions
Collectors GitHub Actions makes it easy to automate all
your software workflows which comes to 3rd
Remediation line here.

Monitors | Alerts

Identity

O GitHub Actions !

GitHub Actions makes it easy to automate
all your software workflows which comes
to 3rd line here.

Ay GitLabci/cD

Automation tool that enables continuous
integration, delivery, and deployment
within GitLab repositories

I:‘ Azure DevOps

Accelerate your DevOps jour
Azure DevOps - seamless Cl,
planning, and secure code d¢

@, sasT®

Reports
> SonarQube

Notifications

Jenkins 3 CircleCl ® Harness

Settmgs Automate and accelerate your CI/CD Fastest CI/CD platform for automation, Optimize software delivery w @ DAST @
pipeline with Jenkins - the leading open- scalability, and seamless DevOps Al-powered CI/CD, cloud cos
Cloud Accounts source automation server. workflows! management.

Manage Clusters % Container Findings

)( Checkmarx

Identify and remediate security
vulnerabilities in code

AWS Code Pipeline

User Mcnogement
CI/CD service that automates the build,
RBAC test, and deployment phases of
application development.

laC Scanning ()

()
yo]
cC o
o o
o O
S 3
o wn
QO >
+ 0
£A

Integrations
o e¥e) Secrets Scanning
Certificate

Labels
@ CI/CD Pipeline Monitoring

07

Tags




Modelos de arquitectura y desplieque

®, ACCUKNOX

orker Clusters £33 AccuKnox Control Plane Deployment
Alerts MongoDB
Pod Telemetry—> a ——
=
'«——Policies ‘a .
a E )
il Microservices ~ Kueue Job Vault
il Scheduling
Virtual Machines .
««—FPolicies
%%% ¥ -
Storage Vector
Alerts 9 = Graph DB
Telemetry Ch . Ingress
Evgn ts annels — I;'j
Channels + SIEM Notifications O<A
e splunk'> Scarjners  RabbitMQ  Rules Engine
‘s
Container Registries
st —Reports
€A Froect ,\"‘J‘) g % EEEE Registry
((‘ QUAY @ JFIOE " ocker E% < Scanning
CI/CD Pipelines
[ Azure Registry /@ AmazonECR @HARBOR Portal
N

Visualizations

Findings //\/\w\
: 2=
Trendlines
-
—_— 4 tipos de modelos de despliegue:
Asset/Security §
graph : 1. Entorno local del cliente (maquinas virtuales,
_ servidores fisicos)
Y
Findings <> Assets 2. Infraestructura aislada del cliente
mapping
3. Nube publica y privada alojada del cliente
( —_ N 5 4. SaaS alojado de AccuKnox
ustom A
Dashboards / W )
Reporting © https://help.accuknox.com/getting-st

arted/deployment-models/

Deployments

North America Europe Middle East

¢ 293

- L&


https://help.accuknox.com/getting-started/deployment-models/
https://help.accuknox.com/getting-started/deployment-models/

Matriz de integraciones

PR
%‘:smw\

SPM
(Infrastructure Security)

0,
0, ©
'%o‘ff",o
g s,
’) i openstack 0"’}/
e NUTANI>C X
€2 Alibaba RANCHER ff;
ORACLE A 18M Cloud % £
RedHat 2.
A\ Azure Google Clou OpenShift \ ™ i (}%d)o‘
I 4 aws : Y
as de Gme
®hamess o\'\"'c\ tec,% splunk> -
oW PagerDuty
° ° s AWS CodePipeline rgyiwﬁg )
iIntegraciones W @ik (g ® : i
9o E & elastic
Coogke. G ACCUKNOX = i slack
= Dcircleci Cloud Build 4. slac
. . 3 Clooiwteh
accuknox.com/integrations 2 +15 Gen-Al 8=
8, Powered CNAPP 9 )
% $ Qe
2 N -
-n% ?:no ﬁ snyk » 4'0 QO‘}
2% OZAP sForify o Y e
ol ‘ i Container & CycloneDX
23 BurpSuite VERACODE Registry & Chainguard
2, sonarqube | XX xcitium amazon:ct () QUAY .E‘ A [Z spDX
Checkmarx O g
o RegisTRY
o @ docker
=,
JFrog

checkov
( 2 Y Google Cloud

5] Artifact rogistry

Rogistry 5
(@ HARBOR

ARTIFACTORY
t
g,

Container Registry

(Cloud, Self Hosted, Isolated)

®, ACCUKNOX


http://accuknox.com/integrations

Reconocimientos de la industria

®, ACCUKNOX

nationalgrid
partners

Principales razones por las que invertimos
en AccuKnox —

NUTANIZ

Anuncia a AccuKnox como su socio del
programa de IA de 2024 —

CLOUD SECURITY

AccuKnox ayuda a los ingenieros de
sequridad en la nube, conocidos por su
exceso de trabajo y la falta de recursos.—

adWs

AWS anuncia su colaboracién con la
plataforma CNAPP Zero Trust de
AccuKnox. —

THENEWSTACK

Veteranos de la industria destacaron la
diferenciacién unica de seguridad en
tiempo de ejecucién de AccuKnox.—

LILFEDGE

AccuKnox se une a mimik Technologies e
IBM como socio del proyecto Open
Horizon —

& Intellyx

BResumen de Intellyx Brain Candy:
AccuKnox se distingue en el sector de la
sequridad de contenedores—

SiTechPark

La plataforma de seguridad de
Kubernetes, AccuKnox, protege 4.6
millones de délares. —

‘ Red Hat

AccuKnox fue verificado y validado por la
sequridad de los sistemas operativos
RHEL. —

@0 Medium

Era inevitable que surgiera la magia
cuando Nat y Phil se conocieron y
compartieron sus visiones —dice
Raghuram, inversor de AccuKnox.—

)
sjultra

SJULTRA y AccuKnox colaboran para
ofrecer CNAPP a la empresa. —
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Cronogramas de POC ®) ACCUKNOX

TASK

Asset Inventory 70% 30%

Findings Categorization —
Dashboards & Reports e



Resumen 2, ACCUKNOX

Onboard
1
v v v

Ejecucién de la prueba de
concepto: ¢ 7 'y Y Y

Etapa 1: Inventario de activos (Incorporacion) [P/c;&)etlic;“j;zlsézr] [ F&iln'ﬁﬁ:g] [/ﬁgcplioljne‘ifzi:sge] @w &ticﬁtsﬁ]
Etapa 2: Descubrir la evaluacion de riesgos

Etapa 3: Realizar la priorizacién basada en riesgos
Etapa 4: Correccion (Politicas, Sistema de multas)

® AccuKNoX

Integrate
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Remediate

Now available on
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Operated by IBM MARKETPLACE Cloud Marketplace

AWS Available in ‘

AWS Marketplace

accuknox.com/marketplace

Get AccuKnox CNAPP Demo


http://accuknox.com/marketplace
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