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@ Challenges AccuKnox Solution - Zero Trust CNAPP
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AccuKnox Code to Cognition™ Solution
<— AppSec —> = CloudSec CNAPP » <« APISec —» <— AlSec —»

[Cloud Native Application Protection Platform]

(e © = 5 g (&) ® +

API Al
ASPM CSPM CWPP KIEM KSPM CDR SECURITY SECURITY

PUBLIC CLOUD PRIVATE CLOUD ' EDGE / loT

TAODODO X B & 0 O @@ O m @és  ARM

SIEM - End-to-end Threat Intelligence

Ask Al - Conversational Interface - DevSecOps meets ChatGPT

Compliance - Support for 35+ standards

CTEM - Continuous Threat Exposure Management
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PRUDENI

Insurance firms leverage AccuKnox
Zero Trust CNAPP for Real Time Cyber
Defense

Achieves 2x Operational Efficiency with AccuKnox

$1.5M Awarded for Cutting-Edge

A Global Leader in Wholesale
Telecommunications

Secures Point of Sale Devices, Reduced Service
Interruptions by 80%

[ Refer - accuknox.com/case-studies ]

Security
M oo ESTA SupportLogic
G Rated 4.5/5 G Rated 4.3/5
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Deploy On

Deploy On

ACCUKNOX

SaaS Cloud

On Premise &
Air Gapped

Deploy On

Deploy On

ACCUKNOX

AccuKnox Managed
OEM/MSSP

Hybrid & AWS
On-Premise
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Product A Product B Product C

Enforcement Observability Observability Observability Observability

@ @ ae]BPF eBPF HeBPF HeBPF
g L§M; | ( EH ) Kernel Module

o o e ey 3 | : !
Deny fork/ | Kill process from Stop container Kill process from
evecve | Identify app behavior userspace ; Kernel space using
] *allowed processes | ) bpf_send_signal()
* *allowed file-access | * I
*allowed net-access : :
E A
&) =)
() R > @) +------ :
Inline Mitigation Post Attack Mitigation

*Ile defend against real time
Zero Day Attacks!

(® AcCCUKNOX
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0 Rocky Linux” «‘?
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Kubernetes Service

RANCHER gﬂ On-prem

Google Kubernetes Engine

*Linux 718t % Al

Oracle Kubemetes Engine

Bottlerocks et

RED HAT’

OPENSHIFT
tainer Platfor
RedHat

Enterprise Linux
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Azure Container Registry

» me
@ dockerhub - dockerg REGISTRY
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% Google Cloud 2
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®, ACCUKNOX

Dashboard

Inventory

Compliance

Runtime
Protection

Collectors

Monitors /
Alerts

Identity

Reports

Settings

Dashboard

5 Accounts
S A 2Clouds

CSPM Dashboard v

Cloud Accounts (O

5 B Active

Inactive

Cloud Compliance ()
NIST

SOC 2

PCI DSS

FedRAMP

@ Pass @ Fail Warning

Go to Compliances >

10 Clusters

75 Registries

& | Kubernetes & VM & 6 9 Registry Types

55%

40%

70%

35%

& -

Cloud Accounts

Findings

2 ,809 3566/3566 Assets Scanned

B Critical 120 Low 120
B High 120
B Medium 120

Not Available 120

Go to Findings >

Top 5 Asset Categories with Findings ()
aws_account-956994857092

120
aws_account-956994857093

90
aws_account-956994857094

77
aws_account-956994857095

54
aws_account-956994857096

20

Clusters

Acme Corp Thomas
12 Repos
) & O 3 categories
0 v : Last 2 days v

Cloud Account Risk Assessment (D)

~ B Failed 120
‘ @ Warning 120
29,039
Not available 120
B Passed 120

Findings Trend ()

@ Active @ Fixed Inprogress Potential »

//\\/\/\ a
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Inventory Acme Corp Thomas

®, ACCUKNOX
Clusters C off ¥ 1m Oct23-Nov23,2024 ~ EGLEIRIENIIY
Dashboard
Inventory CLUSTERS NAMESPACES WORKLOADS
Clusters
Q Connection Status Connected v [ Cluster Type Kubernetes wv ] Tags stage, dev v . List View a D E ~
Imports
AL/ML Assets [J Name Alerts Findings Nodes  Workloads Workloads with Policies  Tags m
Explorer o ) dev-testing A 29 as 244 (@) 432 12« R 100 4 4 4 Stage  Dev
SRl O o Btest LY A 2 as 127 2.3k 4 4 4 Stage  Dev
Inventory O e @ microservice A 49 as | 0 @& 16k 34 4 4 4 Stage  Dev
S
laeUes O e gke—cluster~dev A 29 R 23 a a4 a Stage  Dev
O e stage—testing A 49 /@\ 23 4 4 4 Stage  Dev
Compliance
O e £ demo-cluster A 49 R = 4 4 4 Stage  Dev

Runtime
Protection

Collectors

Monitors /
Alerts

i

Identity

D)

(o

Reports

Notifications

)
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Inventory > Clusters £ dev-testin ® Conn ﬁ X
®) ACCUKNOX o 9
2
Dashboard CIUSters & @ f‘/ Q
MISCONFIGURATION ALERTS COMPLIANCE POLICIES APP BEHAVIOUR KIEM
Inventory CLUSTER NAM
Insights o ©
Clusters :
Q Search text here Cluster Findings by Asset Type = Findings by Asset Categories Cluster Findings S
Imports
Workloads i 2,809
AL/ML Assets [J Name Deployment 120
RuleBinding 120 Configuration —
Explorer ° @dev-‘testing : B Criti 12
ClusterRuleBin...120 Security & Critical
Baseline Identit — i
O o Otest Y ConfigMap 120 y B High 12
Resource
Service 120 Management
Inventory O e @microservice =
| CronJob 120 - : " :
B Critical @@ High @ Medium Low
Ssiias 0O e @gke—cluster-dev Service Accounts Informational
O e @stage-testing | m
Compliance Cluster Findings View all [4
O e @demo-cluster
Q Severity
Runtime
Braiection [:] Last seen Name Count Asset name Tool Output Namespace _
Collectors O a 12-09-2024 11:34:52 Non-root containers 1 kubearmor Failed default
O B 12-09-2024 11:34:52 Network Mapping 2 vault Failed nginx
Monitors /
u Alerts O 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx
O [ 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx
f@\ Identity
&
O 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx
5 Reports O (@) 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx
O 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx
/R Notifications
O 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx
M m 12-09-2024 11:34:52 List Kubernetes secrets 4 vault Failed nginx
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Dashboard
Inventory

Issues

Vulnerabilities
Findings

Registry Scan
Compliance

Runtime
Protection

Collectors

Identity

Reports

Notifications

Settinsg

Ask Ada 519

Findings

CATEGORIES ALL FINDINGS

Q

Category Name / Data Types

Cluster Findings

K8s Scan

KIEM

K8s CIS

Kubernetes Findings

KIEM Findings

Kubernetes Compliance

Image Vulnerabilities

Secrets

Cloud Findings

Cloud Compliance

Code Findings-SAST

Application security-DAST

laC findings

Code findings-SCA

Acme Corp Thomas

RULE ENGINE

1m Nov 23, 2024 - Dec 23,2024 «

Findings Affected Assets itical High Medium Low

10k 5.5k 1,500 1,200 300 2,500
100 500 200 100 100 100
100 250 200 25 20 5
100 250 200 25 20 5
12.5k 150 7,200 5,000 100 100
14.5k 150 75 75 75 75
17.2k 150 75 75 75 75
300 900 225 225 225 225
20k 8.4k 7,400 500 250 250
30 675 75 300 200 100
75 990 490 300 100 100
50 555 55 100 300 200
87.5k 650 300 300 25 25
80 2.2k 1,500 500 100 100
30 150 100 30 10 10
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ACCUKNOX

Search

Dashboard
Inventory
Al [ ML Security

[EEVES

Compliance

Runtime Protection
Collectors
Remediation
Monitors / Alerts
Identity

Reports
Notifications

Settings

Ask Ada

Client_Prod User

53ccctal 2516 4caé A32e 56b0c01b23c7 Product g Balaiji

Ticket Config.. v

Do not setup access keys during initial user setup for all IAM users that have a console password @
Severity: Status: Exploitability: Discovered:
Medium Active False 5 Days Ago

Description

Do not setup access keys during initial user setup for all IAM users that have a console password-AWS console defaults the checkbox for creating access keys to enabled. This results in many access keys
being generated unnecessarily. In addition to unnecessary credentials, it also generates unnecessary management work in auditing and rotating these keys. Requiring that additional steps be taken by the
user after their profile has been created will give a stronger indication of intent that access keys are (a) necessary for their work and (b) once the access key is established on an account that the keys may
be in use somewhere in the organization.

Solution

From the IAM console: generate credential report and disable not required keys.

Ticket Comments

() 0 comments available

Impacted assets Q

v
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@ 2 X O]

)

Dashboard

Inventory

Clusters

Imports

Explorer

Baseline

Inventory

Issues

Compliance

Runtime
Protection

Collectors

Monitors /

Reports

Notifications

CIS Kubernetes 3.0.0

s CIS Kubernetes Benchmarks v1.23 ©

Q Cloud Account v Asset Type v Severity v Types

Compliance Score

95% o -

SRUN Nov 11,2024
As

Name
A 1.1 Control Plane Node Configuration Files

n @ 11.9 Ensure that the Container Network Interface file permissions are set to 600 or
¥ more (Manual)

n @ 1110 Ensure that the Container Network Interface file ownership is set to root:root
7 (Manual)

E] 11.20 Ensure that the Kubernetes PKI certificate file permissions are set to 600 or more
o restrictive (Manual)

@ 1.1.21 Ensure that the Kubernetes PKI key file permissions are set to 600 (Manual)
Vv 1.2 APl Server
Vv 1.3 Controller Manager
Vv 1.4 Scheduler
Vv 2.1 Etcd Node Configuration
Vv 3.1 Authentication and Authorization

N 22 1| naaing

@

Acme Corp

-
L —— @@
1 -
P

Thomas

v

2, im  Nov11-Dec9, 2024
Assets Summary
P 1 Automated Manual
//
O
@ Pass 60% @ Fail 30%
Warning 5% Information
~
Assets Summary v
r 1 ] [ 0/21 Passed
L e @ 10/100 (10%)

10/100 (10%)

10/100 (10%)

10/100 (10%)

0/21 Passed

0/21 Passed

0/21 Passed

0/21 Passed

0/21 Passed

0/21 Pasced

<
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Alerts Acme Corp Thomas

®, ACCUKNOX

Category All Sub Category All Severity Alerts N1 1m Oct 23,2024 - Nov 23,2024 «
Dashboard

Risk Analysis (%) CREATE TRIGGER EXPORT

TenantID 29 v @] ClusterID DEV_cluster 001 v €@ J Cluster Name DEV_cluster v @ ] Policy Name Audit ShellEvent v
Cloud Workloads Component Name ID_Component_001 v @ J Workload Name Payload String Event v @ X Pod Name CilinumPod v @ J Ignored False v @ ° FILTER Reset

Inventory

Clusters I l True
sinnsulclin_snisineniinl.nl. y -1 M ST
AL/ML Assets
Q Search by n L 16 Aggregate Alerts
Explorer
Time Stamp Message Cluster Action Operation Pod Name Status '

Baseline

e 11-14-24 15:59 Checksum failure in internal string, Linkedin state to IP 101:101:00. ui-dev-cluster Process File nginx-... Active
Issues

u 11-14-24 15:48 File creation under /etc/ directory detected frontend-test-cluster File File nginx-... Active
Compliance @) 11-14-2415:39  Write to /dev/shm folder prevented ui-dev-cluster Audit File nginx-... Active
Runtime a 11-14-2415:26  Cryptominer detected and blocked ui-staging-cluster Audit File nginx-... Active
Protection 11-14-24 14:59  Cryptominer detected and blocked ui-staging-cluster Audit File nginx-... Active
Collectors 11-14-24 14:58  Write to /dev/shm folder prevented design-sandbox File File nginx-... Active
Monitors / 11-14-2412:00  Checksum failure in internal string, Linkedin state to IP 101:101:00. frontend-cluster-apac Process File nginx-... Active
Alerts y : : y

11-14-24 11:59 Checksum failure in internal string, Linkedin state to IP 101:101:00. ui-dev-cluster Process File nginx-... Active

Alerts 11-14-24 09:12  Checksum failure in internal string, Linkedin state to IP 101:101:00. ux-validation-pool Process File nginx-... Active
Triggers a 11-14-24 08:05  Checksum failure in internal string, Linkedin state to IP 101:101:00. frontend-deploy-cluster Process File nginx-... Active
Monitors a 11-14-24 07:00  Checksum failure in internal string, Linkedin state to IP 101:101:00. frontend-deploy-cluster Process File nginx-... Active

Identity




Reports accuknox-test Ganaraj

®, ACCUKNOX

CSPM CWPP Custom Reports

Dashboard

Inventory Generate/Schedule Reports

Clusters

K8 Findings Vulnerability Host end Point Security Cloud Findings

Imports

AL/ML Assets improvements, and operational insights weaknesses in systems,

Explorer nsights to mitigate potential risks issues, risks, and optimizatio

06 EBEiAM

Baseline -

Inventory

Issues

Applications
Compliance

K8 30 day frequency report
Runtime
Protection

Vulnerability report for 7 days

Collectors Host end point security last 24 hrs

Monitors /
Alerts

Cloud Findings daily report

| Y W

Daily test findings report
Identity

Reports

Email Recipients

thomasdeniz@gmail.com +5

pizely@gmail.com  +1

ravi.kishor@accuknox.com +4

balaji@accuknox.com  +3

test1245@rediffmail.com  +2

Frequency

Monthly

Weekly

Weekly

Monthly

Weekly

Last reported

Sep 19, 2024

Sep 27,2024

Sep 9, 2024

Sep 11, 2024

Sep 19, 2024

Actions
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® ACCUKNOX

Remediation
Monitors | Alerts
Identity
Reports
Notifications
Settings
Cloud Accounts
Manage Clusters
User Management
RBAC
Integrations
Certificate
Labels

Tags

Settings

DEVSECOPS CHANNELS

O GitHub Actions !

GitHub Actions makes it easy to automate
all your software workflows which comes
to 3rd line here.

@ Jenkins

Automate and accelerate your CI/CD
pipeline with Jenkins - the leading open-
source automation server.

AWS Code Pipeline

CI/CD service that automates the build,
test, and deployment phases of
application development.

REGISTRY S3 DATASOURCE

Ay GitLabci/cD

Automation tool that enables continuous
integration, delivery, and deployment
within GitLab repositories

D circlec

Fastest CI/CD platform for automation,
scalability, and seamless DevOps
workflows!

X Checkmarx

Identify and remediate security
vulnerabilities in code

EJ Azure DevOps

Accelerate your DevOps jour
Azure DevOps - seamless Cl,
planning, and secure code d¢

® Harness

Optimize software delivery w
Al-powered CI/CD, cloud cos
management.

CI/CD Tool

Acme Corp Thomas

GitHub Actions

GitHub Actions makes it easy to automate all
your software workflows which comes to 3rd
line here.

SAST

SonarQube

@ DAST ®

Container Findings

laC Scanning ()

Ie¥e) Secrets Scanning

&) ci/cD Pipeline Monitoring
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Pod
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accuknox-agents

Channels + SIEM
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Container Reglstrles

«

Azure Registry

UAY@ JFrog docker

> 2
\w,j) AmazonECR 6 HARBOR
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% AccuKnox Control Plane Deployment

Alerts MongoDB
Telemetry > g
o
««——Policies = E .
0w
I I|I Microservices ~ Kueue Job Vault
| Scheduling
««—FPolicies @
o api
A Storuge Ves:‘taor Graph DB
Telemetry Ingress
Channels
Events
Notifications

]
Scarners  RapbitMQ  Rules Engine

A

o [
EE

—R rt:
Registry j eports
Scanning

CI/CD Pipelines

Visualizations
Findings
Trendlines
~—_ @@/

0
Asset/Security
graph
\ —
Y
Findings <> Assets
mapping
 —

~~

Custom

Dashboards /

Reporting

/\/\ T
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Container Registry
(Cloud, Self Hosted, Isolated)
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https://swc.saas.ibm.com/en-us/redhat-marketplace/products/accuknox-cnapp/pricing
https://swc.saas.ibm.com/en-us/redhat-marketplace/products/accuknox-cnapp/pricing
https://ai-techpark.com/kubernetes-security-platform-accuknox-secures-4-6m/
https://ai-techpark.com/kubernetes-security-platform-accuknox-secures-4-6m/
https://lfedge.org/accuknox-joins-mimik-technologies-ibm-as-open-horizon-project-partner/
https://lfedge.org/accuknox-joins-mimik-technologies-ibm-as-open-horizon-project-partner/
https://www.sjultra.com/partners/accuknox/
https://www.sjultra.com/partners/accuknox/
https://aws.amazon.com/marketplace/pp/prodview-lomtgayjmmmpi
https://aws.amazon.com/marketplace/pp/prodview-lomtgayjmmmpi
https://intellyx.com/2024/08/01/accuknox-comprehensive-cloud-native-security/
https://intellyx.com/2024/08/01/accuknox-comprehensive-cloud-native-security/
https://cloudsecuritylist.com/organization/accuknox
https://cloudsecuritylist.com/organization/accuknox
https://thenewstack.io/cloud-reliability-requires-runtime-security-zero-trust/
https://thenewstack.io/cloud-reliability-requires-runtime-security-zero-trust/
https://www.ngpartners.com/stories/why-we-invested-accuknox
https://www.ngpartners.com/stories/why-we-invested-accuknox
https://medium.com/@raghu.madabushi/the-accuknox-story-https-accuknox-com-351d2dfd9e59
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