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https://console.cloud.tencent.com/kms2/whitebox
https://console.cloud.tencent.com/kms2/whitebox
https://cloud.tencent.com/document/product/573/38422
https://console.cloud.tencent.com/scf/index?rid=1&ns=all
https://cloud.tencent.com/document/product/583/19807
https://cloud.weixin.qq.com/cloudrun
https://developers.weixin.qq.com/miniprogram/dev/wxcloudrun/src/guide/account/close.html
https://developers.weixin.qq.com/miniprogram/dev/wxcloudrun/src/guide/account/close.html
https://cloud.weixin.qq.com/cloudrun
https://developers.weixin.qq.com/miniprogram/dev/wxcloudrun/src/guide/account/close.html
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https://console.cloud.tencent.com/trro/project
https://console.cloud.tencent.com/trro/project
https://cloud.tencent.com/document/product/1584/78253
https://console.cloud.tencent.com/domain/all-domain/all
https://cloud.tencent.com/document/product/378/59414#.E5.9F.9F.E5.90.8D.E7.9B.B8.E5.85.B3
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https://console.cloud.tencent.com/cdn/package
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https://console.cloud.tencent.com/tcb/env
https://console.cloud.tencent.com/tcb/env
https://cloud.tencent.com/document/product/876/40467
https://console.cloud.tencent.com/ses/package
https://cloud.tencent.com/document/product/378/59414
https://console.cloud.tencent.com/smsv2/app-manage
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https://console.cloud.tencent.com/organization
https://console.cloud.tencent.com/organization/member
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https://console.cloud.tencent.com/workorder/category
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https://console.cloud.tencent.com/organization/relation
https://console.cloud.tencent.com/organization/member
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curl https://scim.tencentcloudsso.com/scim/v2/ServiceProviderConfig -H

"Content-type:application/json"

EBElRH

"authenticationSchemes": [

{

"description": "Authentication scheme using the OAuth Bearer

Token Standard",

"documentationUri": "",

"name": "OAuth Bearer Token",

"primary": true,

"Spchri" . " "’

"type": "oauthbearertoken"
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EHWSEE

1y

"bulk": {
"maxOperations": 1000,
"maxPayloadSize": 1048576,
"supported": false

b

"changePassword": {
"supported": false

b

"documentationUri": "",

"etag": {
"supported": false

b

"filter": {
"maxResults": 100,
"supported": true

b

"patch": {
"supported": true

b

"schemas": [
"urn:ietf:params:scim:schemas:core:2.0:ServiceProviderConfig"

1y

"sort": {

"supported": false

BEESERETR:
X I5R9I08E: patch, filter,
AZH5R9IhEE: bulk. changePassword. sort. etag.
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ThREHER
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EHWSEE

curl https://scim.tencentcloudsso.com/scim/v2/ResourceTypes —-header
'Authorization: Bearer <your scim credential>' —--header "content-

type:application/json"

BElH

"Resources": [
{

"description": "User Account",
"endpoint": "/Users",
"id": "User",
"name": "User",
"schema": "urn:ietf:params:scim:schemas:core:2.0:User",
"schemaExtensions": [],
"schemas": [

"urn:ietf:params:scim:schemas:core:2.0:ResourceType"

"description": "Group",

"endpoint": "/Groups",

"id": "Group",

"name": "Group",

"schema": "urn:ietf:params:scim:schemas:core:2.0:Group",
"schemaExtensions": [],

"schemas": [

"urn:ietf:params:scim:schemas:core:2.0:ResourceType"

1,

"itemsPerPage": 100,

"schemas": [
"urn:ietf:params:scim:api:messages:2.0:ListResponse"

1,

"startIndex": 1,

"totalResults": 2
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ERTH

The schema to request all resources.

curl https://scim.tencentcloudsso.com/scim/v2/Schemas —--header
'Authorization: Bearer <your scim credential>' —--header "content-
type:application/json"
The schema to request users.

curl
https://scim.tencentcloudsso.com/scim/v2/Schemas/urn:ietf:params:scim:sc
hemas:core:2.0:User ——header 'Authorization: Bearer <your scim
credential>' --header "content-type:application/json"
The schema to request user groups.

curl
https://scim.tencentcloudsso.com/scim/v2/Schemas/urn:ietf:params:scim:sc
hemas:core:2.0:Group ——header 'Authorization: Bearer <your scim

credential>' --header "content-type:application/json"

RERE
BPR#IR Schema

"attributes": [
{

"caseExact": false,

"description": "Unique identifier for the User, typically
used by the user to directly authenticate to the service provider.
Each User MUST include a non-empty userName value. This identifier
MUST be unique across the service provider's entire set of Users.
REQUIRED. ",

"multiValued": false,

"mutability": "readWrite",
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"name": "userName",
"required": true,
"returned": "default",
"type": "string",
"uniqueness": "server"
}I
{

"description": "The components of the user's real name.
Providers MAY return just the full name as a single string in the
formatted sub-attribute, or they MAY return just the individual
component attributes using the other sub-attributes, or they MAY
return both. If both variants are returned, they SHOULD be describing
the same name, with the formatted name indicating how the component
attributes should be combined.",

"multiValued": false,

"mutability": "readWrite",

"name": "name",

"required": false,

"returned": "default",

"subAttributes": [

{
"caseExact": false,

"description": "The family name of the User, or last

name in most Western languages (e.g., 'Jensen' given the full name

'Ms. Barbara J Jensen, III').",
"multiValued": false,
"mutability": "readWrite",
"name": "familyName",
"required": false,
"returned": "default",
"type": "string",

"uniqueness'": "none"

"caseExact": false,

"description": "The given name of the User, or first
name in most Western languages (e.g., 'Barbara' given the full name
'Ms. Barbara J Jensen, III').",

"multiValued": false,

"mutability": "readWrite",
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"name": "givenName",
"required": false,
"returned": "default",
"type": "string",

"uniqueness'": "none"

1,

"type": "complex"
Y
{

"caseExact": false,

"description": "The name of the User, suitable for display
to end-users. The name SHOULD be the full name of the User being
described, if known.",

"multiValued": false,

"mutability": "readWrite",

"name": "displayName",

"required": false,

"returned": "default",

"type": "string",

"uniqueness'": "none"

"description": "A Boolean value indicating the
administrative status.",

"multiValued": false,

"mutability": "readWrite",

"name": "active",

"required": false,

"returned": "default",

"type": "boolean"

"description": "Email addresses for the user. The value

SHOULD be canonicalized by the service provider, e.g.,

'bjensen(dexample.com' instead of 'bjensen@EXAMPLE.COM'. Canonical type
values of 'work', 'home', and 'other'.",

"multiValued": true,

"mutability": "readWrite",

"name": "emails",
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"required": false,
"returned": "default",
"subAttributes": [
{
"caseExact": false,
"description": "Email addresses for the user. The value
SHOULD be canonicalized by the service provider, e.g.,
'bjensen(@dexample.com' instead of 'bjensen@EXAMPLE.COM'. Canonical type
values of 'work', 'home', and 'other'.",
"multiValued": false,
"mutability": "readWrite",
"name": "value",
"required": false,
"returned": "default",
"type": "string",

"uniqueness'": "none"

"canonicalValues": [

"work",

"home",

"other"
1,
"caseExact": false,
"description": "A label indicating the attribute's

function, e.g., 'work' or 'home'.",

"multiValued": false,
"mutability": "readWrite",
"name": "type",
"required": false,
"returned": "default",
"type": "string",

"uniqueness'": "none"

"description": "A Boolean value indicating the 'primary'

or preferred attribute value for this attribute, e.g., the preferred

mailing address or primary email address. The primary attribute value

'true' MUST appear no more than once.",

"multiValued": false,
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"mutability": "readWrite",
"name": "primary",
"required": false,
"returned": "default",

"type": "boolean"

1,

"type": "complex"

1,
"description": "User Account",
"id": "urn:ietf:params:scim:schemas:core:2.0:User",
llname" . llUser"
o 4
"schemas": [

"urn:ietf:params:scim:schemas:core:2.0:Schema"

BARASR Schema

"attributes": [
{
"caseExact": false,
"description": "A human-readable name for the Group.
REQUIRED.",
"multiValued": false,
"mutability": "readWrite",
"name": "displayName",
"required": true,
"returned": "default",
"type": "string",

"uniqueness'": "none"

"description": "A list of members of the Group.",
"multiValued": true,
"mutability": "readWrite",

"name": "members",
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"required": false,
"returned": "default",
"subAttributes": [
{
"caseExact": false,

"description": "Identifier of the member of this

"multiValued": false,
"mutability": "immutable",
"name": "value",
"required": false,
"returned": "default",
"type": "string",

"uniqueness'": "none"

"caseExact": false,

"description": "A human-readable name for the group
primarily used for display purposes.",

"multiValued": false,

"mutability": "immutable",

"name": "display",

"required": false,

"returned": "default",

"type": "string",

"uniqueness'": "none"

1,

"type": "complex"

1,

"description": "Group",

"id": "urn:ietf:params:scim:schemas:core:2.0:Group",

"name": "Group",
"schemas": [

"urn:ietf:params:scim:schemas:core:2.0:Schema"
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POST /Users

LhReiA
BLAR,.
EFLZR
MRSHEPOPFERBNFNLSCIZNAR, UStIEXK.

ERZH

curl https://scim.tencentcloudsso.com/scim/v2/Users ——
header 'Authorization: Bearer <your scim credential>' --header

type:application/json" -X POST -d '<data>'

Hrh, data &ta5FI0TF:

"displayName": "<user display name>",
"emails": [
{
"primary": true,
"type": "work",

"value": "<user email>"

1,
"name": {
"familyName": "<user family name>",

"givenName": "<user given name>"

ty

"userName": "<user name>"

EEIH

"active": true,
"displayName": "<user display name>",
"emails":

[

IRIRERE: BR=ITE (1bF) BRSEAE

"content-

EHWSEE
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"primary": true,
lltype n : llwork" ,

"wvalue": "<user email>"

1,
"id": "u-00vrsll19dégbsiS****"

llmeta" .

{
"created": "2023-08-01T13:16:30.0002",

"lastModified": "2023-08-01T13:16:30.000z",

"resourceType": "User"

"familyName": "<user family name>",

"givenName": "<user given name>"

}

"schemas" :

[

"urn:ietf:params:scim:schemas:core:2.0:User"

1,

"userName": "<user name>"

GET /Users/{id} #1 GET /Users

IngEiER
GET /Users/{id}: &ifig%E ID BIARF,

GET /Users: #&FHEORAFERSESRBARIIR,

EFLYZR
g% Aid}, WIRELZ ID MRAIARF . MR {id} FREFEAR, MHESIER,

MEBEFH /{id} BE filter, MiEEEMAIEFIEE, filter 323§ userName FE&, BRI eq BERF (&
WEa) .

NRAE Hid}RigE filter, MIREIFFEAFYIER, X#F SCIM thiXasRES RGN, BRESIRE005RIC
F, MRICRFHKXF100 (count>100) , NR1004E,

INEEE BRI RIAR .
1. 7FN1: E9ERE ID AR
ERTH
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curl https://scim.tencentcloudsso.com/scim/v2/Users/<userId> —-—

header 'Authorization: Bearer <your scim credential>' ——

header "content-type:application/json" -X GET

"active": true,
"displayName": "<user display name>",
"emails":

[

"primary": true,
"type " 0 Ilworkll ,

"value": "<user email>"

1,
"groups":

[

:"g—99g993lm* K xx "

:"g-2vApOEEL XKk AN

1y

"id": "u-00vrs1119dégbsiS5****",

"meta":

{
"created": "2023-08-01T13:16:30.000z",
"lastModified": "2023-08-01T13:16:30.000z",

"resourceType'": "User"

"familyName": "<user family name>"
y y ’
"givenName": "<user given name>"

}

"schemas":
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"urn:ietf:params:scim:schemas:core:2.0:User"

1,

"userName": '"<user name>"

2. 7012: BEHEARAFERXEIMERERII®R
R

curl https://scim.tencentcloudsso.com/scim/v2/Users<?parameters> —-—
header 'Authorization: Bearer <your scim credential>' ——

header "content-type:application/json" -X GET

BB H

GET /Users ?filter=userName eq "Test_User"

"Resources":

[

"active": true,
"displayName": "<user display name>",
"emails":

[

"primary": true,
"type n Q "work" ,

"value": "<user email>"

1,

"id": "u-0015b4962vrywtzb****",

"meta":

{
"created": "2023-07-07T17:21:07.000z2",
"lastModified": "2023-07-07T17:21:07.000z",
"resourceType": "User"

Y,

"name" :

{
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"familyName": "<user family name>",
" - L n 1 n
givenName": "<user given name>
},
"schemas":
[
"urn:ietf:params:scim:schemas:core:2.0:User"

1,

"userName'": '"<user name>"

"active": true,
"displayName": "<user display name>",
"emails":

[

"primary": true,
lltype " 0 Ilworkll ,

"value": "<user email>"

1,

"id": "u-00vrs1119dégbsiS5****",

"meta" :

{
"created": "2023-08-01T13:16:30.000z",
"lastModified": "2023-08-01T13:16:30.000z",

"resourceType'": "User"

"familyName": "<user family name>",

"givenName": "<user given name>"

}

"schemas":

[

"urn:ietf:params:scim:schemas:core:2.0:User"

1,

"userName'": '"<user name>"

1,

"itemsPerPage": 10,
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"schemas":

[

"urn:ietf:params:scim:api:messages:2.0:ListResponse"

1,
"startIndex": 1,

"totalResults": 2

"Resources": [],

"itemsPerPage": 10,

"schemas": [
"urn:ietf:params:scim:api:messages:2.0:ListResponse"

1,

"startIndex": 1,

"totalResults": O

PUT /Users/{id} #1 PATCH /Users/{id}

%
PUT /Users/{id}: &#AFPER.

PATCH /Users/{id} : EAPER.

SEFRLIZR
{id} &M%, (EMAIFERTEEJI Schema REXHIFER

PUT nESFEREM.
Patch 3z#5 Add. Replace.
(REEIETI R RIFR
ERTGI
1. HigAPER (PUT)

curl https://scim.tencentcloudsso.com/scim/v2/Users/<userId> —-—
header 'Authorization: Bearer <your scim credential>' —-

header "content-type:application/json" -X PUT -d '<data>'

Hrh, data &a5FI0TF:
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"active": false,
"displayName": "<user display name>",
"emails":

[

"primary": true,
lltype" . llwork",

"value": "<user email>"

"familyName": "<user family name>",
"givenName": "<user given name>"
o

"userName": "<user name>"

2. EHARER (PATCH)

curl https://scim.tencentcloudsso.com/scim/v2/Users/<userId> —-—
header 'Authorization: Bearer <your scim credential>' —-

header "content-type:application/json" —-X PATCH -d '<data>'

Hr, data EARFIMNT:

// replacelRfE
{
"Operations": [
{
"op": "replace",
"path": "",
"value": {
"active": false,
"displayName": "displayName",
"name": {
"familyName": "familyName",

"givenName": "givenName"
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"schemas": [

"urn:ietf:params:scim:api:messages:2.0:PatchOp"

}
// addiR{E
{
"Operations": [
{
"op": "add",
"path": "",
"value": {
"displayName": "displayName",
"name": {
"familyName": "familyName",

"givenName": "givenName"

"Op" : Haddll’
"path": "active",

"value": true

1,
"schemas": [

"urn:ietf:params:scim:api:messages:2.0:PatchOp"

//replace
{

"active": false,
"displayName": "displayName",

"emails":
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"primary": true,
"type": "WOrk",

"value": "<user email>"

I

"id": "u-00vrsl1119dé6gbsibS****",

"meta":

{
"created": "2023-08-01T13:16:30.0002",
"lastModified": "2023-08-01T13:16:30.000z",

"resourceType": "User"

"familyName": "<user family name>",
"givenName": "<user given name>"

b

"schemas":

(

"urn:ietf:params:scim:schemas:core:2.0:User"

I

"userName": "<user name>"

//add
{

"active": true,

"displayName": "displayName",

"emails":

(

"primary": true,
"type": "WOrk",

"value": "<user email>"

I

"id": "u-00vrsl1l19dégbsibS****",

"meta" .
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"created": "2023-08-01T13:16:30.000z",
"lastModified": "2023-08-01T13:16:30.000Z",

"resourceType": "User"

"familyName": "<user family name>",

"givenName": "<user given name>"

b

"schemas":

[

"urn:ietf:params:scim:schemas:core:2.0:User"

I

"userName": "<user name>"

DELETE /Users/{id}

ThReiA
MiFRIERE ID BIFRF.

(LR
{id} &%,
WA B s T
ERH

curl https://scim.tencentcloudsso.com/scim/v2/Users/<userId> —-—
header 'Authorization: Bearer <your scim credential>' --header "content-

type:application/json" -X DELETE
EERE

HTTP/1.1 204

Date: Tue, 31 Mar 2020 02:36:15 GMT

Content-Type: application/json

x—RequestId: abbf9e53-9ecc-46d2-8efe—-104a66£ff128f

Group
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POST /Groups

LhReitid
RALARPE.
EFLYZR
MREHROPFERBNFNSNCIBNAFE, WSLIEXE,

WRTH

curl https://scim.tencentcloudsso.com/scim/v2/Groups ——
header 'Authorization: Bearer <your scim credential>' --header "content-

type:application/json" -X POST -d '<data>'

Hrh, data &ta5RFINT:

"displayName": "<group name>",
"schemas": |

"urn:ietf:params:scim:schemas:core:2.0:Group"”

EElH

"displayName": "<group name>",
"id": "g-00ngnd7hoevdlunv****'",
"members": [],

"meta" .

{
"created": "2023-08-01T13:30:23.000z",

"lastModified": "2023-08-01T13:30:23.000Z",
"resourceType": "Group"

}

"schemas" :

[

"urn:ietf:params:scim:schemas:core:2.0:Group"
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GET /Groups/{id} #1 GET /Groups

TheERR
GET /Groups/{id}: #ifligE ID BIEFA,
GET /Groups: ZFHEOAFAEESXEDMEHARASIE.

EFRLR
XiFER id ZaH filter Hiflo

filter 33%#F displayName FE&, BRZ#F eq #EF-

WNEH id}, WiEEIZ ID MMAIAFE, BHEE members 2818, MR {id} FREFENAPE, WIEHE
iBKo

MEFRT Hid} BigH filter, WREIFFEEF45I%, B members BERZE ( BIFIERSGZEFIEE

members) . X#F SCIM BIRENRAER, BRBIEEN00RICR, MBICEFEHATF100
(count>100) , #&1004bE,

NEEE IR RS RIARA.,
1. 71: EARERE ID WAFEA
ERTH

curl https://scim.tencentcloudsso.com/scim/v2/Groups/<groupId> —--

header 'Authorization: Bearer <your scim credential>' -——

header "content-type:application/json" -X GET

BB

"displayName": "<group name>",
"id": "g-00ngnd7hoevdlunv****'"
"members" :

[

"display": "xxx",

"value": "u—-00vrsl119d6gbsiS5****"

1,

"meta":

{
"created": "2023-08-01T13:30:23.000z",
"lastModified": "2023-08-01T13:30:23.000z",

"resourceType": "Group"
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}

"schemas":

[

"urn:ietf:params:scim:schemas:core:2.0:Group"

2. 7H2: BEHEARAFRAERREIMEHERHIIR
R

curl https://scim.tencentcloudsso.com/scim/v2/Groups<?parameters> ——
header 'Authorization: Bearer <your scim credential>' ——

header "content-type:application/json" -X GET

BB H

"Resources":

[

"displayName": "<group name>",

"id": "g-00ngnd7hoevdlunv**x**",

"members": [],

"meta":

{
"created": "2023-08-01T13:30:23.000z",
"lastModified": "2023-08-01T13:30:23.000z2",
"resourceType": "Group"

ty

"schemas":

[

"urn:ietf:params:scim:schemas:core:2.0:Group"

"itemsPerPage": 10,
"schemas":

[

"urn:ietf:params:scim:api:messages:2.0:ListResponse"
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i

"startIndex": 1,

"totalResults": 1

PUT /Groups/{id} #1 PATCH /Groups/{id}

ThREHEER
PUT /Groups/{id}: &itBAPRAEE,

PATCH /Groups/{id}: EFfAPEEE.

SEFELIR
{id} w&, EAIFEREEP Schema REXIFE .
PUT REZFEREN, ZiEFEi% member,
Patch 3z3F Add. Replace #1 Remove.
(REEIETH R RIFR4E.

ERTBI
BiEAPARER (PUT)

curl https://scim.tencentcloudsso.com/scim/v2/Groups/<groupld> —-—

header 'Authorization: Bearer <your scim credential>' —-

header "content-type:application/json" —-X PUT -d '<data>'

Hr, data EARFIMNT:

"displayName": "<group name>",
"schemas": [

"urn:ietf:params:scim:schemas:core:2.0:Group"

EHAFEER (PATCH)

curl https://scim.tencentcloudsso.com/scim/v2/Groups/<groupld> —-—

header 'Authorization: Bearer <your scim credential>' —-

header "content-type:application/json" —-X PATCH -d '<data>'

Hr, data EARFIMNT:
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/ / M<groupTa> S MAIERBIFIEENRAF <user1d>
{
"Operations": [
{

"op": "remove",

"path": "members",

"value": [

{

"value": "<userId>"

"schemas": [

"urn:ietf:params:scim:api:messages:2.0:PatchOp"

}
/ / M<groupTd> S RRIAREIRFIE AR
{
"Operations": [
{
"op": "remove",

"path": "members"

1y
"schemas": [

"urn:ietf:params:scim:api:messages:2.0:PatchOp"

}
//B<groupId>XRMAYARRIMINER
{

"Operations": [

{

"op": "add",
"path": "members",
"value": [
{
"display": "<userNamel>",

"value": "<userIdl>"
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"display": "<userName2>",

"value": "<userId2>"

"display": "<userName3>",

"value": "<userId3>"

"schemas": [

"urn:ietf:params:scim:api:messages:2.0:PatchOp"

HTTP/1.1 204 No Content

HTTP/1.1 204

Date: Tue, 07 Apr 2020 23:59:09 GMT

Content-Type: application/json

x—RequestId: dad0c91lc-1ea8-4b36-9fdb-4£f099b59c1cH

DELETE /Groups/{id}

Theeiik
ERtEE ID BRIP4,
$EFARLR
{id} etk
F7£ member BIBFHEFR S1FHIBREE o
(REEMIFRMERI 2RI R4 o
ERTHI

curl https://scim.tencentcloudsso.com/scim/v2/Groups/<groupId> —-—

header 'Authorization: Bearer <your scim credential>' --header "content-

type:application/json" -X DELETE
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EEITE

HTTP/1.1 204
Date: Mon, 06 Apr 2020 22:21:24 GMT

Content-Type: application/json

x—RequestId: abbf9%e53-9ecc-46d2-8efe-104a66f£128
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2. EEMISHE, PEAPEE > R’E.

3. 7 SCIM BPAsREERE, sk (D, EREHNSEOREFE, BE SCIM B,

wE
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https://learn.microsoft.com/zh-cn/entra/fundamentals/
https://console.cloud.tencent.com/organization/cic-overview
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Create a new app integration

Sign-in method 0IDC - OpeniD Connect
Leatn More C Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration

with the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for SSO. Use f the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC o
SAML

API Services

Interact with Okta APIs using the scoped OAuth 2.0 access tokens for
machine-to-machine authentication.
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Single sign-on URL_@ https://tencentcloudsso.com/sami/acs/

Use this for Recipient URL and Destination URL

Audience URI (SP Entity ID) @ om/saml;

Default RelayState @

If no value is set, a blank RelayState is sent

Name ID format @ Unspecified v
Application username @ Okta username -
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What does this form do?

This form generates the XML needed
for the app's SAML request

Where do | find the info this form
needs?

The app you're trying to integrate with
should have its own documentation on
using SAML. You'll need to find that
doc, and it should outline what
information you need to specify in this
form.
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@

> Create SAML Integration

3 Help Okta Support how you configured this

The optional questions below assist Okta Support in understanding your app
integration.

App type @ This is an internal app that we have created

Contact app vendor @ It's required to contact the vendor to enable SAML

Which app pages did you consult to configure SAML?

Enter links, describe where the pages are, or anything else you think is helpful

Did you find SAML docs for this app?

Enter any links here

Any tips or additional comments?

Placeholder text

[ulu} o
‘ [s[s}

© Feedback

Why are you asking me this?

This form provides Okta Support with
useful background information about
your app. Thank you for your help—we
appreciate it.
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Reports v
Settings v

2. £ General TuHE, $F Edit /5, 1§ Provisioning B9i%IRE 5 SCIM, £ Save /5, H

Provisioning ;%

$4% okta
Dashboard N
Directory v
Customizations A
Applications -~
Applications
Self Service

API Service Integrations

Security v
Workflow v
Reports v
Settings v

a |
Applications
Create App Integration Browse App Catalog Assign Users to App More v
Search
STATUS okta

ACTIVE 2

©
INACTIVE 0 @ Okta Admin Console
<)

Okta Browser Plugin

Okta Dashboard

Okta Workflows

Okta Workflows OAuth

@ okta_test

ag
[u[a}

@

< Back to Applications

okta_test

: Active v View Logs Monitor Imports
General  SignOn  Import  Assignments
App Settings
Application label okta_test
Application visibility Do not display application icon to users
Provisioning None
On-Premises Provisioning
SCIM
Auto-launch Auto-launch the app when user signs into Okta.

Application notes for end users

Application notes for admins

SAML Settings

3. 7 Provisioning TuE, i Edit #174RiE, HEERASTWT:
SCIM connector base URL: 1#55 SCIM RS imitht .

FELL: https://scim.tencentcloudsso.com/scim/v2

EfRig: https://scim.tencentcloudssointl.com/scim/v2

Unique identifier field for users: 155 userName.,

Supported provisioning actions: ai%288,
Authentication Mode: %% HTTP Header.
Authorization: #E $3E": I SCIM %A IXKEWAY CredentialSecret,

IRIRERE: BR=ITE (1bF) BRSEAE

Documentation

&

General Settings

Al fields are required unless marked
optional. Some fields may no longer
be editable.

On-Premises Provisioning

On-premises provisioning allows you
to provision users to your on-premises
applications.

EHWSEE

£5250 $£358%)



® EE‘.EH_E ERIKSERE

[u]m)
g% okta (1@ seren orpopi, app nc v ] g8 v
Dashboard v okta_test
Customizati v
ustomizations General Sign On isioni Import i
Applications ~
Settings
Applications
pbcat Integration

Self Service SCIM Connection Cancel

API Service Integrations SCIM version 20
Security v SCIM connector base URL 2
Workflow hd

Unique identifier field for users userName

Reports v
Setti o Supported provisioning actions Import New Users and Profile Updates
ettings

@ Push New Users

Push Profile Updates

@ Push Groups

Import Groups
Authentication Mode HTTP Header

HTTP Header

Authorization Bearer = Token

« Test Connector Configuration

4, MikiEE, 2 Test Connector Configuration i5, EEMXER,
WNEiMikEkIh, BE Save. BN, EEMREE, EEINKREIN.

Test Connector Configuration

Connector configured successfully

These provisioning features were detected in your
connector:

User Import

Import Profile Updates
Create Users

Update User Attributes
Push Groups

Import Groups

5. MiXmINE, £ Provisioning REAMILHIE To App %, 7 To App TEHY Provisioning to App X
i=%, g Edit.

4i% Create Users. Update User Attributes #11 Deactivate Users A Enable, ¥ Save, R
BeE.

IRIFRE: BR=ItE (It ) BRSEATF £8251 #358]



O BHS

$% okta
Dashboard A
Directory v
Customizations v
Applications ~
Applications
Self Service

API Service Integrations

Security v
Workflow ~
Reports b
Settings v

SBR=: RTAFP/RALBRA

CE:: e

1. £ Assignments R, #F Assign, i%#F Assign to People,

$% okta
Dashboard v
Directory v
Customizations v
Applications ~
Applications
Self Service

API Service Integrations

Security v
Workflow v
Reports v
Settings v

B |

« Back to Applications

© okta_test
@ @ View Logs Monitor Imports
General Sign On Provisioning Import  Assignments  Push Groups
Settings
i okta -
To Okta
Integration

Provisioning to App

Create Users

Creates or links a user in okta_test when assigning the app to a user in Okta.

The default username used to create accounts is set to Okta username.

Update User Attributes

EHWSEE

oo
oo A

Cancel

Okta updates a user's attributes in okta_test when the app is assigned. Future attribute changes made to the

Okta user profile will automatically overwrite the corresponding attribute value in okta_test.

Deactivate Users

Deactivates a user's okta_test account when it is unassigned in Okta or their Okta account is deactivated.

Accounts can be reactivated if the app is reassigned to a user in Okta.

Sync Password

[ )

« Back to Applications

©

okta_test

View Logs  Monitor Imports

(4]

Import

General  SignOn  Provisioning Assignments  Push Groups

Convert assignments v

Assign to People
Type

Search...

p¢ Assign to Groups

Groups

01101110
01100111

No users found

© 2025 Okta, Inc.  Privacy  Statussite  OK14 US Cell  Version 2025.03.2E  Feedback

Enable

BRPSEEIRA.

oo .
oo .

REPORTS

Current Assignments (now
User App Access)

i Recent Unassignments

SELF SERVICE

You need to enable self
service for org managed
apps before you can use
self service for this app.
Go to self service settings

Requests Disabled

Approval N/A

2. 1£ Assign okta_test to People i#&r, i#EBIFHAR, B8E Assign. EFEOLE Save and

Go Back, FsREE

IRIRERE: BR=ITE (1bF) BRSEAE
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O BAT

Assign okta_test to People

Search...

test2 tencent
test2@tencent.com

test1 tencent
test1@tencent.com

okta user3

okta_user3@tencent.com

3. BLHINIAFRERE People &,

$% okta

Dashboard

Directory

Customizations

Applications

Applications

Self Service

API Service Integrations

Security

Workflow

Reports

Settings

ESRIOE

1. EREFAKSEE > SHP0
2. pEENSHIZMNAPREE > AR,

AP

i<l

BPEWR

test2@tencent.com|
test1@tencent.com

IRIFRE: BR=ItE (It ) BRSEATF

Assign

Assign

Assign

Q Ssearch for people, apps

groups

« Back to Applications

okta_test

® e

General  SignOn

Provisioning  Import

Filters Person

People

Groups

© 2025 Okta, Inc. ~ Privacy

HE

test2 tencent

test1 tencent

test2 tencent
test2@tencent.com
test1 tencent

testl@tencent.com

Status site  OK14 US Cell

BEEMPSIERRME,

551

test2@tencent.com

testi@tencent.com

Assignments  Push Groups

Search...
Type
Individual .
Individual P

Version 2025.03.2E  Feedback

View Logs  Monitor Imports

REPORTS

# Current Assignments (now
User App Access)

Recent Unassignments

SELF SERVICE

You need to enable self
service for org managed
apps before you can use
self service for this app.
Go to self service settings

Requests Disabled

Approval N/A

test

& e2EE ¢ RE Y
SCIM Synchronization 2025-03-27 16:11:33 ERA
SCIM Synchronization 2025-03-26 17:53:28 BRA

R HIAPRR2EIHRRAIMNBSA.

EHWSEE

CICRPERtA ©

#E

Wk RAIBIA

ks RONEIE

Qo ®

$5253 $£358%


https://console.cloud.tencent.com/organization/cic-overview

O BHS

RALRPE

RPAFRA

EHWSEE

RLBRAZERDT: %iEZ Assignments ISHEFESEEINA, BiEd Push Groups 1SRFPHRBSE!

Bapi,

1. BAPHESERINA.

1.1 £ Assignments T, #f Assign %, i%iF Assign to Groups.

$% okta

Dashboard
Directory
Customizations
Applications
Applications
Self Service

API Service Integrations

Workflow
Reports

Settings

[

« Back to Applications

okta_test

General  SignOn isioni Import

Assign to People

Fil Assignment

pd Assign to Groups

Groups

©2025Okta, Inc. ~ Privacy ~ Statussite  OK14 US Cell  Version 2025.03.2E  Feedback

01101110

No groups found

[ala] .
[ata]

REPORTS

£ Recent Unassignments

SELF SERVICE

You need to enable self
service for org managed
apps before you can use
self service for this app.
Go to self service settings

Requests Disabled
Approval N/A
Edit

1.2 7£ Assign okta_test to Groups #&H, EZEBIFHEFA, $BE Assign. EHEOSRE Save

and Go Back, SERfEe.

IRIRERE: BR=ITE (1bF) BRSEAE
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O BAT

Assign okta_test to Groups

2¢

E =

TR

[]

(]

Search...

Everyone
All'users in your organization

g-1xnbu9kz3siq

group1

group2

okta_group1

okta_group2

okta_group3

okta_group4

okta_group5

sicm1

testgroup-lel

testgroup-le22

testgroup-scim-1

testgroup-scim-2

1.3 EXEAARERE Groups IH,

$% okta
Dashboard v
Directory v
‘Customizations v
Applications ~
Applications
Self Service

API Service Integrations

Security v
Workflow v
Reports v
Settings v

Assign
Assign
Assign
Assign
Assign
Assign
Assign
Assign
Assign
Assign
Assign
Assign

Assign

° !
 Backto Anpﬁcaﬁu. 3 groups assigned successfully

View Logs Monitor Imports

@ okta_test
General  SignOn isioni Import
Filters Priority ~ Assignment
People
. i okta_groupt

No description

£ okta_group2
No description

R £ okta_group3
No description

Groups

2. & Push Groups ERARARZSEIZHHT .
2.1 7 Push Groups I, ¥ Push Groups, %% Find groups by name.

IRIFRE: BR=ItE (It ) BRSEATF

Push Groups

e x
7’ x
e x

0o .
[ata]

REPORTS

# Current Assignments (now
User App Access)

#; Recent Unassignments

SELF SERVICE

You need to enable self
service for org managed
apps before you can use
self service for this app.
Go to self service settings

Requests Disabled

Approval N/A

EHWSEE

§5255 $1£358%



O BHS

[u]u)
$& okta | @8
Dashboard A < Back to Applications
Directory v okta_test
Applications ~ . o .
General Sign On Provisioning Import Assignments Push Groups
Applications
Push Groups to okta_test
Self Service

APl Service Integrations

© Push Groups v Refresh App Groups
©

Search...

Security v Find groups by name X
v Group in okta_test Last Push Push Status
Search for specific groups to push,
Workflow ~
4 © Find groups by rule
01101110
Reports v E  Create asearch rule that pushes any 01101111
groups that match the rule. 012100
. o1 ohoo
Settings v g o1 %R
By rule 01101110
01100111

2.2 BRAPAERTRHIED, B Save, FiaREL

No groups found for this filter

BixHP4H,

0Q  lucienjing@tencen...
* okta 1 ® & tencent-trial-4528.
Dashboard v @ okta_test
! (2] = [[2])[] vewtoss vortorimpons
Directory ~
Customizations v General Sign On Provisioning Import Assignments Push Groups
Applications >
Push Groups to okta_test
Applications
Self Service

API Service Integrations

Pushed Groups.
Security v Al
Workflow v Errors

By name
Reports ~

By rule
Settings ~

Push groups by name

To sync group memberships from Okta to okta_test, choose a group in Okta and a group in the app.

@ Push group memberships immediately

Group Match result & push action

Q okta_groupt

2.3 B IRIAFERERE Push Groups TH,

IRIRERE: BR=ITE (1bF) BRSEAE

No match found

© Create Group ¥

EHWSEE
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H% \.L:HE EHRSEE

[u]w}
$% okta (@ W 9 .
Dashboard A < Back to Applications
Directory v okta_test
Applications ~ 3 o .
General Sign On Provisioning Import Assignments Push Groups
Applications
Push Groups to okta_test
Self Service
#PISegeigs Infagrgtions © Push Groups v [ efresh App Groups ] [  Bulk Edit ] o Search...
Security v X X
Pushed Groups Group in Okta Group in okta_test Last Push Push Status
Workflow v " o okta_group1 okta_groupl March 28,
No description No description 2025 at 6:15:51 (]
Reports v Errors PM GMT+8
Settings v By hEDD
By rule

ESRIOE

1. EREAKSER > SHHl .
2. PEAMNSHEENAPEE > APE, EERPANXR, RSHAPANFRREBIRANINBEAN

AP4A CICRIP4RFHA &
FEAPA Q o®
S P - R QR B1E

SCIM Synchronization PECN 2025-03-28 181551 ERE B

IRIFRE: BR=IE (16F) BREEAR 58257 #358]


https://console.cloud.tencent.com/organization/cic-overview

@ Hﬁ‘fﬂﬁ SRAnRSER

#@id SCIM [@Z Onelogin =
Onelogin EZAHR

RIEE#AYE: 2024-12-2516:27:22

ANEBREBNEEID SCIM thi¥, 1§ Onelogin RHIARELRIBRZSHEHRT .

ESERORE

F$H—: kB SCIM B¥

1. EREFAWSERE > SHP0 .
2. EEMSHE=, PEHAPEE > RE.

3. £ SCIM AFRSREXE, 2 (D, EHENnEOREFE, BA SCIM B,

wE

SSOER QB #7=

4. AR, 7 SCIM BFRRSERXE, E&%SH SCIM RSimitit, 7£5M8 IdP HEE SCIM BL &
FHiZzitbdit o

FEL: https://scim.tencentcloudsso.com/scim/v2

EPFrubi: https://scim.tencentcloudssointl.com/scim/v2

SCIMAFRISEE [ ok

Cl * https:
ARMFHMSCIMESH
EHID

el HARtiE K& R

$]|_: 6l SCIM &
1. 7 SCIM BFASREX!, k4r#iE SCIM &4,

SCIMAFRISEER [ ok

EAID BUsRAE ot clis (] W& ]RIE

scimered- 2024-11-06 16:29:28 2025-11-06 16:29:27 BA £R

2. 1£8I# CredentialSecret 3iFiEh, En]LLUES TE CSV XM EHIEKAREE SCIM FiH., REFZHARG,
BT TRRE

IRIRERE: BR=ITE (1bF) BRSEAE 55258 $1358%)


https://console.cloud.tencent.com/organization/cic-overview

O BAS —

A FEE:
£ IdP {4k CredentialSecret #9583, A& E Credentialld, &ESRE.

glECredentialSecret

Credentialld scimered-

CredentialSecret dUdETWNKYjInL3A1UXNQQznWsTiQe2X3N9G-
uZzYguTr_7SQSNP1Q-9Jklkybculj0YyZXFJiXwlJdAl-
i30uS7wrrrmUatfGFX6pRRQWABB-a-
UnbNgjevdej78eJd2w_wxOmQWrkYmx37MKQn4HKDj
W_xWdOq;j6tzl-
rWMTqgc6Um3m8dI1mAgnk7CC5FF1fKQ4SoROvvoelLh
9INQIZFaddV591GYf-
KBPaEEpNBsqnZRZQgyB7mpvrpoyZyy5n30ehpg6PXna

MTFECsV U DB

B ANEEFF {R7FCredentialSecret

f£ Onelogin & SCIM RSB

£ Onelogin E& SCIM R HRF

SH—: SIRNBAER

1. BIERER Onelogin, EINEREEI%IFE Applications > Applications.
2. 1£ Applications TE, $E Add App.

onelogin Users  Applications  Devices  Authentication  Activity ~ Security  Settings  Developers  Modules

soplatons

Search ool s

App ~ Authorization Type Users  Provisioning Last Updated Visible in Portal

3+] Tencent Cloud_SCIM-1 SAML2.0 3 Enabled 28 minutes ago v

10 4

3. 7 Find Applications Taf, £Ei%#E Tencent Cloud_SCIM.

IRIFRE: BR=IE (16F) BREEAR £5259 $1358%


https://www.onelogin.com/getting-started/free-trial-plan/log-in

2 Eﬁ ‘l.:Hﬁ EHWSEE

onelogin Users Applications Devices Authentication Activity Security Settings Developers Modules

Find Applications

Q Tencent Cloud|

Tencent Cloud
SAML2.0
Onelogin

Tencent Cloud_SCIM

SAML2.0, provisioning

OnelLogin

4. it A\Tencent Cloud_SCIM Rif, EM&BFRE, B Save.

onelogin
App Listing /
Cancel save

Add Tencent Cloud_SCIM ance I I
| Configuration Portal

Display Name

Tencent it Cloud_SCIM
Visible in portal

Rectangular Icon Square Icon
i) Upload an icon with an aspect-ratio of 2.64:1 as ) Upload a square icon at least 512x512px as
either a transparent .PNG or .SVG either a transparent .PNG or .SVG
Description

200 characters

5. SlE5%R, ALIESIRFES.

onelogin Users  Applications  Devices  Authentication  Activity ~ Security  Settings  Developers  Modules
Search 'amavn;
App./ Authorization Type Users  Provisioning Last Updated Visible in Portal
3 SAML2.0 1 Enabled about 1 hour ago v

TR KENAER

1. 7 Configuration REIESER, FKEGUT:
£ Applications details Xi%, #A ACS URL. Entity ID,

izttt )\ S1RRSZIRME (SP) (58 KL,
7£ API Connection X1, $ASCIM Token ( CredentialSecret) . SCIM BESinitbht . F1$
JX7&2473 Enabled.,

iZ SCIM ZfRi5Ed 2R Ui SCIM =58 IR

IRIFRE: BR=IE (16F) BREEAR 55260 $£358%)


https://cloud.tencent.com/document/product/850/107614#e0cb3744-749f-430b-8b39-5d7d5e2ed62a

$%) - i}ik=

onelog Applications  Devices  Authentication Developers Modules
Applications /
More Actions ~
Tencent Cloud_SCIM
Info Application details

| Configuration Tencent SSO Entity ID

https://tencentcloudssointl.com/saml/
Parameters

(i) Paste in your Tencent SSO Entity ID from the Tencent SSO > Settings > SAML 2.0 authentication screen
Rules

$S0 Tencent SSO ACS URL

https://tencentcloudssointl.com/saml,
Access

() Paste in your Tencent SSO ACS URL from the Tencent SSO > Settings > SAML 2.0 authentication screen
Provisioning

Users

{iigass API Connection

API Status

@Enabled  Disable

Generate password  Toggle visibility

SCIM Service Address

https://scim tencentcloudssointl.com/scim/v2

() Retrieve your SCIM Service Address & Bearer Token from Tencent under Tencent SSO > Settings > Identity source > Provisioning.

2. 7£ SSO 1, SAML Signature Algorithm thixilieek SHA-256 ( Bkl SHA-1, BpOARZis
ZY ) o
2.1 ik Save, £ More Actions % SAML Metadata.

Devices Auther Securi gs Developers Modules

onelogin (I

Applications /
M Act -
Tencent Cloud_SCIM ore Actions m

Vendor Homepage

Info Enable SAML2.0

Sync logins

Sign on method
SAML2.0

Parameters © SAML Metadata

X.509 Certificate

Configuration Reapply entitlement mappings

Delete

Rules Standard Strength Certificate (2048-bit)
e Change  View Details

u— SAML Signature Algorithm

Provisioning

Issuer URL
Users
https://app.onelogin.com/saml/metadata/ 0
Privileges

SAML 2.0 Endpoint (HTTP)

https:// 23.0nelogin v B

SLO Endpoint (HTTP)

ps: nelogin B

Login Hint
Enable login hint

©) When enabled, the username will auto-populate during login if a login hint is provided.

2.2 HERAWSEE > B4R OEE > i£E > SSO BRNBHIRStE(IDP)MERT, LiETiiE e,
#1F F—5T#H9 SAML Metadata 3214 .

IRIFRE: BR=IE (16F) BREEAR 55261 +358m


https://console.cloud.tencent.com/organization/cic-settings

O BHS

RESHRHEER

O Lismanmss FaRE

2.3 Elt, =T BP50F Onelogin %XBXAY SSO BZ&. SCIM EE.
3. £ Provisioning 1, IHBzIRALHXx: @it Workflow ##) enable Provisioning,

Applications Activity  Security  Settings Developers Modules

EHWSEE

B Save,

Applications /

Tencent Cloud_SCIM

Info Workflow
Configuration Enable provisioning
Parameters Require admin approval before this action is performed

Create user

Rules
Delete user
$S0 Update user
Access When users are deleted in OneLogin, or the user's app access is removed, perform the below action
| Provisioning Delete -
Users 5
When user accounts are suspended in OneLogin, perform the following action:
Privileges

Suspend -

Entitlements

Refresh

Entitlements are user attributes that are usually associated with fine-grained app access, like app group, department, organization, o license level. When you
click Refresh, OneLogin imports your organization's app entitlement values (such as group names or license types) so you can map them to OneLogin attribute values.

Entitlement refresh can take several minutes. Check Activity > Events for completion status.

SR=: FBFHAP

1. £ Users > Users AFP%I%, BEFERLSHARPEMN, SANBFFRER

onelogin Users  Applications Devices  Authentication  Activity ~ Security  Settings  Developers  Modules

test2 tencent.com was successfully created.

More Actions v

LEabiEFERY 2 AR test2,

Q Show filters

Name User Information

test1 tencent

@ testi@tencent.com

testd tencent
(]
@ testd@tencent.com

test6 tencent.com

()

test6@tencent.com

IRIRERE: BR=ITE (1bF) BRSEAE

Last Logged In

Never logged in

Never logged in

Never logged in

Never logged in

Status

Active
Active
Active

Active

55262 $358m



@ HE‘.L:HE ERIKSERE

2. =Mi&$E Applications, B+, 1§ test2 S EEIBFR AP

onelogin Users Applications Devices Authentication Activity Security Settings Developers Modules a Q

Users /

M Acti -
«» test2tencent.com ore Actions

User Info .
Roles Applications
Authentication
Default
| Applications Results per page 20 v

Activity

3. 7z Select application , &% £1E—EIZEAIRE , BE Continue,

Assign new login to test2 tencent.com
This login will override any apps assigned via roles.

Select application

Tencent Cloud_SCIM-1

Ccancel Continue

4. ERIERRDP, EMAPA. EFER (FiE) , 8F Save,

Edit Tencent Cloud_SCIM-1 login for test2 tencent.com
Allow the user to sign in
[ Hide this app in Portal
NamelD
test2@tencent.com
SCIM Username
test2@tencent.com
(i) Shared identifier between SCIM and OneLogin

Groups

<Skipped>

First Name
test2

Last Name
tencent.com

Work Email
test2@tencent.com

A Manually editing a field overrides any mapping. To restore all mappings, reset the user.

Ccancel Delete

5. AT, RALKER Pending, B Pending.

onelo Users  Applications evices thentication  Activity ~ Security  Settings  Developers  Modules
Users /
&  est2tencent.com MorelActone NS
-« .
User Info
Roles Applications (+]
Authentication
Default TR, Tencent Cloud_SCIM-1 test2@tencent.com Admin-configured
| Applications
Activity Results per page 20 -

6. IARIZER, BE Approve.

IRIFRE: BR=IE (16F) BREEAR £5263 $1358m



@ HE\_L:HE ERIKSERE

Create test2 tencent.com in Tencent Cloud_SCIM-1

Users /

.. test2 tencent.com More Actions
User Info -
Roles Applications [+]
Authentication
Default TR Tencen 1t Cloud_SCIM-1 test2@tencent.com Admin-configured
| Applications
Activity Results per page 20 -
1 L2l R R RIER, test2BEAIN, KRAINEBEA
8. & Siadl > AFEE > AR, EERSER, test2@LEMIN, KiFEHIIME °
AP3IR CICRPERRA &
TR Qo®
BPEH SR T ®S1D #E (5] it oERYE ¢ REY =
ELEON u- - SCIM 2024-12-23 17:42:31 1=h) Wk AIRIAE

f£ Onelogin % SCIM REZHF

1. BIEEREZR Onelogin, £ Users > Users it \FF test2 #Yi¥iEm, ZMIiE#E Applications, 7=
Tencent Cloud_SCIM A% &ESFE Delete,

IRIRERE: BR=ITE (1bF) BRSEAE 55264 $1358%)


https://console.cloud.tencent.com/organization/cic-overview
https://www.onelogin.com/getting-started/free-trial-plan/log-in

@ HE‘.L:HE ERIKSERE

Edit Tencent Cloud_SCIM_test-2 login for test2
tencent.com

Allow the user to sign in
(7] Hide this app in Portal

NamelD

test2@tencent.com

SCIM Username

test2@tencent.com

(i) shared identifier between SCIM and OneLogin
Groups /)

Select Groups

Added Items

First Name
test2

Last Name
tencent.com

A Manually editing a field overrides any mapping. To restore all mappings, reset the user.

Cancel

2. IRRMIFREY, LRTFEERIFZE .-

onelogin Applications Devices Authentication Activity Security Settings Developers Modules

Could not destroy login: Failed to delete login (id: 2149763727)

User Info
Roles Applications [+)
Authentication
Default
Results per page 20 -
One Identity Cloud
Devices Admins
Activity Tencent
3. i & ding X1
o
. RS, =i Pending o
nelogin Users  Applications  Devices  Authentication  Activity ~ Security  Settings  Developers  Modules O vichen
Users /

M Acti )
«» test2tencent.com ore Actions

User Info
Roles Applications [+]
Authentication
Default _.\ Tencent Cloud_SCIM_test-2 test2@tencent.com Admin-configured
| Applications
One Identity Cloud
Devices Admins Results per page 20 v
Activity Tencent

4. £ Delete &, RIMSERE, 23 Approve,

test2 tencent.com in Tencent
Cloud_SCIM_test-2

User test2 tencent.com

Groups

Bulk approve 1 pending login for the same app

5. IRRMESSEIN, REXEES Deleting.

IRIRERE: BR=ITE (1bF) BRSEAE £5265 $1358%



O BRE

onelogin Users

Applications Devices

Authentication Activity Security

Settings  Developers  Modules

Tasks completed successfuly.

Upgrade

EHWSEE

User Info
Authentication

| Applications
Devices

Activity

Roles Applications

Default Tencent Cloud_SCIM_test-2

One Identity Cloud
Admins

Tencent

6. MIFRmINfE, NAAE,

cations  Devices Activity  Security

test2@tencent.com

Settings  Developers  Modules

Results per page

Admin-configured

Users /
«» test2tencent.com
User Info
Authentication
| Applications
Devices

Activity

Roles Applications

Default

One Identity Cloud
Admins

Tencent

7. & BHte > APEE > AR, BENRESR, test2 BIFRREIN.
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RMEL IR

Hix— AINEpRORAERE

$H—: EBpdhimRAFA

1. £ a0 > BREE > BPRA, TEARA, RREFEAIMNBEAN, BRERE, CIZBPERKIN.
aJLAEE =0 SERINBENEERIAF4E, GroupType i& Synchronized.
EdiEHatE, SEMAGSEATELRR.

Fanghiz O SMBSA

$B_: 7 Onelogin RIAMSHAHCRIAFE

1. BIERER Onelogin, EIREREEI%IFE Applications > Applications.
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2. 7 Tencent Cloud_SCIM R A aYi%iF Parameters, 7 Optional Parameters #1, i Group.

Applications /
Tencent Cloud_SCIM

Info

Required Parameters (7)

Optional Parameters

Field

Configured by admins and shared by all users (no provisionin

v Enabled ~No transform- (Single value output)

3. 7£ Edit Field Group =, £ Value THiE, SIABRISHFORIBRE,
hhzIzE, ik Include in User Provisioning, & Save .

Edit Field Groups

Name

Groups

Value

‘ Select Groups

Al

Flags

[ Include in SAML assertion

Cancel Save

multi_select |

EERRAPER, B Add iR

4. Z5HHP0IETREFE, FEE Onelogin FaiRIF, A&7 Edit Field Group 3ERHI
4.1 2EZEM Provisioning, EXRESTE Refresh, SErkml#o
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Applications /
Tencent Cloud_SCIM
Info
Configuration
Parameters
Rules
S$SO

Access

Users

Privileges

4.2 [%] Parameters, 7£ Edit Field Group &, THiERILAEZIFREIRAPA .

Workflow

Enable provisioning

Require admin approval before this action is performed
Create user
Delete user
Update user

When users are deleted in OneLogin, o the user's app access is removed, perform the below action

Delete -

When user accounts are suspended in OneLogin, perform the following action:

Suspend -

Entitlements

D) Entitlements are user attributes that are usually associated with fine-grained app access, like app group, department, organization, or license level. When you
click Refresh, OneLogin imports your organization's app entitlement values (such as group names or license types) so you can map them to OneLogin attribute values.

Entitlement refresh can take several minutes. Check Activity > Events for completion status.

Edit Field Groups

Name

Groups

Value

Select Groups

groupl
group2

Tencent2

Flags
[] Include in SAML assertion

Include in User Provisioning

Cancel Save

SR=: RTHARPA

1. A EIRETRE, £ BEEHF BEER, Groups &M <skipped> ZTEpEAJIE, i&iF test2 FTEXBAIA
P4, LabiEERI=Z Tencent,
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Edit Tencent Cloud_SCIM_test-2 login for test2
tencent.com

Allow the user to sign in
[] Hide this app in Portal

NamelD
test2@tencent.com
SCIM Username
test2@tencent.com
(@ Shared identifier between SCIM and OneLogin
Groups

Select Groups

Added Items

First Name
test2

Last Name

cancel | Delete

2. BHIRFE Pending Xi3, EEHARSHIAR . BRAESRE, $BiE Approve,

Update test2 tencent.com in Tencent
Cloud_SCIM_test-2

User test2 tencent.com

close s

3. F=AEM Provisioning, &3 Provisioned, BIAREZ I

onelogin Users  Applications  Devices  Authentication  Activity ~ Security  Settings  Developers  Modules + O
Users /
& iesi2 tencent.com More Actions =
«L g
U Inf
serinio Roles Applications [+

Authentication

Default &, Tencent Cloud_SCIM_test-2 test2@tencent.com Admin-configured

| Applications
One Identity Cloud
Devices Admins Results per page 20 -
Activity Tencent

4. WBHER, & SHh0 > BPEE > AR, test2 WARFER, EREMABFA Tencent.
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O RARFBEIESRAF N BRRA . BRIET X AP L7 88N S FELE R REBTER.

ELABAPNASRIINARFNNARE, EhIRNARE

AL, BERNAREFIM.

B L

BRER

FEEMEEARARFHE

IRIRERE: BR=ITE (1bF) BRSEAE

SRR

[T L]

T EETARXRERR S
FEF.

IR

EHWSEE

ESEAE
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@ Hﬁ‘fﬂﬁ ERIKSERE

4.3 FEMAFE, PEGE.

x| > RWRMAERF | FRERARERF > SCIMintl | BFFA > m):l
RISE
BIABR
© mg | B Bi%%0)
9 BE
A\ BEF8 Active Directory i RAISE. (RIS w5
[ | wmEEEn
s %56 R
5
FHBEDR 28 AP
HRAE
B #m AR
O @ awe =1 azurel@
[y
O @ awe AP azure2@
[
O @ teu AP test1@4!
L")
O @ tesw mp test2@4t
L")
0 @ tss =1 test3@at
an
0O e BP
[aviy
[ oE HiE
5 PR RARPER
4.4 3EKING, SIRPER ho
T > LR 2 W 2 SCIM intl
EW > RARIBEF | IENBERF > int © EEESSERD
2 SCIMintl | P4 9 2 {2 0 MASE T AR
A RIRRE
« o FWAP/A . T d y O mF & gmnm v | & FEREER
BEITH O EEERFEHIESREFY BRORE S, SRS EP TR RSN & L R REEER,
K pEmAng
T > 7 &, FERUARFLH,
2
"o [ eamman, wrmERFNE
oy it ] 2REm e BoRAE
i mEnEER
& EE O . azurel User User
D g—8F O ° azure2 User User
)
v EREFRE
C apEs

BENRS

SH=: #ESHPOLERATEE XML
1. EREKSER > SHPOEE > i2E > SSO BRNSHIEMH(DPIERR, #ERESHRHHEES.

SSOE R
BRSSBME(SP)ER L FHsPTLUEH
URL https://tencentcloudsso.com/saml/

Er C https://tencentcloudsso.com/saml/
B RMHE(DP)ER | SmEsniusEsa
Ent https://sts.windows.net/
https://login.microsoftol
2024-07-12 11:32:07

L&A 1MEH

IRIRERE: BR=ITE (1bF) BRSEAE 55284 #1358m)


https://console.tencentcloud.com/organization/cic-settings

@ Hﬁ‘fﬂﬁ ERAKSEE

2. IR, EETE Microsoft Entra ID 9B S TociuE XML

RBESIRHBEER
mEst O LETiiEsy FEE

e - britc 3 g

£ SRORE

R SSO BEREER, EALIMBIIZEIE SSO ERo

O miR: ESHPOEZLEN Microsoft Entra ID RERRSMNAR, #AKEKSEE> B OE
B> AP felE,

SRinE:
1. Biph O SERHNERAKSEE > B OERE > S0y empa, EEFEHRPRES
URL.,

SHPILERE
SHEROERE 9 R ENRERRAT
1l BPa RRERE CAMBF RS CAMABBRESH
FAP&RURL|»
RIEAD
URL: https://tencentcloud o
01 02 03 04
tEgmrP /e ——— QRmEREE ————— BB LA S HIHIEIALR EEESBCAMBEF
RIFRE
EHFNE > BEEIFE > EEHE > HEEE >
ZEID o
L [ERE Bz @
BPERHR V4
EHRLENT ¢ BABE @ EEAP
BPESRE 4
EEAPA NREEHRE o BHSIAE o
EBHESSOER WECAMARED « EECAMEFEY

BHROBPER «

2. BEIGAAPER URL, 858R,

IRIRERE: BR=ITE (1bF) BRSEAE 55285 $1358%


https://console.tencentcloud.com/organization/cic-user
https://console.cloud.tencent.com/organization/cic-overview

y — EHKSEE
O BAS
& BRAT | BHPLER
BHPORAPER
e EAMS SR
—RiBE S KS
Li—BeEiHEHR
B3 EATWKSSRER
3. EXEMEE Microsoft R, EFEKFPBHAZRESR,
B® Microsoft
prited
R
+ mERs—ke
4, SR, HABBHROKSIIRRI,
& BRE BHROER
HCAMMBEER LICAMAF &R
KRR : BSREITE (db5) BREEFAT 5286 13587



@ Hﬁ \_L:HE ERIKSERE

S5 Okta BRE R

mIEE#AYE: 2025-06-04 17:48:22

AXHIERM Okta SHNFOMITESER (SSO BR) WRA.
EELE

BcE SSO ERal, BFEESKAFCIE: M Okta BZAPREISGHO, EESBHROLIEREAR,
M Okta BLRAFEISHHC: ERT Okta PRBXERFIER. BISRE, 53R Ed SCIM FF
Okta =l .

ES B OIERSZAP: ERAT Okta PNELEAFHER, FTATRERIE, 12, SHPCNARS
HEH Okta HARSFRIF—H.

#EE5HEPORE

F$HW—: Fi5 SSO &R

1. EREFAKSEE > SHP0,
2. EEMSHE=, PEHPEE > RE.

3. £ SSOBS: i, (I, ERENEOSEFRE, BA SSO B3,
wE

ssomR O ==

SH=—: SHRSREME (SP) ER
#EBRSSHRALE (SP) MRS, SE&HEH ACS URL. Entity ID, EEMAFSME AP FEHEE.

SSOEF

| SRR (SP)ER. | v FasPrmEs

https://tencentcloudsso.com/sami/

https://tencentcloudsso.com/saml/

BRME(DP)ES SREsHiRHERES

https://sts.windows.net/
https://login.microsoftol
2024-07-1211:32:07

1NES

IRIRERE: BR=ITE (1bF) BRSEAE £5287 #1358m


https://cloud.tencent.com/document/product/850/117614
https://cloud.tencent.com/document/product/850/117614
https://console.cloud.tencent.com/organization/cic-overview

O BAT

£ Okta ficE
$B—: 1£ Okta FeIBNBEERF

EHWSEE

1. 5 Okta, EEMSH=H, i%iF Applications > Applications /5, #HA2EMA, g Create APP

Intergration, CIERNARER.

$% okta

{Q Search for people, apps and groups

Dashboard v
Directory . Applications
Customizations v
Applications ~
Search

Applications

Self Service STATUS

API Service Integrations ACTIVE

INACTIVE 0

Security v
Workflow v
Reports v
Settings v

@ wortons

Create App Integration || Browse App Catalog [JEFESITNISSSREYS

® Okta Admin Console
e Okta Browser Plugin

Okta Dashboard

Okta Workflows

Okta Workflows OAuth

@ okta_test

[m[u}
J oo

Documentation

2. 158 HRY Create a new app integration O+, & SAML 2.0, #F Next.

Create a new app integration

Sign-in method

Learn More (%

0IDC - OpeniD Connect
Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through AP
endpoints. Recommended if you intend to build a custom app integration
with the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC o
SAML.

API Services

Interact with Okta APIs using the scoped OAuth 2.0 access tokens for
machine-to-machine authentication.

Saneet m

3. it \ Create SAML Integration Taf, SerkMAEMES .
3.1 7= General Settings &, 155 App name, Hi Next,

IRIFRE: BR=ItE (It ) BRSEATF

55288 #£358%


https://www.okta.com/

O BHS

$& okta

Dashboard v
Directory v
Customizations hd
Applications. ~
Applications
Self Service

API Service Integrations

Security v
Workflow v
Reports ~
Settings v

[ J

#;Create SAML Integration

© cenerai settings

1 General Settings

App logo (optional) @ m

App visibility Do not display application icon to users

Caneel m

EHWSEE

[a]u]
oo e

3.2 7£ Configure SAML &, 1S Single sign—on URL #1 Audience URL(SP Entity ID).
ZEEXMR fRSEMHE(SP)EE $h9 ACS URL #1 Entity ID, 1555EmkE, 2 Next.

$% okta

Dashboard v
Directory v
Customizations v
Applications M
Security v
Workflow v
Reports v
Settings v

[e |

# Create SAML Integration

@ configure SAML

A SAML Settings

General

Single sign-on URL @

https://tencentcloudsso.com/sami/acs/

@ Use this for Recipient URL and Destination URL

Audience URI (SP Entity ID) @ om/saml/.

Default RelayState @

If no value is set, a blank RelayState is sent

Name ID format @ Unspecified M

Application username @ Okta username .

Update application username on Create and update

Show Advanced Settings

ala] .
ala]

What does this form do?

This form generates the XML needed
for the app's SAML request.

Where do | find the info this form
needs?

The app you're trying to integrate with
should have its own documentation on
using SAML. You'll need to find that
doc, and it should outline what
information you need to specify in this
form.

3.3 7£ Feedback &aif, 4i% Contact app vendor, ¥ Finish, SERRAGIE,

IRIRERE: BR=ITE (1bF) BRSEAE

55289 #358m



O BHS

S okta

Dashboard ~
Directory v
Customizations v
Applications 4
Security v
Workflow v
Reports M
Settings 4

EHWSEE

0o
Q oo e

: Create SAML Integration

o Feedback

3 Help Okta Support how you this

Why are you asking me this?

This form provides Okta Support with

The optional questions below assist Okta Support in understanding your app ) )
useful background information about

integration.
your app. Thank you for your help—we

appreciate it.
App type @

Contact app vendor

This is an internal app that we have created

@ It's required to contact the vendor to enable SAML

Which app pages did you consult to configure SAML?

Enter links, describe where the pages are, or anything else you think is helpful

Did you find SAML docs for this app?

Enter any links here

Any tips or additional comments?

Placeholder text

FW_: £ Okta higEE—GR

1. THEXSTEE XML

1.1 EEMSHEE, %iF Applications > Applications /5, #HA£EMA, EPBFMNA,

( oo
5\::% okta ‘Q ‘ ® 83 A
Dashboard v
i i Documentation
. Applications -
Customizations v [ — More v
Applications ~
Search
Applications
Self Service STATUS @ okta & v
API Service Integrations ACTIVE 2
INAGTIVE o [C) Okta Admin Console
Security v
Workflow v @ Okta Browser Plugin
Reports v Okta Dashboard
Settings v
9 Okta Workflows
@ Worlfiows. & ov
Okta Workflows OAuth
@) verons & v
© o
PN ES DA Sigh O
1.2 #ARNABIFIBR, B8F Sign On,
R ag -
3 oo
$.& okta Q search for people, apps and groups
Dashboard ol < Back to Applications
Directory v okta_test
Customizations ~ [Active v % | View Logs Monitor Imports
Applications [ N
General m Import Assignments
Applications

IRIRERE: BR=ITE (1bF) BRSEAE

£5290 #358%



O BHS

EHWSEE

1.3 7£ Sign On IR, $FHAETA View SAML setup instructions EES 0 1IREETEIE, HREER

it

SAML Setup

Single Sign On using SAML will not
work until you configure the app to

trust Okta as an IdP.

4 View SAML setup instructions

2. AR AEFS AR,
2.1 7£ Assignments IH, $E Assign, i&#F Assign to People, RS ECEIRF .

( ) [u[u}
$% okta Q ‘ 29 .
Dashboard v < Back to Applications
Directory v okta_test
Customizations ~ Active v - L View Logs Monitor Imports
Applications ~ . - .
General Sign On Import Push Groups
Applications

Self Service Assign v Convert assignments v 1 Search... People v REPORTS
m. 5 Current Assignments (now
. } Assign to People =
API Service Integrations Fil Type T

pe Assign to Groups

Security v 5 Recent Unassignments
Groups
Workflow v
Reports v SELF SERVICE
You need to enable self
Settings v service for org managed

No users found apps before you can use
self service for this app.
Go to self service settings

Requests Disabled

Approval N/A

Edit

©2025Okta, Inc.  Privacy ~ Statussite  OK14 USCell  Version 2025.03.2E  Feedback

2.2 7z Assign okta_test to People i#&H, i&EBIRAR, B Assign. EFHEORE Save and

Go Back, Bz,

IRIRERE: BR=ITE (1bF) BRSEAE

55291 #358m



O BAT

Assign okta_test to People

Search...

test2 tencent
test2@tencent.com

test1 tencent
testi@tencent.com

okta user3
okta_user3@tencent.com

2.3 Pk INEIA R ERTE People TR,

$% okta

Dashboard v
Directory v
Customizations v
Applications ~
Applications
Self Service

API Service Integrations

Security v
Workflow v
Reports v
Settings M

Assign

Assign

Assign

[

ch for people, apps and groups

« Back to Applications

okta_test

® e -E

General  Sign On isioni Import Push Groups
Filters Person Type
(R test2 tencent Individual P
Groups P § test2@tencent.com

test! tencent Individual P

i

testi@tencent.com

© 2025 Okta, Inc.  Privacy  Status site  OK14 US Cell

SH=: #ESHPOLERSTTEEE XML
1. EREKSER > SHPOEE > i2E > SSO BRUSHIEMAH(DPIERR, #ERESHRHEES.

IRIFRE: BR=ItE (It ) BRSEATF

Version 2025.03.2E  Feedback

View Logs Monitor Imports

oo
oo

REPORTS

3 Current Assignments (now
User App Access)

Recent Unassignments

SELF SERVICE

You need to enable self
service for org managed
apps before you can use
self service for this app.
Go to self service settings

Requests Disabled

Approval N/A

EHWSEE

58292 358


https://console.cloud.tencent.com/organization/cic-settings

@ Hﬁ‘fﬂﬁ ERIKSERE

SSOER

RSBIRMBE(SP)ER v, FEISPITsUERY

RL https://tencentcloudsso.com/saml/

https://tencentcloudsso.com/saml/

SRREBE(DP)ER | S EsmiRHeEEa

Ent C https://sts.windows.net/
https://login.microsoftol
2024-07-12 11:32:07

IMNES
2. PESEXH, LETE Okta FHABXS TR XML
EESHIEHEES

mEss O LETRiEry FHEE

EfE s« SRR

£SO E

5eh% SSO EREER, EIULIMBN=ERE SSO &R,

O B ESHPOFELZEM Okta NAPESHAR, #ASEKSEE> S4ROEE > B Pl
8

BRinE:

1. BphoEESHAEEKSEE > SEPOEE > SHhOME WRRENEGN, EEHEHIRARER
URL.

IRIRERE: BR=ITE (1bF) BRSEAE £5293 #1358m


https://console.tencentcloud.com/organization/cic-user
https://console.cloud.tencent.com/organization/cic-overview

@ H%\_L:HE EHKSESE
SR

SRR e AT ENREERAS

1 Ll RREE CAMBF RS CAMABBRESH
49 17 26 12 13
[rrasn]s

READ
URL: https://tencentcloud o
01 02 03 04
tgmrP /Y ———— QRREEE ————— BN L AMKS HFIHIEALR EEFSTCAMBEF
RIFRE

EEEN > BEI¥E > BEEN > HEIFE >

ZEID o
R EE =N

BPERAR 2
SHROEN ¢ BABE o EHRAP

BPESRE V4
EEAPA DREEHRE o BHSIAURE o
EESSOEF WECAMABES « EECAMEFEY

BHFROAPER ¢

2. BEiHiDAPES URL, REER,

O BAS | 8HhLER

BHFROBPESR

RIBRNEIIRE, BSERELKSESR.

RUMS TR SKEWKS F i

—IERIBE S NS
S—BEETHER

55 N fERBWIKS £ REFR

AR l

3. EXxEMmE Okta ERIH, WAKSEBRER,
4. BRI, BEABBROKSIRR,

& BRE BHROER 0 3

IACAMAB B8 IACAMAIF B R

EWSER EKSUIN RfE

IRIRERE: BR=ITE (1bF) BRSEAE 55294 #358m)



@ Hﬁ \_L:HE ERIKSERE

B{pH:05 Onelogin BaE Rz

RIEEFATE: 2025-06—-04 17:48:22
AR M Onelogin 58 HLEHITRRER (SSO BF ) #ITHI.

EELE

ficE SSO ERal, BHFEAAFEIE: M Onelogin BXRAPRISHPL, FEESHPROLEEEERAF.
M Onelogin AXARPRISHPL: ERTF Onelogin PABAERAFWER. BIFIRE, 2R &
SCIM R% Onelogin =l o

EEHHOLERSAR: EBF Onelogin FYELERPMIBER, TTAFRERIE. 12, SHF0RA
F&EEH Onelogin BARZHIF—,

#EE5HEPORE

F$HW—: Fi5 SSO &R

1. EREFAKSEE > SHP0,
2. EEMSHE=, PEHPEE > RE.

3. £ SSOBS: i, (I, ERENEOSEFRE, BA SSO B3,
wE

ssomR O ==

SH=—: SHRSREME (SP) ER
#EBRSSHRALE (SP) MRS, SE&HEH ACS URL. Entity ID, EEMAFSME AP FEHEE.

SSOEF

| SRR (SP)ER. | v FasPrmEs

https://tencentcloudsso.com/sami/

https://tencentcloudsso.com/saml/

BRME(DP)ES SREsHiRHERES

https://sts.windows.net/
https://login.microsoftol
2024-07-1211:32:07

1NES

IRIRERE: BR=ITE (1bF) BRSEAE £8295 $1358%


https://cloud.tencent.com/document/product/850/114598
https://cloud.tencent.com/document/product/850/114598
https://console.cloud.tencent.com/organization/cic-overview

2 Hﬁ ‘l.:Hﬁ EHWSEE

f£ Onelogin &icE
$B—: 7£ Onelogin eI EERF

1. BIERER Onelogin, EIREREEI%IFE Applications > Applications.
2. 1 Applications TE, $E Add App.

onelogin Users  Applications  Devices  Authentication  Activity ~ Security  Settings  Developers  Modules .
Applications + Download JSON
Search Toulsos
Aop. Authorization Type Users  Provisioning Last Updated Visible in Portal
|4+ Tencent Cloud_SCIM-1 SAML2.0 3 Enabled 28 minutes ago v

10 ¢

3. 7 Find Applications Taif, $Ei%#E Tencent Cloud_SCIM.

One|ogin Users Applications Devices Authentication Activity Security Settings Developers Modules

Find Applications

Q Tencent Cloud

Tencent Cloud

o
> SAML2.0
OnelLogin

Tencent Cloud_SCIM

SAML2.0, provisioning

OneLogin

4. i# )\ Tencent Cloud_SCIM [iF, EX&FRiE, g Save,

onelogin Users Applications Devices Authentication Activity Security Settings Developers Modules

App Listing / I I
Cancel Save

Add Tencent Cloud_SCIM -

| Configuration Portal

Display Name

Tencent Cloud_SCIM

Visible in portal

Rectangular Icon Square Icon
1) Upload an icon with an aspectratio of 2.64:1 as ©) Upload a square icon at least 512x512px as
either a transparent .PNG or .SVG either a transparent .PNG or.SVG
Description

200 characters

5. Sl@5%m, ALIESIRFES.

IRIFRE: BR=IE (16F) BREEAR £5296 $1358%


https://www.onelogin.com/getting-started/free-trial-plan/log-in

%) i:ik=

onelogin Users  Applications y  Security ngs  Developers  Modules
Appicatons
Search X
Users  Provisioning Last Updated Visible in Portal
SAML2.0 1 Enabled about 1 hour ago v
10 %

$ B —: 7 Onelogin HhigE SSO

1. 7£ Configuration IWEESIEE, £ Applications details X1, A ACS URL. Entity ID.
ZEEMR fRSiEME (SP) (2 Ay ACS URL 1 Entity ID.

onelogin Users Applicati Settings Developers Modules

Applications /

Tencent Cloud_SCIM

More Actions ~

Info Application details

| Configuration Tencent SSO Entity ID

https://tencentcloudssointl.com/saml/
Parameters

i) Paste in your Tencent SSO Entity ID from the Tencent SSO > Settings > SAML 2.0 authentication screen
Rules

SSO Tencent SSO ACS URL

https://tencentcloudssointl.com/saml,
Access

N i) Paste in your Tencent SSO ACS URL from the Tencent SSO > Settings > SAML 2.0 authentication screen

Provisioning

Users

Privileges q
J API Connection

API Status

@ Enabled Disable

2. 7£ SSO W@, 1§ SAML Signature Algorithm hi¥i#&p% SHA-256 ( #EiAB SHA-1, SHPOLFZ
FizihiY ) , B Save,
£ More Actions & SAML Metadata.

nelogin Users Applicat Devices Security Settings Developers Modules

Applications / .
M Acti -
Tencent Cloud_SCIM ore Actions m

Vendor Homepage

Info Enable SAML2.0
sync logins
s thod
Configuration D b Reapply entitlement mappings
SAML2.0
Parameters
X.509 Certificate
Delete
Rules Standard Strength Certificate (2048-bit)
&5 Change  View Details
Access SAML Signature Algorithm
Provisioning
oo Issuer URL
https://app.onelogin.com/saml/metadata/ [
Privileges

SAML 2.0 Endpoint (HTTP)

https://tencent123.onelogin. p-p 'S

SLO Endpoint (HTTP)

https://tencent123.onelogin.com/trust/saml2/ [ )

Login Hint
Enable login hint

(i) When enabled, the username will auto-populate during login if a login hint is provided.

3. BAPSEEINA.

IRIFRE: BR=IE (16F) BREEAR 58297 358m



@ HE‘.L:HE ERIKSERE

3.1 ETERRRIERE Users > Users iENAF%I%, REFERLHIARETR, HABPIFBR,

onelogin Users Applications  Devices Authentication  Activity  Security  Settings Developers Modules

test2 tencent.com was successfully created.

Name User Information Last Logged In Status

test1 tencent

: test1@t¢ it Never logged in Active

st @tencent.com

] Never logged in Active
testd tencent §

& test4@te t. Never logged in Active
estd@tencent.com
test6 tencent.com

3 test6@te t. Never logged in Active
est6@tencent.com

3.2 Z£Mi%#F Applications, B+, SARSEIIBRNAR,

onelogin Users Devices Activity  Security  Settings Developers Modules

Users /

M Acti v
«» test2tencent.com ore Actions

User Info
Roles Applications

Authentication
Default

| Applications Results per page 20 v

Activity

3.3 7z Select application AriEIER A , BF Continue,

Assign new login to test2 tencent.com
This login will override any apps assigned via roles.

Select application

Tencent Cloud_SCIM-1

Cancel Continue

3.4 EfRIEREH, (EMARS. WEFER (Wik) , BE Save.

Edit Tencent Cloud_SCIM-1 login for test2 tencent.com

Allow the user to sign in
(] Hide this app in Portal

NamelD
test2@tencent.com
SCIM Username
test2@tencent.com
Shared identifier between SCIM and OneLogin

Groups

<Skipped>

First Name
test2

Last Name
tencent.com

Work Email

test2@tencent.com

A\ Manually editing a field overrides any mapping. To restore all mappings, reset the user.

Cancel Delete

IRIFRE: BR=IE (16F) BREEAR 55298 #1358%)



@ Hﬁ \_L:HE ERIKSERE

SH=: #ESHPOLERATEE XML
1. EREKSEE > SHROEE > 2E > SSO BRISHIRAE(DP)ERX!, HRESHIRHRER.

SSOER
RSRMB(SP)ER L THSPITMIETH
https://tencentcloudsso.com/saml/

https://tencentcloudsso.com/saml/

B RME(DP)ER | SmEsmiRiss

https://sts.windows.net/
https://login.microsoftol
2024-07-12 11:32:07

1MER
2. BN, LIE7E Onelogin THEAYBASTEER XML

EESRHABER

mEss  Q LETiiE FriE

it

FES M+

pitea by

£ SRR E

5t SSO BEREERE, ZALMMBIIZEIE SSO ERo

© HiR: ESHPOFELEM Onelogin KAYRESMAR, #HARBEKSEER> SHROEE > FF
ellfE 38

SRinE:

1. SphLEEIHAERAKSEE > BEPOERE > SHHOMHSE WRENEGN, EEHSHHRRER
URL.

IRIRERE: BR=ITE (1bF) BRSEAE §5299 #358m


https://console.cloud.tencent.com/organization/cic-settings
https://console.tencentcloud.com/organization/cic-user
https://console.cloud.tencent.com/organization/cic-overview

@ H%\_L:HE EHKSESE
SR

SRR e AT ENREERAS

1 Ll RREE CAMBF RS CAMABBRESH
49 17 26 12 13
[rrasn]s

READ
URL: https://tencentcloud o
01 02 03 04
tgmrP /Y ———— QRREEE ————— BN L AMKS HFIHIEALR EEFSTCAMBEF
RIFRE

EEEN > BEI¥E > BEEN > HEIFE >

ZEID o
R EE =N

BPERAR 2
SHROEN ¢ BABE o EHRAP

BPESRE V4
EEAPA DREEHRE o BHSIAURE o
EESSOEF WECAMABES « EECAMEFEY

BHFROAPER ¢

2. BEiHiDAPES URL, REER,

O BAS | 8HhLER

BHFROBPESR

RIBRNEIIRE, BSERELKSESR.

RUMS TR SKEWKS F i

—IERIBE S NS
S—BEETHER

55 N fERBWIKS £ REFR

AR l

3. EEM@F Onelogin ERRH, RWAWKSEEBER.
4. EFREI, EASHPROKSTIRR,

& BRE BHROER 0 3

IACAMAB B8 IACAMAIF B R

EWSER EKSUIN RfE

IRIRERE: BR=ITE (1bF) BRSEAE 55300 #£358%



@ Hﬁ \_L:HE ERIKSERE

BinHi5 Keycloak B &Rl

KX HIERM Keycloak SBHBHRO#HITRRAER (SSO BR) BT,

© wA:
AL Keycloak 26.3.4 73,

EELE

BcE SSO &ERal, BFEEKAFCE: E8KHhOeZREAR, eIEr, SHrhOrNBRAREN
Keycloak HIAFE&F—H. BIMEE, F2R EERF,

ESEPORE

S$EB—: 7R SSO &3]
1. ERERAKSERE > SHPOERE > APEIE > 28 UM,
2. 7£ SSO BF XiF, (D, mEuEnEOeERE, BE SSO BR,

wE

SSOBR P ==

SH—: SHRSREME (SP) ER
#EIRSSIRALE (SP) B, EEF54 ACS URL. Entity ID, RTS8 1P HIFHHEE.

SSOER

| B sREmE(SP)ER | o FasprmEy

https://tencentcloudsso.com/saml/
https://tencentcloudsso.com/saml/
BHRHEIDP)VER SmEsmiRmEEs
https://sts.windows.net/
https://login.microsoftoi
2024-07-12 11:32:07

1NIER

SB=: ZIAFE3 URL

IRIFRE: BR=IE (16F) BREEAR £5301 #£358%
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@ Hﬁ \_L:HE ERIKSERE

EEEANSEE > SHhOoiE E, EEHEFARPER URL, BTI/ME IdP BFEE.

SO
SRR
e -
AP Ara BRER CAMBPES CAMBERSN AlraE 0
FFPERURL |,
READ
URL: httpsitencentcloudsso.com/ flogin @
01 02 03 04
BlAF 4 — BEESRICAMIIAF
HRiFRE ‘
HEHE > sEE > BEE > BEE >
FEID -}
EREE B2 0
AFERSR Ve
SeLEn ¢ BAEZ wERr
AFESRS Ve
EELEE) nREEEL ¢ sHSEREL ¢
wEssoBR EECAVAEES ¢ RECAVMAPES ¢

SHPLEFPER ¢

f£ Keycloak ic &
$B—: £ Keycloak FEll@EFi%

1. EEBRER Keycloak, 7£ Manage > Clients i+, i Create client, #ABEERME-

= @IKEYCLC

Clients
Manage realms Clients are applications and services that can request authentication of a user. Learn more [£
Clients list Initial access token Client registration

Manage

Clients Q Search for client > Create client Import client < Refresh 1-7 ~

Client scopes

ClientID Name Type Description Home URL

Realm roles

Users

2. 7£ General settings &3, Client type i%i¥ SAML, Client ID S £ KEHISHH0HI Entity
ID, B Next.
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@ Hﬁ‘fﬂﬁ ERIKSERE

Clients > Create client

Create client

Clients are applications and services that can request authentication of a user.

o General settings 5 SAML -
3 Login settings
@ https://tencentcloudsso.com/saml/

Name (@

Description ®

Always display in Ul & o Off

Back Cancel

3. £ Login settings &R, ESUTERERE, B Save, Tkt Keycloak BIEEE.
Root URL #1 Home URL 55 $E= hiBgI8p+.0BPER URL.
Valid redirect URIs {55 533 — #13REAY ACS URL.

Clients > Create client

Create client
Clients are applications and services that can request authentication of a user.

1 General settings ® https://tencentcloudsso.com login
e Login settings
® https://tencentcloudsso.com login
| Valid redirect URIs b https://tencentcloudsso.com/saml/acs/' (-}

© Add valid redirect URIs

Valid post logout (-}
redirect URIs (®

© Add valid post logout redirect URIs

IDP-Initiated SSO URL
name (3

IDP Initiated SSO
Relay State (®

Master SAML
Processing URL (®

$B_: £ Keycloak T&E &R T

1. £ Configure > Realm settings I, MMZEITH SAML 2.0 Identity Provider Metadata #&#.

IRIRERE: BR=ITE (1bF) BRSEAE $5303 #358%)



EHWSEE

O BHS

Manage realms

Require SSL ® External requests v

ACR to LoA Mapping No ACR to LoA Mapping have been defined yet. Click

@ the below button to add ACR to LoA Mapping, key and
value are required for a key par

Manage
Clients © Add ACR to LoA Mapping
Client scopes User-managed access o Off
Realm roles @
U= Organizations @ o Off
Groups Admin Permissions @ () Off
Sessions
Unmanaged Attributes  Disabled v
Events ®
Signature algorithm RSA_SHA256 v
Configure
SAML IdP metadata
Realm settings ©
Authentication ot @ OpenlD Endpoint Configuration [4

I SAML 2.0 Identity Provider Metadata (4 I

Identity providers

User federation

2. FTARBHMRY, PERFGEFMARIG, BIERE T TEE XML 3,

© B FEFEENRSESHNMERE, BRFES.

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v<md:EntityDescriptor xmlns:md=
xmlns:saml="urn:oasis:names:tc
v<dsig:Signature xmlns:dsig="
v<dsig:SignedInfo>
<dsig:CanonicalizationMet
<dsig:SignatureMethod Al ">
v<dsig:Reference URI="#ID_
i ransforms>
ransform Algor e"/>
Transform Algor ENE

BHEREL

igestValue>wb136 > -

Reference> $TE...
S ignatureValue>HnIm5! 3VBzjg! uCPAnme8bF [7-
SignatureValue>

fEF3 Google FHEFILIER

v<dsig:KeyInfo>
<dsig:KeyName>ULNKhfyB5DY
v<dsig:X509Data>
<dsig:X509Certificate>M
</dsig:X509Certificate>

ZtYXNO

ERER T

RRBVBRIRE
ol oo 1 2)

WhcNMzUwOT Wg

</dsig:X509Data>
</dsig:KeyInfo>
</dsig:Signature>

v<md:IDPSSODescriptor WantAut asis:n 8 TREAEAD >
v<md:KeyDescriptor use="sig

v<ds:KeyInfo> ®wE
<ds :KeyName>ULNKhfyB5DY:!

SH=: #ESHPOLERATEE XML
1. EREKSER > SHROEE > 2E > SSO BRISMIEME(DP)EEX!, HRESHIRHREE.

SSOER

RSBIRMBE(SP)ER v, FEISPITsUERY

https://tencentcloudsso.com/saml/

https://tencentcloudsso.com/saml/
BHREBIDP)ER | GREshiztEEe

https://sts.windows.net/
https://login.microsoftol
2024-07-12 11:32:07

1MER

IRIFRE: BR=IE (16F) BREEAR 55304 #358m)
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O BHS

2. PRI, LE7E Keycloak TEAY7oEER XML 328, SSRECE.

EESEHBER

mEst O LETiiEsy FEE

s -

£ SRORE

it ety

R SSO BEREER, EALIMBIIZEIE SSO ERo

EHWSEE

O HifE: ESHPOEELEN Keycloak AEMAR, #AEEAKSEE> SHEROEE > AP e,

SRinE:
1. Biph O EESHANEHKSEHE > B OER > SHmdid

URL.
BRFILRE

BRFOERR

::lad

49

WREAD

01
eliedzE I

BHEIHE >

BREE

SHPOEN ¢
ERAFA
HITSSOEF

BHPLAEPER ¢

BrP4a RRER CAMAFRFE CAMB BRI
FAFPERURL |2
URL: https:/tencentclou
02 03 04
QURIREE ————— EIEN LA MK S HITHEARR ERELTICAMBIAF
RERE
BEIE > BEE > BAEFE >
ZHID
20
BPERAR
HABZ o EEAP
APESRES
MREERL « SIS TR o

RECAMBERS ¢

2. BEIGAAPER URL, 858R,

IRIRERE: BR=ITE (1bF) BRSEAE

e RYFERITENRERRAS

BRECAMAFES ¢

% NENEN, EEHEHARER
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@ Hﬁ‘fﬂﬁ ERIKSERE

O BAT | SHRLER

BHHPOBEFPER

RIBEHEWIRE, BEERATLIKSESR.

BAIRS B Fithiit - = N
SKEWSHHH0
— RS KD
S REBIUR
. S ERRUKSERER

B .

3. EE@E Keycloak ER0HE, EEWRFERAZBER.
4. BRI, HEASBPROKSHIERR,

& BAE BHROER 0 N

MCAMARBER MCAMAPER
THBRR EHSUIN RE

F3

IRIRERE: BR=ITE (1bF) BRSEAE 55306 $358%



@ Hﬁ \_L:HE ERIKSERE

BpH5 Google Workspace &R
ant]l

mIEEFAYE: 2025-12-3114:45:11

A HIERME Google Workspace 58 ITHEAER (SSO &R ) BIxRHI.

EELE

fitE SSO ERal, BRERHKAFLIE: EEhHhUCIZESZAR . tIE, SHPO0NBREEEMN Google
Workspace HRAREFS—H . BIFIRME, 521 SEEF .

O EE:
Google Workspace #3#5i#id SCIM RZHRPEISHHG
#2320 RE

$H—: HiF SSO 85

1. EREFAKSEE > SHP0
2. EEMSHEE, PEHPEE > RE.

3. 7 SSOER X, (I, EHENEORERE, BE SSO BR,
sE

SSOBT P ==

SH—: SHRSEMME (SP) BR
#EBRSS AL (SP) MRS, E&HEH ACS URL. Entity ID, EEREF5ME IdP WEHEE.
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O BRE

SSOER

| BRssiRatE (SP)ES | v FaspisuEsy

https://tencentcloudsso.com/saml/

https://tencentcloudsso.com/sami/

SRMEIDP)ES SmEsmiRtEiEs

https://sts.windows.net/
https://login.microsoftol
2024-07-12 11:32:07

TMNIES

f£ Google Workspace EE

$J|—: £ Google Workspace HigBERER

1. EBR#A Google Workspace, EEMISHAt=, %F Apps > Web and mobile apps, BEREAAY

Add app, i##F Add custom SAML app.

o Admin Q_  Search for users, groups, settings, or devices

Apps > Web and mobile apps
» = Directory

» CO Devices
vee Apps (1) Addapp ¥ Settings v
v il Apps
Overview + Addafilte Search for apps

Google Workspace
D Name A | Add custom SAMLapp | io°

Additional Google services
O cic Web SAML
Web and mobile apps

Google Workspace
Marketplace apps

> * Generative Al

)

Security
» Data
» 1ls Reporting

» B3 Billing

2. BcE& App name 5, #i CONTINUE.,

IRIRERE: BR=ITE (1bF) BRSEAE

User access Details

ON for everyone  Certificate expires on Jul 7, 2029

EHWSEE

58308 #358m



® H%\_EHE ERIKSERE

App details

Enter details for your custom SAML app. This information s shared with app users. Learn more

App name is required

App icon

Attach an app icon. Maximum upload file size: 4 MB

CANCEL CONTINUE

3. 2 DOWNLOAD METADATA T#Téi#E XML XtdfE, g3 CONTINUE.

X  Add custom SAML app

@ #pp details — @) Google Identity Provider detail

To configure single sign-on (SSO) for SAML apps, follow your service provider's instructions. Learn more

Option 1: Download IdP metadata

DOWNLOAD METADATA

OR

Option 2: Copy the SSO URL, entity ID, and certificate
SSO URL

https://accounts.google.com/o/saml2/idp?idpid=C030p7qz8 [a]

Entity ID

https://accounts.google.com/o/saml2?idpid=C030p7qz8 [a]

Certificate

Google_2030-4-24-0827_SAML2_0 0 =
Expires Apr 24,2030

BEGIN CERTIFICATE
MIIDGICCAI6gAWIBA JAMHwF oTC )

WIND3VUAGH

. p e |
b2dsZSBXb3Jrc3BhY2UxCzAJBINVBAY TAVTMRMWEQYDVQQIEWPDYWxpZm9ybmIhMBAXDTITMDQy

Edv

SHA-256 fingerprint

45:82:71:F0:49:43:3B:B2:EAD8:C5:F 7:94:98:D6:BF:37:AC:85:21:5E:1D:C5.ED:C2:E2BA12:01:6C:6A4B 0

BACK CANCEL CONTINUE

4. £ ACS URL MEE ZE_ hMSH503RENAI ACS URL, Entity ID IHSMS{5.03RENAY Entity ID,
gF CONTINUE,

IRIFRE: BR=ItE (It ) BRSEATF 55309 #358%)



O BAT

X Add custom SA|

© iraeis @

Service provider details

ACS URL

ACS URLisrequired

Entity ID

Entty 1D s required

[m]

Name ID

UNSPECIFIED

Leam more

Basic Information > Primary email

BACK

5. B FINISH, rkeliE.

© wocus @

Y o

Atributes

Google irectory atiributes

ADD MAPPING

Group membership (optional)

Google groups

BACK

App attributes

App attribute

6. Bk User access t&iRAY View details.

= @ Admin

Apps
Overview

» Google Workspace
Additional Google services

Web and mobile apps

Google Workspace
Marketplace apps

» 4 Generative Al
» @ security

» (3 pata

» 1l Reporting

» B Biling

» @ Account

@ Rules

Q_ search for users, groups, settings, or devices

Apps > Web and mobile apps > CICintl

SAML

. cicintl

[2 TEST SAMLLOGIN
¥ DOWNLOAD METADATA
/' EDITDETAILS

W DELETE APP

User access

To make the managed app available to select users, choose a group or organizational unit. Learn more

OFF for everyone

Service provider details v
Certificate ACS URL Entity ID

Google_2030-4-24-0827_SAML2_0 https: 1918  https:

SAML attribute mapping

SAML attribute mapping isn't configured

Map Google directory user profile fields to SAML service provider attributes,

Configure SAML attribute mapping

7. 7£ Service status &2, i%i% ON for everyone, #if SAVE,

IRIFRE: BR=ItE (It ) BRSEATF

EHWSEE

£5310 #358%)



@ Hﬁ‘fﬁﬁ ERIKSERE

= o Admin Q_  Search for users, groups, settings, or devices a8 ® o

Apps > Web and mobile apps > CICintl > Service Status

v i Apps

Overview ) Showing settings for users in all organizational units
CICintl
Google Workspace

Additional Google services Service status PN
All users in this account

Service status
Groups v @ ON for everyone

Web and mobile apps

Google Workspace

Marketplace apps O OFF for everyone
» 4 Generative Al Oroanizational Units - @ Vost changes take effect in a few minutes. Learn more
» @ security Search for organizational units
» Data - test 1 unsaved change  CANCEL SAVE

» 1ls Reporting
» B Billing
» @ Account

SR #EBHEPO LERSTTHIEE XML
1. ERENSEE > SHPOEE > 25 > SSO BRUSPEME(DPIERR, #HRESRRMHER.

SSOEH

RSIRMB(SP)ER L FHSPRBIEL

https://tencentcloudsso.com/saml/

https://tencentcloudsso.com/saml/

SR A (DP)E S

En D https://sts.windows.net/
https://login.microsoftol
2024-07-12 11:32:07

1MEH

2. BRI, LE7E Google Workspace FEAIBASToEURE XML 328,

EESHRHUEER
mErt O HETHiEX FREE

pite by

£ SRORE

5 SSO BEREER, ZAILMMBIIZEIE SSO ER.
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@ Hﬁ‘fﬂﬁ ERIKSERE

QO BiR: ESHHhOEZELE Google Workspace MEHTRZHAR, #AEBRKSEE> SHOPOE
B> AP B,

BRinE:
1. B OSERHAEAKSEE > BAROER > 5ot 0ls NRENAN, BEEHSHARSER
URL.,

SRR

SRR e AT ENREERAS

1 Ll RREE CAMBF RS CAMABBRESH

49 17 26 12 13
[rmaonls

READ
URL: https://tencentcloud o

01 02 03 04
tgmrP /Y ———— QRREEE ————— BN L AMKS HFIHIEALR EEFSTCAMBEF

RIFRE
EEEN > BEI¥E > BEEN > HEIFE >

ZEID o
R EE =N

BPERAR 2
SHROEN ¢ BABE o EHRAP

BPESRE V4
EEAPA DREEHRE o BHSIAURE o
EESSOEF WECAMABES « EECAMEFEY

BHFROAPER ¢

2. BEiHiDAPES URL, REER,

O BAT | sHhLER

BHPOAPER

RS E R

KEAWS SHF0

— BRSNS
=3 = S—EEHIENR
fERBIKS B8RSR

3. EEM@E Google HRIH, EEWRFPERAZBBER.
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@ HE‘.L:HE ERIKSERE

G

Signin

Email or phone w
Use your Google Account

Forgot email?

Not your computer? Use Private Browsing windows to sign in.
Learn more about using Guest mode

Create account

4. BRI, HABBPROKSIERR,

& BlE SRHROER (2] v

CAMBBE R ACAMAIF B

EKSER EKSUIN B
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@ Hﬁ\fﬁﬁ SEEWSEHIE

EBIENRAECE
I RECEBE

mIEEFRAYE: 2026-01-2010:46:01

IRECER S OCAFRARLIKSHEEEREIR, HPES CAM MIMIRRE, RISISEENRE, SrTLAE
RZERASERORAPEKRS LRI

BRSBENIREE

SEPAPXAREREEKRS IR, FEEE—MUREKE. NRKBHMEAPIAFEEZKSHEED
RECE, WEHHHESHEEKSH CAM FiE{TIIREERGER(E. £ CAM FHEHNATNT:
tlE— M EEHBBPOREH CAMAS,
ZCAM & L, KHENREEPIEENRFRIETEESREE
YRS PERHTIETERN, WiSOIB—BHoRME, LESHPORFPILUERAE SSO ERZK
So

EEWSH CAM 2§15 ERILAEE ik CAM ABHISHRMRE, EFEEHTEIEHMRRERE

BB ENRECE

MRBREECEMEEWSS, ENREERETEE, IETEASANEMRZTRAKSH, LHIIEREFD
EWMEE (RINFFEIRRFREE ) AReETFEY.

IRIRERE: BR=ITE (1bF) BRSEAE £5314 #1358,



@ Hﬁ\fﬁﬁ SEEWSEHIE

IRACE

mIEE#AYE: 2025-01-15 15:21:22

RMEnR

AXHENBIRVREE . SEURRE. BIMURREIR(E
HMES TR

FESRACE

1. CEREAKSEE > S5H0,

2. #EMISHE, gE CAM BZ > HREE.

3. ENREETE, PEMENRICE.

4, EMENRERER, REUTESMMSR, RARBET—F.
BURSHR: wiksH, E=ERLRAE—.
PURER: AliESE, SUREERERER.

& HENREE

O =562 >

TREREFR *

TRBRFEAR

5. BEEXERER, WLUEERESA\CH TR ERESRE.
SANEREEE

IRIRERE: BR=ITE (1bF) BRSEAE 58315 #358m


https://console.cloud.tencent.com/organization/cic-overview

O BHS

< EREE

@ =z > @ smEm

SAERIEE

EIERR (3059 %)

L5 PRERFE AR T

QcloudABReadONlyAccess

- )
R (AB) RIEBIRE = e
QcloudAccessForASRolelnAutomationTools
- )

SR (AS) SRMEEIEACBNT TAT R, N TR
QcloudAccessForCLSRolelnAccesskMS " =5 e
B E RS (CLS) MEME (CLSQCSRole) WTXE, AT OLS L.

QcloudAccessForCLSRolelnCDB " i s5 T
VORI E SRS (CLS) BEME (CLSQCSRole) MTXM, AT CLS HHIC...

Q/ClOudACCESSFOrCLSRulelﬂC\SETL 55 AR

| SEEEAN T e

[ aexses

BiEE2 &

R

QloudVPCReadOnlyAccess

WHEME (VPC) RIEIHERNER

m

Organization Access

Controller Policy

RMBEX R . BEXREEA CAM BIREIEX, BiXiglE, 20 155510,

ATLAEIE AT 446 SRS A P 2R Bl B RE SRS EETJ'%, 1% UV U

k&iEd JSON SIZBEMRES. EEEEE imzl

B SRR

IR SRR AL ER JSON

Y@ wurms
BR (Effect) * a% O
5 (Service) * BEIRES
&I (Action) -

ZR (Resource) *

#f# (Condition)

RONARR

FRE: 0 (RB6144)

[~
6. BRERRE.

ERENRKE

EEREEKSEE > S({Hdi,

. EEMSHE, gE CAM BZ > NREE.
. ENURECETHE, PEEIFRECESR.

. BEENUREENERER.

. PEMRRERE, EEMIRGEENFURRE.

oA W N

IRIRERE: BR=ITE (1bF) BRSEAE

T REEE LR E MR o

EHWSEE

WENE 2
FRBREE
TR (<]
B SRE (<]

B G

e RkER IR B E S RES -
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O BHS

< QRERE

BXER

WREESH  test3 REED  rc-

BlERRE 2024-09-13 11:10:12 ERA 1 2024-09-13 11:10:12

SUEFENE 3600 2

TR BE X R BnE

RIS

REEEM SRR ) TREERE

Access 2024-09-13 11:10:43 TSR

6. BLEAENRHRE, EENREENEENRE.

< WREBEFE
BFER
PIREEE  test3 URECEID
L) 2024-09-13 11:10:12 B3 2024-09-13 11:10:12
SiESEED 3600 B

TR R B SRR BE

RIS SARBEE

RIBEIR SRR ANRS 18] PREEE

test3 2024-09-13 11:10:42 BE SRR

7. BERPERE, EEZIIRIECHENERKS

< NREEHE

BXER

IR E & test3

BRG] 2024-09-13 11:10:12 B 2024-09-13 11:10:12

LIESENE 3600 &

TR B SR e

ERECAMABREY

RAKSEM/ID BlEAT

SR
2024-09-13 13:02:51 2024-09-13 13:02:51
2024-09-13 11:11:16 2024-09-13 11:11:16

R PRECE
AR

HMIFRURECER, BHRFRINIRECE SREFRIATXEX:
TRl ERER MR EPIIFURRE

BEMXEE: SEERRMURECE Y B E SERE
HE: BEEFRRZOIREEERRWSHRIEE

IRIRERE: BR=ITE (1bF) BRSEAE

BB

BB

3

AE

W B

i

RISEE

BIREE

EHWSEE
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O BHS

RMETR

1. CEREREAKSEE > SHh0 .

2. #EMISHE, BEE CAM BZ > REE.

3. EREETHE, REBEFURECERIETIAMER.
4. TEMIRFIPRECERTIEE, PERE.

RREEE

(0]

FRIREE

AREE SR i

SR TR . TN, B 3

B2 SRR

testl

2024-09-10 16:37:31 2024-09-10 16:37:31

IRIRERE: BR=ITE (1bF) BRSEAE

EHWSEE

CICIRFREEEMHE &

R EEE MR AR PRAC B D ? @

kR
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O BAT
BIBFIZ R

mIEE#AYE: 2025-01-15 15:21:22

EHWSEE

A AN EEETNLRIEARE, SIERMFNLREE . MIFFRRE . SMURRERARSTLIERE205MIR

RO

A FER:

o

DN SRR

1. CERKREAKSEE > SHHh0 .

2. EEMSHE, gE CAM BF > NREE.
3. EREETHE, REBEFUREESR.
4, EFRSRRENE, ISR TR SRR o

5. BT iRDNERRE

< DRECEFE

BXER

TR R BESRE nE

| wnmm |
IR R NATIE] AR

THIEARER 2024-09-10 16:42:37 ey

IRIRERE: BR=ITE (1bF) BRSEAE

AINskMFFRIRREERE, MRNIREECEEAEERSH, BF

EEMMENREE, FrEAEWKSHE
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O BHS

6. TERDNSRREMEIR, HFDEMRRE, PERE,

ARnsREs

EIRERE (H 173 %)

HER

QcloudAccessForLVBRole
QcloudAccessForLVBRole

QcloudAccessForNARMSRole

ol =Bl

TR EREE

TR SR

PREEEE = R B U R 45 (NARMS R IEARBR. .

QcloudAccessForOceanusRole
QcloudAccessForOceanusRole

QcloudAccessForVTSRole
QcloudAccessForVTSRole

QcloudCDMFullControl

TER PR SRR

TR ERE

TR ERE

FRIR R

1. BEBFRIRREERETIR MR

2. FERHRIHEIE, PERE.

< IREEFHE
EXER
WREE B ~testl
BURLET 2024-09-10 16:37:31
S4ETE 3600 2

TSR B SR BE

ARNEREE
REEEIR

TAIEHRIR

IRIRERE: BR=ITE (1bF) BRSEAE

FRBER AT 8]

2024-09-10 16:42:37

BiiE o &
Q REER
-
HRE BUH
2024-09-10 16:37:31
[P
it

TR MRS AR SRARIT?

BRET 3
WES LN, ERIARTHEMER?
WE

e

M

EHWSEE
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@ HE‘.L:HE ERIKSERE

BIEEEMNRE

mIEE#AYE: 2025-01-15 15:21:22

AXHENBERBENRIBINRE, SERNIEENERE. EXBECRIEFBREENRE . BEXRIEASH
RAKEHN61441NFH

A FER:
0. EMERRREENERE, NMENIREECEWNEERRKSH, BEEEHPEHOEE, F6E
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