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1& A Features

The recent updates have streamlined access when it comes to managing your information in NPPES, PECQOS,
PEPPER, and CBR. If you accessed any of these systems prior to October 7t" 2013, your existing account will still
work just as it did previously and has been updated to take advantage of the new features.

Create an Account

Depending on the type of user you are, and how you have set up your account, I&A will allow you to access
various CMS computer systems such as NPPES, PECOS, PEPPER, and CBR and perform actions such as creating an
NPI or updating Medicare Enrollment information.

Retrieve and Reset Forgotten Usernames and Passwords

All Users will have the ability to retrieve forgotten user IDs and reset forgotten passwords through the online
tools, rather than contacting CMS External Users Services (EUS).

Unlock an Account

Users who lock their account by incorrectly entering the User ID and/or Password will have the opportunity to
unlock their account through the online tools, rather than contacting CMS External User Services (EUS).

Register to access CMS Systems on behalf of your Organization

Authorized Officials and Access Managers will be able to add their Organization as an employer in I&A, in order
to access PECOS, PEPPER, and CBR on behalf of their Organization, or so their 3™ Party Organization can work on
behalf of Providers.

Add and Manage Staff within your Organization

I&A allows Authorized Officials and Access Managers to add and remove Staff from their Organization and
control the functions accessible to those staff.

Work in CMS Systems on behalf of Individual or Organizational Providers

I&A allows its users to quickly and securely manage connections between Individual Providers or Organizational
Providers, and their relationships with Surrogates who work on their behalf.

IMPORTANT NOTE:
Registering/Updating Information in the Identity & Access Management (I&A) System

Registering or updating information in the I&A system does not automatically enroll you in Medicare, register
you for an NPI, or perform any other actions or updates in the PECOS, PEPPER, CBR, or NPPES systems.

If you created your account prior to October 7" 2013, and the information shown under your profile information,
employers, or connections is not accurate please see the Frequently Asked Questions (FAQ) for more information
on how to update your information.

01/20/2026 3
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Connections in the Identity & Access Management (I&A) System

Group Practices or any other Organization who act on behalf of Providers as Surrogates, and have 1,000 or more
Connections to Individual Providers (IPs) in the Identity & Access Management (I&A) system may experience an
issue when attempting to access records for these providers in NPPES, PECOS, PEPPER, or CBR. Until a fix can be
implemented you can avoid any issues by reducing the number of IPs that any one Staff End User within your
Organization has connections to within I&A. If a user acts on behalf of 1,000 or less IPs they should not have any
issues accessing records within NPPES, PECOS, PEPPER, or CBR.

What Type of User are You?

Review the terms. Which term best defines you and your organization? Depending on your situation it may
change.

Individual Provider/Supplier

e Anindividual that provides services to Medicare beneficiaries and submits claims to Medicare and/or
reassigns benefits to an Organizational Provider (such as a group practice or hospital) that submits
claims to Medicare on their behalf (e.g., Provider working for a Group Practice, or Solo Provider).

e Must have or be eligible for a Type 1 NPl in NPPES.

Organizational Provider

e An Organization that provides medical items and/or services to Medicare beneficiaries (e.g., DMEPOS
Supplier, Physician Group Practice, Hospital, etc.) that submits claims to the Medicare Part A and/or Part
B programs

e Must have or be eligible for a Type 2 NPl in NPPES.

3" Party Organization

e Athird-party organization (e.g., billing agency, credentialing consultant, or other staffing company)
that has business relationships with Individual Providers or Organizational Providers to work on their
behalf.

Authorized Official (AO)

e An appointed official of an Organizational Provider or 3™ Party Organization with the authority to
legally bind that organization and conduct business on behalf of the organization. If an Organizational
Provider, also ensure the organization’s compliance with Medicare statutes, regulations and
instructions.

e Able to initiate or accept surrogacy connections, and manage staff on behalf of his or her
organization.

Access Manager (AM)

e Anindividual, delegated by the Authorized Official of an Organizational Provider or 3" Party
Organization, with the authority to legally bind the organization and conduct business on behalf of the
organization. If an Organizational Provider, also ensure the organization’s compliance with Medicare
statutes, regulations and instructions.

e Able to initiate or accept surrogacy connections, and manage staff on behalf of his or her
organization.

01/20/2026 4
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Staff End User (SEU)

e Anindividual (e.g., Credentialing Specialist, Office Manager, etc.) who has been approved by an
Authorized Official or an Access Manager of an Organizational Provider or 3™ Party Organization, or
who has been approved by an Individual Provider, as an employee of that Organization, or is
employed by that Provider.

e An employee of an Individual Provider or Organizational Provider that is authorized to access, view,
and modify information within a CMS computer systems on behalf of their employer

Surrogate

e An Organizational Provider that has a business relationship with an Individual Provider to access,
view, and modify information within CMS computer systems on their behalf;

OR

e A Third-Party Organization that has a business relationship with an Individual Provider or
Organizational Provider to access, view, and modify information within CMS computer systems on
their behalf.

What You Can Do?

Act on behalf of a
Provider in CMS
systems

Represent an Manage Approve/Manage
Organization Staff Connections

Role

Individual Provider

Authorized Official

Access Manager

Staff End User

Surrogate

01/20/2026 5
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Examples - Setting Up Your Account and Gaining Provider Access

Create Your Account

If you have received an Invitation E-mail containing a PIN and you don’t yet have an I&A account, follow the
instructions in section How New I&A Users Register from a Staff End Users (SEU) or Access Manager (AM)
Invitation.

If you have received an Invitation E-mail containing a PIN and you already have an I&A account, follow the
instructions in section How an Existing I&A User Responds to a Staff End Users (SEU) or Access Manager (AM)
Invitation Access Manager (AM).

page
Y8 Create Account Now ’ button or select the register link on the I1&A login

and you will be navigated to the User Registration page.

01/20/2026 6
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=nters for Medicare & Medicaid Services

Identity & Access Management System

Help

The Multi-Factor Authentication (MFA} palicy has changed. Your MFA &-mall will match your T&A profile primary & mall
@ Halp Dask if you have any quastions.

addrazs. Pleaso contact

Eutharized s o able to =ign in to the Identity & Access Management System. If you are 2 new user you must first regis

e Tal key. Tabbing past this

Aswistive technology users can navigaie Lo and select the 'Close’ button on the pop-up by pressing
win to the previous facus paint.

button may mave focus away from the pop-up content. If this happans, use the Shift + Tab keys to n

Sign In One account to access multiple systems

Create one account with the Identily & Access Management
* Ingdicates required field{s] System 10 manage access to NPBES, PECOS, PEFPER, and CBR,
manage staff, and authorize others to access your Information

* Ugar TD:
I IMPOATANT! - Every intividual user with acoess to tha 183
o sysbam iz responsible for;

= Kagping login intarmation sacurs

* Password:
T s Selecting strong passwords.
Reporting any unautherized usa of accounts,

[2] Forgot

of login Information is st

prohibited!

word

7] Refriave Fomotten User [0
l_ - Usa this system to registar for

¢ your FIN [ ] *E (:0 S Madicare ar update your current
Sy ent information.

Tl Usa this systam to apply for and
1] N.‘ j i S managa Hatianal ider

Idenitifiers (HPL=).

Nusons P 4 Frivoe Enemevasa:

Usa this systarmn as a guida for
PEPPER :v::s 2 mentarg e
L help providers igentify and

Prevent payment arors.

Uss this systern o evaluate

vidual billing repart pattermns
o compara billing practices to
peers in the sama state and
across the nation by spedially,

Fregquently Asked Questions
Ancwars to comman questions about registration, wha
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1. Enter your email address and the text seen in the image on the User Registration page. If you have
trouble seeing the image you can either select the Listen to Audio link or select the

@ icon to have the image refreshed.

Once you have successfully entered the required data, select the Submit button

/(:/I\; S Centers for Medicare & Medicaid Services

Identity & Access Management System Help

User Registration

* indicates required field(s)

[\ Note: The e-mail address provided must be a
unique e-mail address for you, and will be the
e-mail address used to contact you regarding
your user account.

Quick PoF Frequently
Reference i Asked
* E-mail Address: Guide A Questions
Overview of features Answers to common
* Confirm E-mail Address: and tools to manage questions about

our account. registration, who should
r
| | register, and how to
manage your account.

Listen to audio

# Enter the text from the image above:

N | -

01/20/2026 8
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2. Enter the required data on the User Se
Security Questions and Answers cannot

having a unique answer (different from

curity page and select the Continue button.
be duplicated. You must select 5 different questions, each

the other 4 answers).

CM S Centers for Medicare & Medicaid Services

User Registration - User Security

Step 1 M step 2 M step 3
User Security User Info

Identity & Access Management System Help

# indicates required field(s)

* User ID:

| |
* Password:

| |

#* Confirm Password:

Please select five different security quest

# Question 1:

User ID Compliance:

* Must be 6-12 alphanumeric characters and unigue within the Identity &
Access Management System and NPPES.

* Must not contain more than four numeric characters, any spaces, or any
special characters.

* Must not contain personally identifiable information such as SSN or NPI.

Password Compliance:

# Must be 8-12 alphanumeric characters.

# Must contain at least one letter.

# Must contain at least one number.

®

$ Must not contain any invalid special characters.
# Must not start with numeric characters.

# Must not contain three repeating characters.

¥ Must not be the same as your User ID.

# Password must match Confirm Password.

ions and enter their answers below:

* Answer 1:

|Selecl

* Question 2:

|Select

* Question 3:

|Selecl

* Question 4:

|Selecl

#* Question 5:

|Selecl

] | |
* Answer 2:

V] | |
* Answer 3:

] | |
* Answer 4:

] | |
* Answer 5:

™) | |

oo ) |-
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3. Enter the required data on the User Information page and select the Continue button.

@ S Centers for Medicare & Medicaid Services = SomENiot  Sign Out

Identity & Access Management System Help

User Registration - User Information

Step 1V Step 2 M step 3 M Fina
User Security User Info MFA Setup Review
Please provide the details below. They will be used to verify your identity. « Back to Previous Page

* indicates required field(s)

#* First Name: * Personal Phone Number:

| | |

Middle Name: * Home Address Line 1:

| | | |
* Last Name: Home Address Line 2:

| | | |
Suffix: * City:

| & | |
* Business Phone Number: * Country:

| | |United States V|
Fax Number: * State/ Province/ Territory:

| | | SE - Select One ™|
* Date of Birth: (MM/DD/YYYY) * Postal/ZIP Code:

| | |

* SSN:

Primary E-mail Address:
sam.elliot@email.com

[conme ) [

01/20/2026 10
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4. The system will attempt to standardize your address to meet USPS standards. If the standardized
address is different from what you entered. The system will alert you. We encourage you to use the

standardized address unless it is incorrect.

v

Select your address

A\ Important Note: Your address has been standardized.
Your address has been standardized to USPS standards to your ensure contact
information is accurate. Both the address you entered and your standardized
address are displayed below. If the standardized address is incorrect, you may
choose to use the address you entered by selecting it below. If you wish to modify
the address, select Cancel to return to the address entry page.

* Use Standardized Address:

719 W Holly Ave

Sterling, VA 20164-4621
United States

Use The Address I Entered:

719 W Holly Ave

Sterling, VA 20164
United States

=0

-
(x)

01/20/2026
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5. You will be required to set up at least one Multi-Factor Authentication (MFA) method. And will be
given the option to set up a second (alternative) method. Select your Primary Authentication Method
from the dropdown list and select Continue.

S Centers for Medicare & Medicaid Services RS SanEliot | Sign Out

Identity & Access Management System Help

User Registration - Multi-Factor Authentication (MFA) Setup

n Step 1V n Step 2 v Step 3

User Security User Info MFA Setup

=i
o
[y

= Back to Previous Page
* indicates required field(s)

We need a way to deliver a temporary code to you to verify your identity. We can do this via a phone
number (either by voice or Text/SMS) or you can choose to have it sent to you in an e-mail. You must
enter this code on the next page.

You must identify at least one method for receiving your verification code; however, you may provide
up to two different methods.

Please note the following Text/SMS and Voice Call Details:
* International phone numbers are not supported.
# Standard message and data charges may be applied by your carrier.

* By entering a Mobile Phone Number, you are certifying that you are the account holder or have the holder's
permission to use the phone number to receive a Text/SMS message.

Please select a Multi-Factor Authentication Method:

* Authentication Method:

Select Primary Authentication Method ﬂ |

(conmee ) [

¥ Authentication Method:

Phone Number Text/SMS h
E-mail Address
Phone Mumber Voice Call

01/20/2026 12
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6. If you select E-mail Address, the e-mail address will be pre-populated with your primary e-mail
address you entered when you started registration, however you may change it.

S Centers for Medicare & Medicaid Services R somERist  Sign Out

Identity & Access Management System (7] Help

User Registration - Multi-Factor Authentication (MFA) Setup

l Step 1 W l Step 2 v Step 3

User Security User Info MFA Setup

# Back to Previous Page

* indicates required figld(s)

We need a way to deliver a temporary code to you to verify your identity. We can do this via a phone
number (either by voice or Text/SMS) or you can choose to have it sent to you in an e-mail. You must
enter this code on the next page.

You must identify at least one method for receiving your verification code; however, you may provide
up to two different methods.
Please note the following Text/SMS and Voice Call Details:

» International phone numbers are not supported.

» Standard message and data charges may be applied by your carmier.

= By entering a Mobile Phone Number, you are certifying that you are the account holder or have the holder's
permissicn to use the phone number to receive a Text/SMS message.

Please select a Multi-Factor Authentication Method:

* authentication Method:
E-mail Address |

You can use the E-mail Address associated with your I&A account or enter a new one.

* E-mail Address where you will receive your verification code

|sam.e||iot@email.com |

Select the Send E-mail button to verify that it works.

| con

01/20/2026 13
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If you select Phone Number Text/SMS, you must enter your 10 digit phone number.
Please select a Multi-Factor Authentication Method:

* Authentication Method:
[Phone Number Text/SMS [v]]

* Phone Number:
Enter your 10 digit phone number the way you normally dial it.

((703) 5551212 |

| o

If you select Phone Number Voice Call, you must enter your 10 digit phone number, and have the ability
to enter an extension.

Please select a Multi-Factor Authentication Method:

* Authentication Method:
|F’hn}ne Number Voice Call |

* Phone Number:
Enter your 10 digit phone number the way you normally dial it.

(703) 5551212 |

Extension:
Enter your phone number extension if applicable.

|12345 |

Y | o

01/20/2026 14
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7. Enter the code you receive and select Verify Code.
If for some reason you do not receive a code, select the link (Resend E-mail, Resend Text/SMS or Call

Again) to have a new code sent to you. If you need to change your method or update your e-mail
address (Phone Number, if you selected Text/SMS or Voice Call) select the Back to Setup Page link to

start the set up again.

Centers for Medicare & Medicaid Services = SR 304 | Sign (

Identity & Access Management System Help

User Registration - Multi-Factor Authentication (MFA) Setup - Verify Code

nstepl\/ nstepz\/ Step 3 7 Fir

User Security User Info MFA Setup

« Back to Previous Page
* indicates required field(s)

An E-mail was sent to mhidi06@gmail.com

enrcose [ )

Meed to make changes where you receive your code? Back to Setup Page

Cancel

If you selected Phone Number Text/SMS, you will see the following on the verification page

01/20/2026 15
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AS Centers for Medicare & Medicaid Services Rl mbsditd.  Sign O

Identity & Access Management System (@) Help

User Registration - Multi-Factor Authentication (MFA) Setup - Verify Code

I Step 1V IStep 2v Step 3 M Final

User Security User Info MFA Setup Review

« Back to Previous Page
* indicates required field(s)

A Text/SMS was sent to (518) 488-9758

)

Haven't received a Text/SMS yet? Resend Text/SMS

Need to make changes where you receive your code? Back to Setup Page

Cancel

If you selected Phone Number Voice Call, you will see the following on the verification page

« Back to Previous Page
* indicates required field(s)

A call was made to (518) 488-9758

evrcose ||

Hawven't received a call yet? Call Again

Meed to make changes where you receive your code? Back to Setup Page

01/20/2026
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8. Your Primary MFA Method was successfully set up. You may now choose to either set up an
alternative (second) method, or Complete your registration.

Logged in as SamElliot Sign Out

Identity & Access Management System (2] Help

User Registration - Multi-Factor Authentication (MFA) Setup - Primary MFA Setup Complete

Step 1 ¥ Step 2 W Step 3 M Fin
User Security ) User Info ) MFA Setup ) ]

(D Congratulations, your Phone Number (703) 555-1212 X 12345 was successfully verified! This will be used to
verify your identity upon logaging in.

If you wish to set up an Alternative MFA method, please select Begin Alternative Setup.

Begin Alternative Setup '

e

9. Your registration is complete, select the Continue to Home page button to be navigated to your I&A
Home page.
User Registration - Registration Complete

IStep v IStep 2w Step 3 ¥ Final

User Security User Info MFA Setup Complete

‘ (D congratulations, your account has been successfully created.

« If you are an Individual Provider, you will be able to see all associations with your NPL.

« If you are an Authorized Official or Access Manager, you will need to add your employer(s) to manage staff and
connections associated with your employer(s).

« If you are a Staff End User, you may add your employer and ask an Authorized Official or Access Manager associated
with your employer to grant you access; or you can ask an Authorized Official or Access Manager associated with your
employer to invite you to work on the behalf of the employer.

Continue To Home Page ’

01/20/2026 17
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10. You have successfully created your I&A account.

CCr MS Centers for Medicare & Medicaid Services

Identity & Access Management System

Home My Profile My Connections

Logged in as jhuserD114  Sign Out

] Help

Home
Welcome to the Identity and Access Management System!
Are you an Individual Provider?

We have not been able to locate an NPI record that matches the information you
provided. If you are an individual who provides health care services, please ragister for
an NPT (or update your existing information) before you login to any additional CMS
systems.

Are you responsible for an Organization?

If you are the Authorized Officlal or Access Manager for a Healthcare Organization {or a
3rd Party Company, such as a billing or credentialing management company that does
not provide health care services, but works on behalf of health care providers), select
the My Profile section and add your employers to begin the approval pracess

None of abovs

1f you do not match either dascription above, please raview the Frequently Asked
Questions (FAQ) below and/or contact your supervisor and ask that they invite you to
register as a member of their staff. If they have not registared already, they will need
to do so.

- Quick Reference Guide
Overview of features and tools to manage your account.

Frequently Asked Questions

your account.

News & Alerts

(D EUS Contact Information:
CMS External User Services
Mail Stop DO-01-50 7500
Security Blvd.

Baltimore, MD 21244-1850
https: /feus cms.govfhelpdes
Kepi/eus/iarhome

Application Links

NPPES
National Plan and Provider
Enumeration System

PECOS
Medicare Provider
Enroliment, Chain, and
Ownership System

PEBPER
Program to Evaluate
Payment Patterns Electronic
Reports (PEPPERs)

CBR
Comparative Billing Reports

Answers to common questions about registration, who should register, and how to manage

01/20/2026
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(EM S Centers for Medicare & Medicaid Services RERRE T PS8, Sigm Out

Identity & Access Management System

7] Halp

Home My Profile My Connections

My Profile

My Information
Mame: Jessie One-fourteen Contact Address: 12500 Union Church Rd

Sumerduck WA 22742-1942

Date of Birth: 41,/14/1000 United Statas
SN J0O-K- 1426
Business Phone Mumbar; 3724-324-3434 Contact Phone Mumber; 232-137-1323

Primary E-mail Address: [hlil4fitest.com

Secondary E-mail Address:

Madify My Informatian

Password Multi-Factor Authentication {MFA)
vour Password will explre in 60 day(s). Satup/Changs your MFA Methods
Change Fassword MFA Satup »

Securiby

Change Sscurity Questions & Answers =

Employer Lnfarmation

The Emplayer Information table displays your role and status with the employers you are associated with. F you are an
Individual provider, your NP1 will e listed below ag an employer with a role of Authcerized OMcial.

Show:
W all Employers
| Omby Approved Employars
! Only Approved and Pending Employers
L) Only Cancelled, Disassocialed, and Rejectsd Employers

Search By: *Employer Hame Search Clear

Mo Employars Exist.

My Role wilth thiz My Slalus with

Cmployer = this Cmployer = PECOS NPPES PEPPER CEBR

Employer =

If you wish Lo add an employer, cick "Add an Employes™. | Add in Employsi

If you are requeasting to ba an Authorized Offfcial or Access Manager for an employer and you are an approved
Aunthorired Official or Delegated Official in PECOS for that employer, your request may be automatically spproved
within 24 hours.

01/20/2026
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Forgotten Password or Account Locked due to Invalid Password Attempts

Your account will be locked if you incorrectly entered your User ID and/or Password three times. When this
happens you will receive the following error message and will have the opportunity to unlock your account
online by resetting your Password.

@

Attention: This user account is locked. Please select Forgot Password to unlock your account.

1. Select the Forgot Password hyperlink within the error message or below the Sign In button on the 1&A
Sign In page.

2. Onthe Reset Forgotten Password — User ID page, enter the User ID associated with locked account and
select the Continue button.

CCMS Centers for Medicare & Medicaid Services

Identity & Access Management System Help

« Back to Previous Page

Reset Forgotten Password - User ID

* jndicates required field(s)

* User ID:

Retrieve Forgotten User ID

Continue 3
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3. Onthe Reset Forgotten Password — Challenge Information page, you have the choice of either entering
the User Information associated with your locked account or answering three of your Security Questions.
Enter the data and select the appropriate Continue button.

~ Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Reset Forgotten Password - Challenge Information

« Back to Previous Page

M\ Note: To reset your password you will need to successfully complete one of the following two options:

1. Correctly answer three Security Questions associated with your account.
2. Enter the User Information associated with your account.

If you choose Option 1, and are unable to correctly answer three of the Security Questions associated with your account,

you will be required to complete Option 2 and correctly enter the User Information associated with your account before
being allowed to reset your password.

¥ indicates required field(s)

Security Questions OR  User Information
*Security Question 1: * Social Security Number (Enter Last 4
What size shoe do you wear? Digits):

*Security Question 2: * Date of Birth:
What is your favorite food? Ex: (MM/DD/W)

*Security Question 3:
Who is your mortgage lender? * First Name:

* Personal Phone Number:
* Home ZIP/ Postal Code:

01/20/2026 21
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4. Onthe Reset Password page, enter your new password and select the Reset button.
The Password Compliance section of the Reset Password page will aid you in creating your new password.
When the compliance is met, you will see a green checkmark next to the compliance. When compliance is
not met, you will see a red X.

CMS Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Reset Password « Back to Previous Page

#* indicates required field(s)

Please enter a new password, and the new password again for verification:

* New Password: Password Compliance:

| | Must be different from your previous 6 passwords.
Passwords may only be changed once every 24 hours.

Must be 8-12 alphanumeric characters.

Must contain at least one letter.

Must contain at least one number.

Must contain at least one valid special character.

Must not contain any invalid special characters.

Must not start with numeric characters.

Must not contain three repeating characters.

Must not contain first name or last name.

Must not be the same as the User ID.

New Password must match Confirm New Password.

* Confirm New Password:

RRRILAXRRRLLKE

| conce

Be sure to view the list of valid special characters by hovering your cursor over “valid special character”

Please enter your current p d, a new p d, and the new password again for verification:

* Current Password: Password Compliance:

Must be different from your previous 6 passwords.
| | +* Passwords may only be changed once every 24 hours.
Must be different frem the previous paszsword by at least 6 characters
Must be 8-12 alphanumeric characters.
Must contain at least one letter.
Must contain at least one number
Must contain at least one valig
Must not contain any invalid
Must not start with numeric characters.
Must not contain three repeating characters.
Must not contain your first name or last name.
Must not be the same as your User ID.
Mew Password must match Confirm New Password.

* New Password:
| |

* Confirm New Password:

ecial Characters: @ # &) ( -

HERRENEERERE
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e When you receive the Reset Forgotten Password — Confirmation, you will have successfully unlocked
the account without involving EUS. You can then select the Continue to Login Page button to login to
I&A or navigate to the NPPES/PECOS/PEPPER/CBR system and login.

Reset Forgotten Password - Confirmation

;'-. Your password has been reset.
AP

Continue to Login Page '
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Retrieve Forgotten User ID

On the 1&A Sign In page select the Retrieve Forgotten User ID hyperlink.

On the Retrieve Forgotten User ID - Information page, you can chose to enter your E-mail
Information OR User Information associated with your account and then select the Continue
button.

When you choose to enter your E-mail Information, on the Retrieve Forgotten User ID -
Confirmation, you will see that your user ID has been sent to the e-mail address provided. Select
the Continue to Login Page button to continue.

When you choose to enter User Information associated with your account, on the Retrieve
Forgotten User ID - Confirmation page, you will see the user ID associated with your user
information. Select the Continue to Change Password button to continue.

On the Reset Password page, enter your new password and select the Reset button.

On the Reset Forgotten Password - Confirmation page, you will see that your password has been
reset. Select the Continue to Login Page button to continue. You will also receive a confirmation
e-mail informing you that your password has been changed.

See an example screen shot of the Retrieve Forgotten User ID - Information page below

01/20/2026
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(I\; S Centers for Medicare & Medicaid Services

Identity & Access Management System (z) Help

Retrieve Forgotten User ID - Information

« Back to Previous Page

/i, Note: You have two options for retrieving your User ID.

1. To have your User ID e-mailed to you, enter an e-mail address associated with your account.
2. To have your User ID immediately displayed to you, enter the User Information associated with your account.

If you choose to receive your User ID by e-mail and do not receive the e-mail within 24 hours, please return to this page and

enter the User Information associated with your account.

* indicates required field(s)

E-mail Information OR  User Information

* E-mail Address: * Social Security Number (Enter Last 4 Digits):

# Date of Birth:

\ |

* First Name:

| |
# Last Name:

\ |
#* Personal Phone Number:

\ |

#* Home ZIP/ Postal Code:

\ |
CE—

Logging into I&A with MFA

e First you enter your User ID and Password, and select the Sign In button.
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CM'S Centers for Medicare & Medicaid Services

Identity & Access Management System 7] Help

The Hulti-Factor Aufhenficabion (MFA} palicy has changed. Your MFA e-mall will match your T&A profile primary e - mall
addrocs. Ploace contact the Help Dachk if you have any quostions.

Autharized wsers are able to sign in to the Identity & Access Management System. If you are a new wser you must first registen

Aszislive Lechnology users can navigale Lo and sslecl the 'Close’ bullen on Lhe pop-up by pressin @ Talr kiy. Tabbing past this
button may maove focus away from tha pop-up cantent. If this hapgans, use the shift = Tab keys to return to the previous focus paint.

Sign In One account to access multiple systems

Creale one sccount wilh the Idenlily & Access Mandgement
¥ Indicates required fieldds] System fo manage access tn NPBES, PECOS, PEPPER, and CBR,

anage staff, and au ze athars 5 ati
= uear I0: managa staff, and authorize others to acoass your Information

[ IMPORTANT! -« Every individual user wilh access lo the 1da
= zysham iz raspansibla far;

« Kaaping login intarmation sscura

+ Salecting strong passwards.

+ Raporting any unauthorzed usa of accounts,

1hon is strictly prohibited]

[#] Fergot Fassword

7| Eetrieve Forgotien Wser 10
[_ ; Uza this systam ba registar for

E: En yoir FIN L ‘E Co S Madicare ar update your current
Sy enrolfment information.

7] Uza this cystam to apply for and
1 N.‘ J I S manage Natianal P

Ideniifiers {HPLs).

Madons Fias 4 Provedey Semevilla? Spsew

Usa this systam as 3 guide for
PE PPE R auditing and menitoring cfforts
\ avi i it
ey, 1 2P pravidens identify and

=i prevant payment arrors,

U=z this system to evaluate
individual Blling report patterns
tn compara billlng practices ta

| Cimjsratie Rillsng Arpos |

poars in the sama state and
across the dalion by specially,

Quick Referenoe Guide
Ovarviaw of fasturas and tools
Lo FARG g yOur acoodn

Freg ly Asked Questi
Ancwiars to commen quastions about registration, wha

shaild register, and how Lo manage your socounml

To lanrn maore about Multi-Factor Authentication (MFA) click here
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1. Then you select which MFA methods you wish to use authenticate. If you have only defined/set up one,
then you will only have one choice. Select the Send Verification Code button to have your code sent to
your selected device.

Identity & Access Management System (7] Help

Multi-Factor Authentication (MFA) - Method

* indicates required field(s)

We would like to send you a code to verify your identity.

* Select where you wish to receive your verification code:
® primary Authentication Method: Phone Number Text/SMS: (xooc)bo0x-4846

) Alternative Authentication Method: E-mail Address: 1*****@TPGSI.COM

Meed to make changes where you receive your code? Resst MFA

| o
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2. You will then be asked if you are logging into the system on a Public or Private device. If you are using a
private device, and you agree to let the system store a cookie on your device browser, you will be able to
bypass MFA when logging into I&A for the next 24 hours.

Enter your code and select the Verify Code button. If you are having trouble getting the code or need a new

code sent, select Send New Code.

(;I S Centers for Medicare & Medicaid Services B R veros rase i

Identity & Access Management System (2) Help

Multi-Factor Authentication (MFA) - Verification

# indicates required field(s)

Your Verification Code will be sent to:

* Select where you wish to receive your verification code:
O pPrimary Authentication Method: Phone Number Text/SMS: (xxx) xxx-9758

@® Alternative Authentication Method: E-mail Address: m*****@gmail.com

* Are you logging in to the system on a Public or Private device?
@ This is a Public Device

O This is a private Device

P — e )

Haven't received the code yet or need a new code? Send New Code

3. If you select Private Device you will see the following pop-up window. If you give your consent to allow
the system to store a cookie on you device browser, you will be able to bypass MFA when logging into I&A

for the next 24 hours.

[ >)

Consent

S

By selecting the Consent button, you are agreeing to let the system install a cookie on
your Private Device Browser. This will give you the ability to bypass Multi-Factor
Authentication for the next 24 hours when logging into the system.

| Consent | | Decline |
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Account is MFA (Multi-Factor Authentication) Locked

Your account will become MFA locked if you fail to correctly enter your MFA code before exhausting you
maximum number of attempts. When this happens, you will navigated to the Multi-Factor Authentication (MFA)
— Locked page where you need to select the Reset/Unlock MFA button.

1. You will then be navigated to the Reset/Unlock Multi-Factor Authentication (MFA) - Challenge
Information page where you have the choice of either entering the User Information associated with
your locked account or answering three of your Security Questions. Enter the data and select the
appropriate Continue button.

Identity & Access Management System (] Help

Reset/Unlock Multi-Factor Authentication (MFA) - Challenge Information

« Back to Previous Page

1\ Note: To reset/unlock your MFA you will need to successfully complete one of the following two options:

1. Correctly answer three Security Questions associated with your account.
2. Enter the User Information associated with your account.

If you choose Option 1, and are unable to correctly answer three of the Security Questions associated with your account,
you will be required to complete Option 2 and correctly enter the User Information associated with your account before
being allowed to reset your MFA.

* indicates required figld(s)

Security Questions OR  User Information

#*Sacurity Question 1: * Social Security Number (Enter Last 4 Digits):
Who is your mortgage lender? | |

| | . e
*Security Question 2: Exp?xiem?{)g;‘r%)
What size shoe do you wear? e

*Security Question 3: * First Name:
What was the color of your first car? | |

| | * Last Name:
Continue 4 | |

* Personal Phone Number:
* Home ZIP/ Postal Code:
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If you enter the correct information, you will be navigated to the Reset/Unlock Multi-Factor
Authentication (MFA) — Confirmation page. Here you will be able to modify (delete existing and/or

add new) your MFA method setup and/or Proceed to Log into I&A.

2.

Identity & Access Management System (7] Help

Reset/Unlock Multi-Factor Authentication (MFA) - Confirmation

Your Multi-Factor Authentication has been resst/unlockad.

Multi-Factor Authentication Setup

Primary Authentication Method
Delete this Authentication Method

Phone Mumber Text/SMS (703) 555-4846

Alternative Authentication Method

Add Authentication Method

Proceed o Log into I8A
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Register as an Authorized Official, Access Manager or Staff End User for your employer

Once you have created your I&A account by following the instructions outlined in the Create Your Account
section of this document, you can request to be an Authorized Official or an Access Manager for your

organization.
1. Loginto your I&A account.

2. Onthe Home tab please read the “Are you responsible for an Organization?” paragraph. It will
instruct you to select the My Profile tab

Logged in as jhuserD114 Sign Out

Centers for Medicare & Medicaid Services

Identity & Access Management System 2] Help

Home My Profile My Connections

Home
News & Alerts

Welcome to the Identity and Access Management System! (D) EUS Contact Information:
CMS External User Services

Are you an Individual Provider? SRR e SR

Security Blvd.
Baltimore, MD 21244-1850
We have not been able to locate an NPI record that matches the information you https: {feus.cms.gov/helpdes

provided. If you are an individual who provides health care services, please reajster for Kfcpifeus/ia/home
an NP (or update your existing information) before you login to any additional CMS

systems.

Are you responsible for an Organization? Application Links

MNPPES

If you are the Authorized Officlal or Access Manager for a Healthcare Organization {or a
3rd Party Company, such as a billing or credentialing management company that does
not provide health care services, but works on behalf of health care providers), select
the My Profile saction and add your employers to begin the approval process.

MNone of above?

If you do not match either description above, please raview the Frequently Asked
Questions {FAQ) below and/or contact your supervisor and ask that they invite you to
register as a member of their staff. If they have not registered already, they will need
to do so.

Quick Reference Guide

Mational Plan and Provider
Enumeration System

PECOS

Madicara Provider
Enrollment, Chain, and
Ownership System

PEPPER

Program to Evaluate
Payment Patterns Electronic
Reports (PEPPERS)

CER
Comparative Billing Reports

POF
| Overview of features and tools to manage your account.
.
(— Frequently Asked Quesliun_s _ _ .
Answers to common questions about registration, who should register, and how to manage
:_/'.V your account.

3. Onthe My Profile_tab, scroll to the bottom of the page - under Employer Information - and select the
Add an Employer button.
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Employer Information

The Employer Information table displays your role and status with the employers you are associated with. If you are an
Individual provider, your NPI will be listed below as an employer with a role of Authorized Official.

Show:

® All Employers

C only Approved Employers

(' Only Approved and Pending Employers

C) only cancelled, Disassociated, and Rejected Employers

Search By: “Employer Name Search Clear

No Employers Exist.

My Role with this My Status with
Employer - this Employer v

If you wish to add an employer, click "Add an Employer". | Add an Employer |

Employer = PECOS NPPES PEPPER CBR

4. On the My Profile - Add Employer Search page, enter criteria to search for your employer and select
the Search button. (NPI Search is recommended for Organizational Providers with an existing NPI.)

Identity & Access Management System Help
Home My Profile My Connections
My Profile » Add Employer Search « Back to Previous Page

Search for Organizations or Individual Providers that you wish to be associated with as your employer. You can search by
entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPIL. If you are
searching for a Provider to work on their behalf, please use My Connections.

Organization Name:‘ |NPI: ‘ | Search
First Name: |Last Name:‘ |
City: ‘ |state: |SE - Select e [v][zzP|
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5. If your Employer is returned in the search, select the Employer from the list by selecting on the radio
button next to the employer.

e NOTE: If your Employer is not found in the Search, select the Add Employer Not in List button.
Enter all of the required fields; select the e-mail address that you wish to use for the Employer.

Identity & Access Management System Help
Home My Profile My Connections My Staff
My Profile » Add Employer Search « Back to Previous Page

Search for Organizations or Individual Providers that you wish to be associated with as your employer. You can search by
entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPL. If you are
searching for a Provider to work on their behalf, please use My Connections.

Organization Name: NPI: |152334s414 | Search
First Name: Last Name:| |
City: State: |35 - Select One [v]|ZIP:

Search Results

Name 2:'“9 B ess O N Address View NPI View Other Name
Cox Pharmacy 1528348414 5170 Sumerduck Rd | View NPI(s) | View Other Name(s) J
Sumerduck, VA
22742

United States

If your employer information does not exist, please select "Add Employer Not in List". Add Employer Not in List
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6. Once you select on the radio button, the page will expand so that you can select the role you are
requesting for this employer:
e Authorized Official (signatory for your organization authorized to legally bind the organization in
agreements)
e Access Manager (managing users, updating account information for your provider/organization
e Staff End User (working in approved CMS applications for your provider/organization)

~ Centers for Medicare & Medicaid Services S e
Identity & Access Management System (7) Help
Home My Profile My Connections My Staff
My Profile » Add Employer Search = Back to Previous Page

Search for Organizations or Individual Providers that you wish to be associated with as your employer. You can search by
entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPL. If you are
searching for a Provider to work on their behalf, please use My Connections.

Organization Name: |trusael| pharmacy ‘NPI: | | Search
First Name: | ‘Last Name:l |
City: | ‘Etate: | SE - Select One v ‘ZIP:‘

Search Results

Name Rging CE=s rrn Address View NPL View Other Name
TRUSSELL 1750662672 719 W Holly Ave iew NPl(s) \iew Other Name(s)
PHARMACY Sterling, VA 20164

United States
trussell 8888 first street
pharmacy warrenton, 20186

United States

fi, Important Note: Once approved, Authorized Officials and Access Managers will automatically have access to all
Business Functions for their employer and any provider they have been granted access to. Staff End Users must be
granted access to Business Functions by an Authorized Official or Access Manager of the employer.

* Identify the Contact E-mail Address for this Employer:
¥ Use My Primary E-mail Address OR Enter Employer E-mail Address: Confirm E-mail Address:

* Please select the role you are requesting for this employer:

-- Select One -- v

Autharized Official (signatory for your organization authorized to legally bind the organization in agreements)

Access Manager (managing users, updaling account informaticn for your provider/organization)
Staff End User (working in approved CMS ilcati for your pi )
If yoUr employer information does Not exist, please select "Add Employer Not in List . | Add Employer Mot in LIS

7. Depending on the Role selection you make the page will further expand.
Authorized Officials must attest to being an Authorized Official for your employer by checking the
checkbox.
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Search Results

Doing Business
As

O Man, Jackie 1497035927 719 W Helly M/A View Other Name(s) |
Ave,Starling VA&

Sterling, VA 20164
United States

Name NPI Address View NPI View Other Name

M\ Important Note: Once approved, Authorized Officials and Access Managers will automatically have access to all
Business Functions for their employer and any provider they have bean granted access to. Staff End Users must be
granted access to Business Functions by an Authorized Official or Access Manager of the employer.

* Identify the Contact E-mail Address for this Employer:
Bl Usa My Primary E-mail Address OR Enter Employer E-mail Address: Confirm E-mail Address:

* Please select the role you are requesting for this employer:

Authorized Official (signatory for your organizstion authorized to legally bind the organization in agreements)
Access Manager (managing users, updating account information for your providerforganization) b

Staff End User {working in approved CMS applileations for your provider/organization)

If your employer information does not exist, please select "Add Employer Mot in List". | Add Employer Mot in List

Access Manager and Staff End Users must enter the required information about an Authorized Official
for your employer.

A\ Important Note: Once approved, Authorized Officials and Access Managers will automatically have access to all
Business Functions for their employer and any provider they have been granted access to. Staff End Users must be
granted access to Business Functions by an Autharized Official or Access Manager of the employer.

* Identify the Contact E-mail Address for this Employer:
# Use My Primary E-mail Address ~ OR  Enter Employer E-mail Address:  Confirm E-mail Address:

* Please select the role you are requesting for this employer:

| Access Manager (managing users, updaling aceount information for your provider/organization) v

Please provide the required Authorized Official information associated with this employer:

*Authorized Official Name:
\ |
*Authorized Official Title:
\ |
*Authorized Official Phone:
\ |
* Authorized Official E-mail Address:
\ |
* Authorized Official Confirm E-mail Address:
\ |
If your employer information does not exist, please select "Add Employer Not in List". | Add Employer Not in List

Lowne ) S

8. Onthe My Profile - Add Employer - Confirmation and Review page, review the actions you will need to
take in order to be approved as the Authorized Official, Access Manager, or Staff End User and select
the Done button. A confirmation email will be sent to you.
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Review page

Identity & Access Management System (@) Help
Home My Profile My Connections My Staff
My Profile » Add Employer » Confirmation and Review « Back to Previous Page

& Print this page

You are requesting to be a(n) Authorized Contact Information
Official:
* You must submit to the EUS help desk a copy of Exlemal e Serces (F)
the CP 575 [or approved alternate] for the San Antonio, Texas 78279
organizatien for which you have requested to Phone: 1-36’6-484-3049

work on behalf of as a Authorized Official (To help
expedite your request please write the I&A
Tracking ID on the copy of the CP 575 you submit
to EUS).

* You will receive an e-mail from EUS when your
request has been processed.

TTY: 1-866-523-4759
EUSSupport@cgi.com

The employer you have registered for is:

Legal Business Name EIN Mailing Address Phone Number Request Tracking 1D

Cox Pharmacy *E_2EH0099 5170 Sumerduck Rd 540-347-3955 A61557808
Sumerduck VA
22742-2043

Document Management:
You can upload, view, and delete documents, You can also view, edit, and modify comments related to the uploaded
documents.
[=) More information about Uploaded Documents

+ Type of documants that can be uploaded should be formatted PDF, GIF, or JPEG files.

» Maximum size of file that can be uploaded is 10 MB.

« Total number of uploaded documents limited to 5.

+ Decuments may only be deleted when the status of the Request is Pending or Rejectad.
Type of Documents:

» CP575

s Other Approved IRS Document

0 of the total required 1 documents for completion have been uploaded.

File Name Document Type Comments Date Added Actions

Add a Document.

NPI(s) associated with your employer are:

NPI Legal Business Name Location

1528248414 Cox Pharmacy 5170 Sumerduck Rd
Sumerduck, VA

If you are requesting to be an Authorized Official:

If you are already listed as the Authorized Official or an Access Manager for an Organizational
Provider, which is currently enrolled in Medicare then your application should be approved
immediately.

If your Organization is not currently enrolled, not eligible to enroll, or you are not already listed as
an AO or AM for an enrolled Medicare Provider you will be required to submit verification
information to CMS External Users Services for review before you can be approved.

o The verification documents can be uploaded on the Add Employer » Confirmation and

You must submit to the EUS help desk a copy of the CP 575 [or approved alternate] for the
organization for which you have requested to work on behalf of as an Authorized Official (To help
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expedite your request please write the I&A Tracking ID on the copy of the CP 575 you submit to
EUS).

You will receive an e-mail from EUS when your request has been processed.

If you are requesting to be an Access Manager:

You MUST complete Option A or Option B below before your registration to act on behalf of the
Organization below will take effect in CMS applications.

OPTION A:

Print, Sign and Submit to CMS the Access Manager Certification for this request, along with the CP
575 [or approved alternate]issued by the IRS for the Organization for which you are requesting to
be an Access Manager.

OPTION B:
Please have an existing Authorized Official for this Organization approve your request by logging in
to this system.

If you are requesting to be a Staff End User:

You MUST complete Option A or Option B below before you can act on behalf of the Organization in
CMS applications.

OPTION A:
Please have an existing Authorized Official for this Organization approve your request by logging in
to the I&A system.

OPTION B:

If you are only trying to gain access to your organization's Type 2 NPIs in NPPES, you can contact
the NPI Enumerator for assistance.

9. You can track your employer request status at the bottom of your My Profile tab.
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How to Setup Your Account if you are a Sole Owner

Note: As a Sole Owner you have both an Individual Provider NPI (Type 1 NPI) and an Organization NPI (Type
2 NPI). If you have not applied for your NPIs, please do so before continuing with the I&A steps below. Asa
Sole Owner you must include both NPIs, Type 1 and Type 2, on your My Profile tab under the Employer
Information section. Below are additional details on this setup.

1. Loginto your I&A account with your Type 1 user ID and password.

2. On the My Profile tab scroll to the bottom of the page. Under Employer Information section you will
be listed as the Authorized Official of yourself (your Type 1 NPI).

3. Next, add your Type 2 NPl under the Employer Information section. To do so, select the Add an
Employer button under the Employer Information and follow the instructions outlined in the
“Register as an Authorized Official, Access Manager, or Staff End User for your employer” section of
this document to register as the Authorized Official of your Organization

4. You can track your Authorized Official request status at the bottom of your My Profile tab.

Employer Information section of the My Profile tab with the employers collapsed

My Role with this

My Status with

Employer - Employer ~ this Employer v PECOS NPPES PEPPER CBR
Cox Pharmacy Authorized Official  Pending Approval YES YES YES YES
Tracking Id
A61731491
Smith, Jessie Authorized Official  Approved YES YES YES YES
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Employer Information section of the My Profile tab with the employers expanded

Employer «

Cox Pharmacy

[+ Smith, Jessie

E] Swayze, Patrick

NPI: 1285914960
Mailing Address:

719 W Holly Ave
Sterling, VA, 20164-4521
United States

Phone Number: 546-545-4546

Fax Number: B88-888-8388
My E-mail:
jh0114@test.com

Edit E-mail Address

My Role with this My Status with

View Authorized Official(s)

View Access Manager(s)

View Other Names(s)

View Uploaded Document(s)

Disassociate From Employer

walgreens

EIN: **-***0304

Mailing Address:

1968 Grand Ave

North Baldwin, NY, 11510-2813
United States

Phone Number: 516-379-2182

Fax Number: 516-379-2055
My E-mail:
jhol14@test.com

Edit E-mail Address

Employer « this Employer «

Authorized Official  Pending Approval
Tracking Id
AB1731401

Authorized Official  Approved

Access Manager Approved

Access Manager Approved

Maodify Employer Information

View Authorized Official(s)

View Access Manager(s)

Reguest Role Change

View Other Names(s)

View Uploaded Document(s)

View MPI(s)

Disassociate From Employer

PECOS

YES

YES

YES

YES

NPPES

¥ES

YES

¥ES

YES

PEPPER CBR

YES NES
YES YES
YES YES
YES YES
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How to Initiate a Connection (Surrogate) Request to a Provider

1. Asan Authorized Official/Access Manager, login to your I&A account.
2. Onthe My Connections tab, select the employer that you are going to create a surrogacy connection
for by selecting the [*] (plus sign icon) next to the employer name.

(ﬁ S Centers for Medicare & Medicaid Services S e e

Identity & Access Management System Help

Home My Profile My Connections My Staff

My Connections

Connections will allow you to create surrogate relationships between Providers and individuals or organizations that work on the
Providers® behalf.

Select the name of a Connection to update or view more information about that connection.

Search By: *Employer Name Search Clear

Cox Pharmacy  EIN:**=-===0099

Cox, Aaron NPI:1710268602
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e Torequest to have your employer work on behalf of a provider select the Find Provider button.

e Torequest to an organization to work on behalf of your Provider Organization, select the Add
Surrogate button.
o NOTE: if your employer does not have an Active NPI, the Add Surrogate button will not display.

(=] september, Rebecca
September, Rebecca is a surrogate for the following providers:

September, Rebecca has been authorized to work on behalf of the Individual Provider(s) or Healthcare Organization(s)
listed below. Use the Find Provider button below to initiate a request to work on behalf of a Provider or Organization not
listed here. Use the Multiple Connections button below to initiate a request to add multiple provider connections using
bulk upload.

Find Provider Multiple Connections

September, Rebecca has authorized the following surrogates:

The following Individual(s) or Organization(s) have been authorized to work on behalf of September, Rebecca Use the
Add Surrogate button to initiate the process of authorizing an Individual or Organization to work on behalf of September,
Rebecca.

Add Surrogate

NPI:1144501701
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3. On the Add Provider/Add Surrogate screen, enter the search criteria and select the Search button.

Identity & Access Management System [Z] Help

Home My Profile My Connections My Staff

My Connection » Add Provider « Back to Previgus

Search for an Organization or an Individual Provider that you wish to be assodated with as a surrogate to work on their behalf,
You can search by entering one or more of the following: Organization Name, Individual Provider's Last Mame, City, State, ZIP

or NPL,
Organization Name:l | NPI:l | Search
First Name:l |Last Hame:l |
City: | | State: |SE - Select One z1p:|

e Under the section “Search Results”, select radio button next to the provider’s name. This expands the
screen so that you can select the business functions you would like to access on behalf of the
provider. Select the checkbox next to PECOS/NPPES/PEPPER/CBR and select the Continue button.

Search Results

Name « NPI Business Mailing Address

® Swayze, Patrick L 1285914960 719 W Holly Ave
Sterling, VA 20164-4621

View Other Mame(s) |

Select the business function(s) you would like
walgreens to be able to access on behalf of the
provider:

U PECOS

LI NPPES

L] PEPPER
LI CBR
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4. On the Add Provider Confirmation page (Add Surrogate Confirmation page if you are adding a
surrogate), review the information on the page for accuracy. If you wish to receive a copy of the
connection request e-mail notification that will be sent to the provider, enter your e-mail address in
the Additional E-mail Address field. Select the Submit button to move forward with the request.

Identity & Access Management System Help
Home My Profile My Connections My Staff
My Connection » Add Provider « Back to Previous Page

automatically be connected to all associated NPI's. Review the information listed below before you continue.

Name: Patrick Swayze

Business Function(s) Selected:

+ PECOS
+ NPPES

s PEPPER
« CBR

To send this connection request notification to a another e-mail address in addition to what is currently on file for this
provider, enter the additional e-mail address below.

Additional E-mail Address:

MPI(s) Associated with this Provider:

Provider Name NPI Business Mailing Address

. 719 W Holly Ave,
Patrick Swayze 1285914960 Sterling, VA 20164-4621

) | -

NOTE: Once you select the Submit button an e-mail will be sent to the provider/surrogate, and a copy will be
sent to the e-mail address entered in the Additional E-mail Address field, notifying him/her of your
surrogacy connection request. Please also note that you have not completed the connection request steps

until you select the Done button at the bottom of the Add Provider » Review / Add Surrogate b Review
page seen below.
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5. Onthe Add Provider » Review or Add Surrogate » Review page you will see a summary of your
connection request.

Home My Profile My Connections My Staff

My Connection » Add Provider » Review

(B} Print this page

(D You have successfully submitted 2 connection request to work on behzlf of the provider referenced below. The details of
your cennection request appear below. Confirmation of this request has been sent to your e-mail address 25 well as to
the e-mail address of the provider You will receive notification via e-mail once the provider has approved or rejected
your request.

You may print this page for your records.
Name: Patrick Swayze

Optional Surrogacy Confirmation
Business Function(s) Selected:

& PECOS
Date Request Submitted: 01/14/2028
Connection Request Status: Pending
Tracking ID: 57741888
Business Function(s) Selected:

& MNPPES
Date Request Submitted: 01/14/2026
Connection Request Status: Pending
Tracking ID: 57741382
Business Function(s) Selected:

s PEPPER
Date Request Submitted: 01/14/2028
Connection Reguest Status: Pencing
Tracking ID: 57741891
Business Function(s) Selected:

& [CBR
Date Request Submitted: 01,/14/2028
Connection Reguest Status: Pending
Tracking ID: 57741890

Document Management:
Vou can upload, view, and delete documents. You can also view, add, and delete comments related to the uploaded documents
[*lMare information shout Upleaded Documents

File Name Document Type Comments Date Added Actions

Add z Document

MPI(s) Associated with this Provider:

Provider Name NPI Business Mailing Address

719 W Holly Ave,

i i} 4
Patrick Swayze 1285914960 Sterling, VA 20164-2621
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Note: Once you have successfully created your surrogacy connection requests, the request must be
approved before the surrogate can work on behalf of the provider in the requested systems.

If a surrogate initiates a Connection Request to an Individual Provider, the surrogate has the option of
printing out the Optional Surrogacy Confirmation (link to the form is on the top of the page) and have the
Provider sign the form, then upload the form along with the additional required documents, to have EUS
approve the connection request on the Provider’s behalf.

For more information about Uploading Documents see section How to Upload Documents

Name: Patrick Swayze

Optional Surrogacy Confirmation

Document Management:

You can upload, view, and delete decuments. ¥You can also view, edit, and modify comments related to the uploaded documents.
[=] More information about Uploaded Documents

= Type of documents that can be uploaded should be formatted PDF, GIF, or JPEG files.
* Maximum size of file that can be uploaded is 10 MBE.

Total number of uploaded documents limited to 5.
Decuments may only be deleted when the status of the Reguest is Pending or Rejected.

Type of Documents:
= Surragacy Confirmation Form
» Letter 147C
= Copy of Photo Identification Document

0 of the total required 3 documents for completion have been uploaded.

File Name Document Type Comments Date Added Actions

Add @ Document
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6. After you select the Done button you will be returned to the My Connections tab where you will now
see the newly added Provider.

(=] Smith, Jessie

Smith, Jessie is a surrogate for the following providers:

Smith, Jessie has been authorized to work on behalf of the Individual Provider(s) or Healthcare Organization(s) listed
below.

Use the Find Provider button below to initiate a request to have Smith, Jessie work on behalf of a Provider or
Organization not already reflected in the list below.

Use the Multiple Connections button below to initiate a request to add or disable multiple provider connections (not
already included in the list below) using bulk upload.

Find Provider Multiple Connections

Name NPI Tracking ID Business Function Access Status

Swayze, Patrick L

7. If you select the icon next to the provider’s name, you will see the business functions and status of
each surrogacy connection request associated with Provider.

E] Smith, Jessie

Smith, Jessie is a surrogate for the following providers:

Smith, Jessie has been authorized to work on behalf of the Individual Provider(s) or Healthcare Organization(s) listed
below.

Use the Find Provider button below to initiate a request to have Smith, Jessie work on behalf of a Provider or
Organization not already reflected in the list below.

Use the Multiple Connections button below to initiate a request to add or disable multiple provider connections (not
already included in the list below) using bulk upload.

Find Provider Multiple Connections
Name NPI Tracking ID Business Function Access Status
E] Swayze, Patrick L 1285914960 57741969 PECOS Pending
57741970 NPPES Pending
S7/741972 PEFPER Pending
S7741971 CER Pending
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Note: Once you have created a Surrogacy Connection to an Individual Provider requesting to work on behalf of
the provider, you can access the Optional Surrogacy Confirmation form from the Connection Detail page by
selecting the Tracking ID on the My Connections tab.

; Centers for Medicare & Mwiid Services Iﬂ&wmﬁ;n:fliiﬂumzsln]iﬁjapﬁign -

Identity & Access Management System [z] Help
Home My Profile My Connections My Staff
My Connection » Connection Detail « Back to Previous Page

Provider Details

Name: Patrick Swayze Phone: 546-545-4546
| Views Other Name(s) NPI: 1235914960

Business Mailing Address: 715 W Holly Ave

City: Sterling
State: VA
ZIP Code: 20164-4621

E-mail Address:

Business Functions Details

I Optional Surrogacy Cenfirmation I

Business Function Requested Date Access Status Tracking ID Available Actions
PECOS 01/21/2026 Pending 57741959 [ Cancel |

NPPES 01/21/2026 Pending 57741970 [ Cancel |
PEPPER 01/21/2026 Pending 57741972 [ Cancal |

CBR 01/21/2026 pending 57741971 [ Cancel

Document Management:

You can upload, view, and delete documents. You can also view, add, and delete comments related to the uploaded documents
More information about Upleaded Documents

0 of the total required 2 documents for completion have been uploaded.

Fila Mana MNarnmmant Tuna R Nata Addad Artinns
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How to Initiate Adding Multiple Connection (Surrogate) Requests to a Provider

1. As an Authorized Official/Access Manager/Vetted Individual Provider, login to your I&A account.

2. On the My Connections tab, expand the details for the employer that you are going to create multiple

surrogacy connections for by selecting the (*J (plus sign icon) next to the employer name.

Home My Profile My Connections My Staff

Identity & Access Management System Help

FCMS Centers for Medicare & Medicaid Services  Loasi inss mwayzeor _sian ous

My Connections

Connections will allow you to create surrogate relationships between Providers and individuals or organizations that work on the
Providers' behalf.

Select the name of 2 Connection to update or view more information about that connection.

Search By: *Employer Name Search Clear

House Bartheon Test 2 EIN:™*-**=0310

org dev paper09221 EIN:**-%%%93232

September, Rebecca NPI:1144501701
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3. To request to have your employer work on behalf of multiple providers, select the Multiple Connections

button.

o NOTE: If you are requesting to have your employer work on behalf of ONE provider, refer to the
previous section of this guide.

(-] september, Rebecca
September, Rebecca is a surrogate for the following providers:

September, Rebecca has been authorized to work on behalf of the Individual Provider(s) or Healthcare Organization(s)
listed below. Use the Find Provider button below to initiate a request to work on behalf of a Provider or Organization not
listed here. Use the Multiple Connections button below to initiate a request to add multiple provider connections using
bulk upload.

Find Provider Multiple Connections

September, Rebecca has authorized the following surrogates:

The fellowing Individual(s) or Organization{s) have been authorized to work on behalf of September, Rebecca Use the
Add Surrogate button to initiate the process of authorizing an Individual or Organization to work on behalf of September,
Rebecca.

Add Surrogate

NPI:1144501701
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4. On the Multiple Connections page, you must choose a CSV file that adheres to the format listed on the page
and select the Upload button.

S Centers for Medicare & Medicaid Services L e
Identity & Access Management System Help
Home My Profile My Connections My Staff
My Connections » Multiple Connections « Back to Previous Page

Rebecca September  NPI: 1144501701

The Multiple Connections page will allow you to request new connections where your employer is the surrogate.

Submitting provider requests through this function will not automatically result in approval. The employer you are seeking a
connection with will still need to approve all of the connections that have been submitted.

» Create your CSV File using the Multiple Connections CSV Template.

* Maximum file size should not exceed 1 MB.

« If file size exceeds 1 MB, try to submit your data using multiple files instead of one large file.

= Only one file can be processed at a time. If you need to submit multiple files, please wait until the uploaded file is completely

processed before uploading the next file.
« Maximum number of records per file is 1000.
File Name should not contain spaces or special characters.
Do not leave this page or log out while the file upload is in progress, if you leave the page, you will not be able to access the
uploaded connection request information for this upload.

* Indicates a required field

* Select File to Upload (CSV)

‘ Choose File | No file chosen Upload Clear
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5. On the new Uploaded Connections Information screen, your uploads will be listed along with the success
and/or error messages of each connection request. Error messages will be populated only for rejected
connection requests. These uploads can be sorted by NPl and downloaded for your own personal records by
selecting Export Messages to CSV.

Homea My Profile My Connections My Staff

My Connections » Multiple Connections » Uploaded Connections Information << Back to Pravious Page

Rebeacca September NPI: 1144501701
Uploaded Connection Information

You can view uploaded connections info here. Download the CSV File to keep the uploaded information for your records. If any
errors were found in a record, the entire record will be rejected.

Filename: ProviderConnectionRequests. csy Export Messages to C5V
NPI ~ Message
1273817819 Submitted, no errors
1669756292 NPI Record Is currently deactivated
1548544182 Provided Entity Type is invalid
1629352265 Given provider information is mot matching
1760766307 Submitted, no errors
1841574480 Provided Business Function is invalid
3456785643 NPI number does not exist in the system
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6. Click on the My Connections tab where you will now see the newly added Provider.

[-] september, Rebecca

September, Rebecca tested is a surrogate for the following providers:

September, Rebecca tested has been authorized to work on behalf of the Individual Provider(s) or Healthcare
Organization(s) listed below.

Use the Find Provider button below to initiate a request to have September, Rebecca tested work on behalf of a
Provider or Organization not already reflected in the list below.

Use the Multiple Connections button below to initiate a request to add or disable multiple provider connections (not
already included in the list below) using bulk upload.

Find Provider Multiple Connections

Name NPI Tracking ID Business Function Access Status

John, Jane Jane

ng org test 008722

7. If you select the [ icon next to the provider’s name, you will see the business functions and status of each
surrogacy connection request associated with the Provider.

E] September, Rebecca

September, Rebecca tested is a surrogate for the following providers:

September, Rebecca tested has been authorized to work on behalf of the Individual Provider(s) or Healthcare
Organization(s) listed below.

Use the Find Provider button below to initiate a request to have September, Rebecca tested work on behalf of a
Provider or Organization not already reflected in the list below.

Use the Multiple Connections button below to initiate a request to add or disable multiple provider connections (not
already included in the list below) using bulk upload.

Find Provider Multiple Connections
Name NPI Tracking ID Business Function Access Status
(=) 30hn, Jane Jane 1164706735 57739990 PECOS Pending
57739952 NPPES Pending
E] ng org test 098722 57726360 PECOS Pending
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How to Approve/Reject a Surrogacy Connection Request

After the provider/surrogate receives the connection request e-mail, an Authorized Official of Access Manager
for the Provider or Organization can take the following steps to approve/reject the request.

1. LogintoI&A
a. if the user does not already have an account see section Create an Account

b. if, once logged into I&A if the user is not an Authorized Official or an Access Manager for the health
care provider, see section Register as an Authorized Official, Access Manager or Staff End User for
your employer

If the user is an approved Authorized Official or Access Manager for the Provider or Surrogate
organization that did not initiate the surrogacy request, the user can Approve/Reject pending surrogacy
connection requests from either the Home tab or via the My Connection tab.

2. To Approve or Reject pending Connections via the Home tab, select the Business Function(s) you wish
to Approve or Reject and then select the appropriate button (Approve All Selected or Reject All
Selected).

Note: There is a separate check box for each Business Function for each provider/surrogate

(f—ni S Centers for Medicare & Medicaid Services el ras i it, g o

Identity & Access Management System (@) Help
Home My Profile My Connections My Staff
Home News & Alerts
My Pending Connections (@) EUS Contact Information:

CMS External User Services
These are Pending Connection requests that have been sent ta you or your organization Bl Scop e D1 S
and require your action to approve or reject. Security Bivd.

{i, Total Pending Providers: 2

These are Individual Providers or Healthcare Organizations who have requested
you {or your organization) to work on their behalf. Approving these requests will Y o
allow you and your staff to work on thair behalf. Application Link
[S] pending Requests NEPES

National plan and Provider

Provider Surrogate PECOS NPPES PEPPER CBR Enumeration System

Smith, Jessie walgreens O m} PECOS
Medicare Provider

Enroliment, Chain, and
Salect Al Approve All Selected Reject All Selected Ownarship System
PEPPER
Program to Evaluate
Payment Patterns Electranic
Reports (PEPPERS)

CER

/i Total Pending Surrogates: 6 Comparative Billing Reports
Below are Individuals or Organizations who are asking you to autharize them as Quick Actions
a Surrogate for you (or your organization). Approving these requests will allow
them to access and update your information in the CMS systems you specify.
Add Connection
[5) Pending Requests é
Add Staff
Surrogate Provider  PECOS NPPES PEPPER CBR
e Swayze, Patrick o _ . Add Employer
walareens G ! ] [ )

walgreens Smith, Jessie |

SelectAll | | ApproveAll Selected | | Reject All Selected

3. To Approve or Reject pending Connections via the My Connections tab,
a. expand the employer by selecting the next to the employer name

01/20/2026 54



Identity & Access System Quick Reference Guide

Home My Profile My Connections My Staff

My Connections

Connections will allow you to create surrogate relationships between Providers and individuals or organizations that work on the
Providers' behalf.

Select the name of a Connection to update or view more information about that connection.

Search By: *Employer Name Search Clear

Cox Pharmacy  EIN:**-*==0099

b. then expand the Provider and/or Surrogate by selecting the next to the Provider or
Surrogate name.

[=) cox Pharmacy

Cox Pharmacy is a surrogate for the following providers:

Cox Pharmacy has been authorized to work on behalf of the Individual Provider(s) or Healthcare Organization(s) listed
below.

Use the Find Provider button below to initiate a reguest to have Cox Pharmacy work on behalf of a Provider or
Organization not already reflected in the list below.

Use the Multiple Connections button below to initiate a request to add or disable multiple provider connections (not
already included in the list below) using bulk upload.

Find Provider Multiple Connections
Name NPI Tracking ID Business Function Access Status
= Man, Jack Lynn 1609156447 S7724784 PECOS Approved
57724786 MNPPES Approved
(=) snow, Jon 1427338003 57724778 PECOS Pending
57724780 MNPPES Pending

Cox Pharmacy has authorized the following surrogates:

The Individual(s) or Organization(s) listed below have been authorized to work on behalf of Cox Pharmacy.

Use the Add Surrogate button to initiate the process of authorizing an Individual or Organization not already listed
below to work on behalf of Cox Pharmacy.

Add Surrogate

Name Tracking ID Business Function Access Status

Doe, John

Eye Care, PCEye Care, PCEye Care,

PCEye Care, PCEye Care, PCEye Care,

PCEye Care, PCEye CarePCEyel100

E] trussell pharmacy 57724858 PECOS Approved

57724860 NPPES Approved

c. select the Tracking ID next to the Business Function you wish to Approve or Reject
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Name NPI Tracking ID | Business Function Access Status

Man, Jack Lynn

SNOW, JON 1427338002 | 57741973 PECOS Pending
S7741974 NPPES Pending
57741976 PEPPER Pending
57741975 CER Pending

d. you will be navigated to the Connection Detail page where you can select the Approve or
Reject button next to the pending surrogacy connection you with to Approve/Reject
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e. you will then be asked to confirm your action

S Centers for Medicare & Medicaid Services i1 Slnout

Identity & Access Management System ] Help

Home My Profile My Connections My Staff

My Connection » Approve Connection

A\ By approving provider JON SNOW's request, surrogate Cox Pharmacy is agreeing to work on behalf of this provider in the
PECOS system. Select Submit to continue.

Cswme ) [

Or if you are rejecting a request

Centers for Medicare & Medicaid Services =~ 10000 I s et Lt pand" O

Identity & Access Management System Help

Home My Profile My Connections My Staff

My Connection » Reject Connection
# indicates required field(s)

A\ By rejecting provider JON SNOW's request, surrogate Cox Pharmacy is declining to work on behalf of this provider in the
PECOS system. Select Submit to continue.

* Reason

| - Select One - v‘

(somit ) [

f. repeat this process until each connection is approved or rejected.
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How to Manage your Employees and Their Access

Note: Only an Authorized Official (AO) or Access Manager (AM) has the ability to manage Staff for their
employers.

The AO or AM of the employer should first Log in to I&A and navigate to the My Staff tab

Identity & Access Management System Help
Home My Profile My Connections My Staff
Manage My Employer's Staff ]
Home
News & Alerts

Locate the Staff End User whose access you wish to Modify by scrolling down the screen or using the
Search By: Last Name / First Name search boxes.

How to view a staff user’s access
View staff user’s access on the Active Staff page of the My Staff tab

Home My Profile My Connections My Staff

My Staff - Active Staff

Role Requests Inactive Staff Add Staff

Active Staff
Search by: Employee Last Name | Employee First Name|

Employer Name | | Search Clear
Name ¥ Role PECOS NPPES PEPPER CBR
carter, joan | Modify |
Doe, John Modify
Twenty-eight, Jessie | Modity |

1. Select the [H (plus sign icon) next to the Employee Name to expand the employee to see the list of
providers and business functions for which the employer has been approved to work on the provider’s
behalf in the identified application.

2. With the employer expanded, the screen displays the list of providers and the business function access
that has been granted to the user via the surrogacy connection between the Employer and the
Provider.
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Identity & Access Management System Help

Home My Profile My Connections My Staff

My Staff - Active Staff

Role Requests Inactive Staff Add Staff

Active Staff
Search by: Employee Last Name | Employee First Name|

Employer Name | | Search Clear
Name » Role PECOS NPPES PEPPER CBR
carter, joan | Modify
Doe, John [ Modiy |

Cox Pharmacy Authorized Official PECOS NPPES PEPPER CBR

EIN: **-**=0099
john.doe@email.com

Twenty-eight, Jessie

Modify

How to Modify a staff user’s access

1. Select the Modify button under the Role heading next to the staff user whose access you wish to

modify
Name ¥ Role PECOS NPPES PEPPER CBR
carter, joan | Modity |
Doe, John | Modify |
Twenty-eight, Jessie | Modify |
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2. The Modify Staff page will display.

Identity & Access Management System (= Help
Home My Prafile My Connections My Staff
My Staff » Modify Staff = Back to Previous Page

* indicates required fisld{s)

As an Authorized Official or Access Manager for your employer, you have the ability to manage staff

For the employers for which you are an Authorized Official, you have the ability to modify and add access to Actess
Managers and Staff End Users associated viith your emplayer

For the employers for which you are an Access Manager, you have the ability to modify and 2dd access to Staff End Users
assaciated with your smployer.

and Access Managers automatically have access to all business functions associated with

Approved Authorized Offici
Jell =2, access to all business funcricns for Providers for which their smplayer has =n

their Provider Employers,
2pproved sumogacy cann

Staff End Users must be granted access to their Provider Employers and Providers for which their employer has an
2pproved surrogacy connection.

Access to employer B Functions can be grantad/remaved and Submitced on this page.

Select the Add Access button to grant the user access to employer and any Provider for which that employer has an
=pproved surrogacy connection.

Select the Modify Access button to modify the user's Role, Remove user's access to this employer, or grant/remove this
user access to Providers for which that employer has an approved surrogacy connection.

The Modify All Current Access buttan will sllew yeu to medify the user's access to all of the employers to which the
user is currently associate

D suchor

disassociate a

use the No Access/Disassociats option in the dropdown to
they have the authority to assign them.

s and Access Manags
sers from all employers

= If the Role is not selecrad, only the Business Functions for which the user iz identified as a Staff End User will be

modified
= ¥ the Role is selected, only the employers for which you have the authrity to assign the user the selected Role will be
medified
Doe, John
Modify All Current Access | Role |- Sslect One - ~ | pECOS NPPES PEPPER || CBR
Employer Rale PECOS  NPPES  PEPPER  CBR
Cax Pharmacy Authorzed [ PECOS NPPES PERPER | CBR
EIN: ¥*-*¥0059 Official
September, Rebacca tested PECOS NPPES PEFPER | CBR
fcd Access NPI: 1092039277
e Smith, Jessie PECOS NPPES PERPER | CBR
ceee NPI: 1538443650
B SNOW, JON PECOS NPPES PERPER | CBR
i WPI: 1427338003
Swayze, Patrick L PECOS NPPES PERPER  CBR
Hedfooess NEL: 12855914960
walgreens PECOS NPPES PEPPER CBR
Add Access EIN Fe-rrg3ng

On this page you have 2 options.
1) modify the user’s Employer access to all of your employers using the Modify All Current Access bar
2) Modify/Adding the user’s access to a specific Employer or modify the user’s surrogate access to
providers for which the Employer is an approved surrogate.
Modifying a Staff User’s access to all Employers at one time.

Modify All Current Access Role |_ Select One — v/CJpecos [InpPes [IPEPPER []CBR

Using the Modify All Current Access bar, you can select a Role and Business Function access to be applied to the
user for ALL employers. This is useful when trying to grant a Staff End User access to all of your employers.
To do this:

1. Simply select the Role you wish to assigh from the Role dropdown box

2. Select the Business Functions you want to grant access to
3. Select the Modify All Current Access button

Modifying a Staff User’s access associated with one Employer time.
To modify or add access for a specific employer or modify the staff user’s surrogate access to providers for
which the employer is an approved surrogate, select the Modify Access or Add Access button next to the
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desired employer. If no button exists, then you don’t have the authority to modify the user’s access associated
with the employer (for example, Access Managers cannot manage other Access Managers access)
Modifying Access.

1. Select the Modify Access button next to the Employer you wish to modify access for

My Staff » Modify Staff « Back to Previous Page

* indicates required field(s)

&= an Authorized Official or Access Manager for your employer, you have the ability to manage staff.

For the employers for which you are an Authorized Official, you have the ability to modify and add access to Access
Managers and Staff End Users associated with your employer.

For the employers for which you are an Access Manager, you have the ability to modify and add access to Staff End Users
associated with your employer.

Approved Authorized Officials and Access Managers automatically have access to all business functions associated with
their Provider Employers, as well as, access to all business functions for Providers for which their employer has an
approved surrogacy connection.

Staff End Users must be granted access to their Provider Employers and Providers for which their employver has an
approved surrogacy connection.

Access to employer Business Functions can be granted/removed and Submitted on this page.

Select the Add Access button to grant the user access to employver and any Provider for which that emplover has an
approved surrogacy connection.

Select the Modify Access button to modify the user's Role, Remove user's access to this employer, or grant/remove this
user access to Providers for which that employer has an approved surrogacy connection.

The Modify All Current Access button will allow you to modify the user's access to all of the employers to which the
user is currently associated.

m Authorized Officals and Access Managers may now use the Mo Access/Disassociate option in the dropdown to
disassociate active staff users from all employers for which they have the authonty to assign them.

» If the Role is not selected, only the Business Funchions for which the user is identified as a Staff End User will be
modified.

s If the Role is selected, only the employers for which you have the authority to assign the user the selected Role will be
modified.

Invite, Jessie

Modify All Current Access Role |— Select One — w|[/PECOS |INPPES LI PEPPER [ CBR
— Select One —
Employer Staff End User PECOS NPPES PEPPER  CBR
"test Access Manager
Add Access EIN: *=_##%0535 . _
Mo Access {Disassociate)
&'@: /-().#";:
Add Access EIN: *=-**%(525
. 508lst, Jessie Staff End PECOS NPPES PEPPER CER
Modify Arcass MPI: 1629358239 User
= Al, Jessie Staff End PECOS NPPES PEPPER CER
Modify Access NPI: 1013298488 User

2. You will be navigated to the Modify Staff page
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Home My Profile My Connections My Staff

My Staff » Modify Staff « Back to Previous Page

* indicates required field(s)

Invite, Jessie

Employer Role PECOS NPPES PEPPER CBR
Heather's Org 01082014 e PECOS NPPES PEPPER CBR
. Staff End User v
EIN: 0141
camroracer@aol.com
Provider [Jpecos [InpPES [IPEPPER [JCBR

Optional: Provider EINs/NPIs and Business Functions available for the employer as a surrogate

Heather Wood NPI: 1568742401 [ pecos [ nppES
JH 2.9 Org 09222016 EIN: **-***2216 [J pECOS [J npPES
JH 3.0 Org 08012016 EIN: **-***0116 [J pECOS [J nPPES
JH Org 06162015 EIN: *=-***1615 [J peEcos

Send e-mail notification to staff user when modifying their access

O |

Here you will:
a. select the Role or remove access by selecting No Access (Disassociate)
Employer Role PECOS NPPES PEPPER CBR
HeatheEE'Ns:T;g!iigsliilum |W| PECOS NPPES PEPPER CBER
camroracer@aol.com Staff End User

Access Manager

Provider No Access (Disassociate)) [JpeEcos [ INPPES [ IPEPPER [ /CBR

i. If youare an AO for the selected Employer, you will have three Role options
1) Staff End User
2) Access Manager
3) No Access (Disassociate)

ii. If youare an AM for the selected Employer, you will have two Role options
1) Staff End User
2) No Access (Disassociate)
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b. select the Employer Business functions you wish to grant the user access to
Employer Role PECOS NPPES PEPPER CBR

Heather's Org 01082014 PECOS NPPES PEPPER CER
EIN: *=-*=*0141

camroracer@acl.com

i Staff End User v |

Access Manager

Provider No Access (Disassociate) [Jpecos [(InNPPES [ IPEPPER [ ICBR

c. select the surrogate Business functions you wish to grant the user access to.
To grant a Staff End User access to a provider, you can individually check the checkbox next to

the Business Function(s) for the desired provider(s), or you can grant access to all providers by
checking the checkbox(es) in the Provider column header row.

Provider [Jrpecos [InPPES [ /PEPPER [JCBR

Optional: Provider EINs/NPIs and Business Functions available for the employer as a surrogate

Heather Wood NPI: 1568742401 Oreecos [ npPES

JH 2.9 Org 09222016 EIN: **-**=2216 Oreecos O mnePES

JH 3.0 Org 08012016 EIN: **-=*=0116 [Jpecos [Iwepes [IpeppER [JcCBR
JH Org 06162015 EIN: *=-***1615 [ pecos

IMPORTANT: Per CMS security standards the 1&A page will timeout after about 10-15 minutes of
inactivity. Simply checking boxes on the screen will cause the page to timeout so CMS encourages
users to select 10 - 20 providers for their Staff End User (or as many providers as you can select) and
select the Submit button to ensure the page does not timeout. The AO or AM should then go back to
modify the Staff End User’s account and continue selecting providers.

3. Once you have assigned the appropriate access to the staff user, scroll to the bottom of the page,
choose whether or not they wish to send an e-mail notification to the staff user, and select the
Submit button.

4. After the Staff End User is assigned access to the provider(s) AND the AO or AM selects the Submit
button the Staff End User must wait up to 2 hours for the system to synchronize the account
updates to the EHR system. After 2 hours the Staff End User can log in to EHR and work on behalf of
the provider(s).

5. Toremove a Staff End User’s access to a provider, follow steps 1 - 4 above, in step 2 instead of
checking the checkbox, you would uncheck the checkbox next to the Business Function(s) of the
provider for whom the Staff End User should no longer have access.
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How to approve staff user requests

Approved Authorized Officials and Access Managers will see the My Staff. Select the Role Requests button to
navigate to the My Staff Pending Role Requests page.

Home My Profile My Connections My Staff

My Staff - Active Staff

Role Requests Inactive Staff Add Staff

New employer requests and role change requests that you have the ability/rights to take action on will display.
You will have the ability to either approve or reject the request.

S Centers for Medicare & Medicaid Services e e R

Last Lagged on 0470972020 10:438M

Identity & Access Management System

Help
Home My Profile My Connections My Staff
My Staff - Pending Role Requests
Active Staff Inactive Staff Add Staff
Pending Role Requests
Search by: Employee Last Namal Employee First Name |
Employer Name| | Search Clear
Name +

Current Role Request Role Action
Swick, Sean Access Manager | Approve || Raject |

trussell pharmacy
EIN: **-***gg74
sean.swick@mail.com

Zebra, Jack Staff End User | Approve || Reject |
mercy

EIN: ®-=*%5558
jack@email.com

Once you select the Approve or Reject button you will be navigated to the confirmation page. You have the

ability to send an e-mail notification to the requestor. If you uncheck the checkbox, no e-mail notification will be
sent. Once you have reviewed your action, select the Submit button the request.
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Home My Profile My Connections My Staff

My Staff » Modify Staff » Role Request Approval Confirmation « Back to Previous Page

M\ By selecting Submit you are approving the role request for Terri Simms to be a Staff End User for Man, Jack. Select
Submit to continue.

Send e-mail notification to staff user when approeving their access

N |

How to Invite a Staff Users

Note: Only an Authorized Official (AO) can invite Access Managers (AMs), while both AOs and AMs can invite a
Staff End Users (SEUs) for their employers.

1. Login to I&A and navigate to the My Staff tab

2. Select the Add Staff button.

Home My Profile My Connections My Staff

[My Staff - Active Stafi]

Role Requests Inactive Staff Add Staff

Active Staff
Search by: Employee Last Name | Employee First Name|

Employer Name | | Search Clear
Name Role PECOS NPPES PEPPER CBR
Aws-fourfifteen, Jessie [ Modiy |
awstest, awstest0419a Modity |
Babu, Arunmozhi | Modify
Brown, David [ Modify
CBR-Demo, Jessie [ Modify |
December-twentyeight, Jessie [ Modify |
Eight-eight, Jessie [ Modify |
Eight-twelvea, MFA [ Modity |
Eight-twentysix, Jessie [ Modiy |
Eleven-551a, Jassie Modify |
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3. On the Add Staff page, the AO or AM will enter the user’s First Name, Last Name, and E-mail address,
then select the employer you wish to add the user as an employee.

Home My Profile My Connections My Staff

My Staff » Add Staff « Back to Previous Page

* indicates required field(s)

Enter the name and e-mail address of the new staff user you wish to add. Note that the specified e-mail address will be
assigned to all the selected employers.

Then, select the Employer(s) the staff user is to be granted access to and the select Role the staff user should have for
that employer.

Please be aware the PIN generated for this invitation will expire in 72 hours.

* First Name:

Middle Name:

| |
* Last Name:

| |
* E-mail Address:

| |

* Confirm E-mail Address:

[ Employer Role |_53t9510ne_ ~ [lpecos [/ NPPES [ /PEPPER [ /CBR

[ Nicole's Org 04062015 PR = PECOS NPPES PEPPER CBR
EINz #*-2¥10152 ; S

[47)
[1:]
i
=1
4

O | -
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4. When you check the checkbox next to the Employer the Role dropdown will become enabled and you
can select the role you with to assign to the user. If you are an Authorized Official for the Employer,
you will be able to assign the user the role of Staff End User or Access Manager. If you are an Access
Manager for the Employer, you will only be able to assign the user the role of Staff End User. You will
also select the Business Function(s) which will grant the user access to the Employer in the named

CMS application.

Business functions are only available for employers who are providers (i.e., they have an active NPl in

Identity & Access Management System

Home My Profile My Connections My Staff

Logged in as jhuser1228 Sign Out

CCMS Centers for Medicare & Medicaid Services

Last Logged on 01/21/2026 10:30AM

Help

My Staff » Modify Staff » Add Access

* indicates required field(s)

Invite, Jessie

NPPES
O npPES

« Back to Previous Page

PEPPER  CBR
CIpeppER  [JCER

Confirm E-mail Address:

Employer Role PECOS
Dept. of Veterans Affairs T e ) PECOS
Eiis o+ At eqnid |-selectone— v
— Select One —
Staff End User
*Identify the Staff User's Contact E-mail oyer:
Access Manager
[J Use Primary E-mail Address~  OR nter E-mail Address:
Provider L PECOS

No Active Surrogate Connections

Send e-mail notification to staff user when modifying their access

swms ) SR

[ NPPES

L) PEPPER [ CBR

NPPES). If an employer has no active NPI, the business functions will not appear.
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e You can also grant access to multiple employers at once by using the checkboxes and Role in the
Header row. The same applies for the Business Functions (PECOS, NPPES, PEPPER and CBR).

Home My Profile My Connections My Staff

= Back to Previous Page

My Staff » Modify Staff

* indicates required field(s)

Invite, Jessie
PECOS NPPES PEPPER CBR

PECOS NEPES PEPPER CER

Employer Role

Heather's Org 01082014
EINz- 550141
camroracer@aol.com

Staff End User v|

Provider [lpecos [InPPES [IPEPPER [ICBR

Optional: Provider EINs/NPIs and Business Functions available for the employer as a surrogate

Heather Wood NPI: 1568742401 O pecos O nePES
JH 2.9 Org 09222016 EIN: **-***2216 O pecos [ nePES
JH 3.0 Org 08012016 EIN: **-***0116 O pecos [ nepPES
JH Org 06162015 EIN: *=-*=*1615 O pecos

Send e-mail notification to staff user when modifying their access

[siome ) [

5. After you complete the user’s Role and Business Function(s) selection for the employer, select the
Submit button

EETY | oo
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6. The Submit button will take you to the Add Staff > Review page where you will verify the information
for accuracy. Itis important that the e-mail address entered in the Add Staff page is accurate so the
Staff End User will receive their invitation and PIN to register. Once the information is complete,
select the Continue button.

Home My Profile My Connections My Staff

My Staff » Add Staff » Review « Back to Previous Page

Please verify the information for accuracy. The e-mail address you have entered must be correct in order for the staff user to
receive their invitation and PIN to register.

First Name: Jane

Middle Name:

Last Name: Doe

E-mail Address: jane.doe@email.com

Employer Role Business Functions
AAG Org One Staff End User PECOS

EIN: *=-=**3910

SNOW, JON Staff End User PECOS
NPI: 1679853410

comue ) RS

7. Upon selecting the Continue button an e-mail invite will be sent to the E-mail Address you entered
and you will be navigated to an Add Staff confirmation page.

Identity & Access Management System [Z] Help

Home My Profile My Connections My Staff

My Staff » Add Staff

(D You have successfully invited a new staff user to register. An e-mail invitation to register has been sent to the new staff
user with a PIN that will expire in 72 hours.
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8. Below is an example of the e-mail invitation that is generated.

From: donotreply@cms.gov
To: jane.doe@email.com
Subject: You've been invited to register with the Centers for Medicare and Medicaid Identity & Access System

Jon Snow requested that you register as a staff user for your employer (s) AAG
Org One, JON SNOW in the Centers for Medicare and Medicaid Services Identity

& Access (I&A) system. To continue, please either click on the PIN Entry Page
link provided below or cut and paste the link into your browser and enter the
e-mail address and the PIN provided below. Note that the PIN will expire in

72 hours if not used.

PIN Entry Page: https://nppes.cms.cmstest/IAWeb/register/register pin.do
PIN: 2534694877

Invitation Tracking ID: I11355

Please do not reply to this message via e-mail. This address is automated,
unattended, and cannot help with questions or requests. If you have any
questions, please contact the External User Services (EUS) Help Desk:

External User Services (EUS) Help Desk

PO Box 792750

San Antonio, TX 78279

1-866-484-8049

EUSSupport@cgi.com
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9. The newly added Staff End User will exist on the My Staff tab under the Inactive Staff heading,
Registration Pending, until he/she registers in I&A.

Identity & Access Management System (z] Help

Home My Profile My Connections My Staff

My Staff - Inactive Staff

Active Staff Role Requests Add Staff

Inactive Staff

The Inactive Staff page displays the past year of inactive or rejected staff users that have been assocciated to your employers
and staff users who have been invited to be associated to your employers, but their registration is pending or has expired. If a
staff user displayed here was also inactive, rejected, or pending with another one of your employers more than a year ago, that
information will be displayed under the expand option for that staff user. Staff users with expired invitations will only be
displayed for one year.

Only the last 12 months of activity will be shown for each user. To view the entire history for a user, you can select the Show All
button. When you are done viewing this history, you can select the Show Less button to condense the view. Up to ten staff
users will be displayed at a time below. The page numbers or the Previous and Mext buttons should be used to navigate
between pages when there are more than ten staff users.

Search by: Employee Last Name | Employee First Name |
Employer Name | | Search Clear
Name = Role PECOS NPPES PEPPER CBR Notes

* Cortes, Sergio
* Invite, Jessie

* Invite8, Jessie

(=] Invited, Jessie | Cancet |
Clarke, Emilia Staff End PECOS NPPES PEPPER CBR Registration
NPI: 1780964478 User Pending

jhinvite121@test.com

* ProdIssue-eightfifteen,
Jessie

RaceandEthnicity, Jessie
Test, Hashim

£ Test, Jessie

* Test, jessie

# Test, Naweed

Once the user accepts the invitation (see How New I&A Users Register from a Staff End Users (SEU) or
Access Manager (AM) Invitation and How New I&A Users Register from a Staff End Users (SEU) or
Access Manager (AM) Invitation sections of this document) the user will show under the Active Staff
heading on the My Staff page
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How New I&A Users Register from a Staff End Users (SEU) or Access Manager (AM) Invitation

Note: PINs included in the Staff End User Invitation will expire in 72 hours if not used.

1. The user should access their e-mail and look for e-mail Subject: You've been invited to register with
the Centers for Medicare and Medicaid Identity & Access System. An example of this e-mail is
available in step 8 of the How to Invite a Staff End User (SEU).

2. Inthe body of the e-mail the Staff End User should locate the web address provided after the text PIN
Entry Page: and copy and paste the web address in his/her Internet browser and select Enter.

3. The useris then navigated to the Terms and Conditions page where they should review and terms and
conditions. To continue, the user must select the Accept button.

(f,;l S Centers for Medicare & Medicaid Services

IR $08 MAICSE S & VDA

Identity & Access Management System Help

Terms and Conditions

You are accessing a U.S. Government information system, which includes: (1) this computer, (2) this computer network,
(3) all computers connected to this network, and (4) all devices and storage media attached to this network or to a
computer on this network. This information system is provided for U.S. Government-authorized use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following:

* You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this
information system.

* At any time, and for any lawful Government purpose, the Government may menitor, intercept, and search and seize
any communication or data transiting or stored on this information system.

* Any communication or data transiting or stored on this information system may be disclosed or used for any lawful
Government purpose.

* Our system uses Cookies for security purposes to ensure that unauthorized users cannot bypass our Multi-Factor

Authentication. The cookies are not storing persenally identifiable information about our users. For increased security to
your account, please make sure Cookies are enabled in your browser.

To continue, you must accept the terms and conditions. If you decline, you will not be able to continue.
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4. The useris then directed to the Enter Pin page.
a. The user will enter the e-mail address where they received the Staff End User Invitation
b. Enter the PIN found in the body of the e-mail
c. And select the Submit button to continue

Enter PIN

* indicates required field(s)

*E-mail Address:

*PIN:

Y | -

5. On the Invited User page, the user will decide if he/she is new to I&A OR if he/she is already a

registered I&A user.
Important: The invited user must register or sign in under his/her own account, not the account of the
person who sent the invitation.

a. Users who have already registered will enter their User ID and Password and select the Sign In

button

b. Users who are new to I&A will select the Continue To Registration button
The steps that follow are for a user who is new to I&A. A new I&A user will select the Continue To
Registration button.
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(ﬁ S Centers for Medicare & Medicaid Services

Identity & Access Management System

Invited User

Help

(0] Important Note:

protect your account.

If you are new to I8A and have not yet registered, please continue with User Registration.
If you are already a registered I8A user, please sign in using your I8A User ID and password.
It is important that you complete this action now. If you are unable to continue at this time, please close your browser to

Sign In
# indicates required field(s)
* User ID:

* Password:

6. After selecting the Continue to Registration button, the user is taken through the User Registration
Process. (see the Create Your Account example)

7. Once the user has completed creating their account, the can navigate to the My Profile tab and scroll
to the bottom of the page to see their Approved employer relationships under the Employer

Information section.

My Role with this

My Status with

Employer Employer this Employer ~ PECOS NPPES PEPPER CBR
Cox Pharmacy Authorized Official  Pending Approval YES YES YES YES
Tracking_Id
AB1731491
Smith, Jessie Authorized Official  Approved YES YES YES YES
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How an Existing I&A User Responds to a Staff End Users (SEU) or Access Manager (AM) Invitation

Note: PINs included in the Staff End User Invitation will expire in 72 hours if not used.

1. The user should access their e-mail and look for e-mail Subject: You've been invited to register with
the Centers for Medicare and Medicaid Identity & Access System. An example of this e-mail is
available in step 8 of the How to Invite a Staff End User (SEU).

2. Inthe body of the e-mail the Staff End User should locate the web address provided after the text PIN
Entry Page: and copy and paste the web address in his/her Internet browser and select Enter.

3. The user is then navigated to the Terms and Conditions page where they should review and terms and
conditions. To continue, the user must select the Accept button.

4., The user is then directed to the Enter Pin page.
a. The user will enter the e-mail address where they received the Staff End User Invitation
b. Enter the PIN found in the body of the e-mail
c. And select the Submit button to continue

Enter PIN

* indicates required field(s)

*E-mail Address:

*PIN:

o )[R

5. On the Invited User page, the user will decide if he/she is new to I&A OR if he/she is already a
registered I&A user.
Important: The invited user must register or sign in under his/her own account, not the account of the
person who sent the invitation.
a. Users who have already registered will enter their User ID and Password and select the Sign In
button
b. Users who are new to I&A will select the Continue To Registration button

The steps that follow are for a user who has already registered in I&A and has a user ID
and password. The user will enter his/her User ID and Password and select the Sign In
button.
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6. The user will then log in and navigate to the My Profile tab and scroll to the bottom of the page to see
their Approved Staff End User status under the Employer Information section.

My Role with this

Employer « Employer ¥

Cox Pharmacy Authorized Official

Smith, Jessie Authorized Official

My Status with

this Employer ¥ PECOS NPPES PEPPER CBR
Pending Approval YES YES YES YES
Tracking Id
A61731491
Approved YES YES YES YES

7. Staff End User have the ability to cancel their initial Employer Role Request for their AO, AM and SEU
(This can only be canceled before the request is approved or being processed) as well as Disassociate

themselves from their current employer.
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How to Cancel an Employer Request

Employer Request can only be canceled before the request is approved or being processed.

Please follow the following steps to cancel an Employer Request:

Step 1:

Login to I&A and click on My Profile Tab. Scroll to bottom of page and click the + sign icon next to the employer
name (Status must be Pending Approval).

Scroll down and click on the button that says Cancel Employer Request.

Employer Information

The Employer Information table displays your role and status with the employers you are associated with. If you are an
Individual provider, your NPI will be listed below as an employer with a role of Authorized Official.

Show: _

® All Employers

) Only Approved Employers

Only Approved and Pending Employers

(_) Only Cancelled, Disassociated, and Rejected Employers

Search By: “Employer Name ! Search Clear

My Role with this My Status with

Employer - Employer ¥ this Employer »

PECOS NPPES PEPPER CER
Cox Pharmacy Authorized Official Pending Approval ¥ES ¥ES YES WES
EIN: *=-***00g99 Tracking Id
Mailing Address: A61731491
5170 Sumerduck Rd
Sumerduck, VA, 22742-2043
United States
Phone Number: 540-347-999%
Fax Number:
My E-mail:
jh0114@test.com
Edit E-mail Address |

View Other Names(s) |

View Uploaded Document(s) |

View NPI(s)

I Cancel Employer Request I
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Step 2:
Below, you can see the option to select “Yes” to cancel the Employer Request.

Identity & Access Management System Help
Home My Profile My Connections My Staff
My Profile » Cancel Employer Request » Confirmation and Review « Back to Previous Page

A\ Are you sure you want to Cancel Employer Request?

Yes ' I Cancel

The status with your Employer will be Cancelled.

My Role with this My Status with

Employer ¥ this Employer v FECOS  NPPES  PEPPER CBR

Employer «

Cox Pharmacy Authorized Official  Cancelled YES YES YES YES

How to Cancel a Pending Employer Role Change Request

Employer Role Change Requests can only be canceled before the request is approved or being processed.

Follow the following steps to cancel your Employer Role Change Request:
Step 1:
Login to I&A and click on My Profile Tab. Scroll down to the Employer Information section.

In the example below, you will see in the user is an Approved Access Manager for Organizational Provider
AAG Org One and has submitted a Role Change Request to be an Authorized Official.

Select the + sign icon next to the employer name to expand the employer.

My Role with this My Status with

Employer « PECOS NPPES PEPPER CBR

Employer ¥ this Employer v
Cox Pharmacy Access Manager Approved YES YES YES YES
Authorized Official  Pending Approval ¥ES YES YES YES
Tracking Id A77487
September, Rebecca Access Manager Approved YES YES YES YES
Smith, Jessie Authorized Official  Approved YES YES YES YES
SNOW, JON Access Manager Approved YES YES YES YES
Swayze, Patrick Access Manager Approved YES YES YES YES
walgreens Access Manager Approved YES YES YES YES

If you wish to add an employer, click "Add an Employer". | Add an Employer

If you are requesting to be an Authorized Official or Access Manager for an employer and you are an approved
Authorized Official or Delegated Official in PECOS for that employer, your request may be automatically approved
within 24 hours.
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Step 2:
Select the Cancel Pending Role Change Request button to cancel the Role Change Request that is Pending
Approval.
Step 3:
Confirm you wish to Cancel your pending Role Change Request be selecting “Yes” .
Identity & Access Management System Help
Home My Profile My Connections My Staff
My Profile » Cancel Role Change Request » Confirmation and Review « Back to Previous Page

[\ Are you sure you wish to cancel pending role change request?

Yes b | Cancel

You will then see that your Role Change Request no longer exists and your Role and Status with your Employer is
unchanged

My Role with this My Status with

Employer v PECOS NPPES PEPPER CBR

Employer = this Employer =
Cox Pharmacy Access Manager Approved YES YES YES YES
September, Rebecca Access Manager Approved YES YES YES YES

How to Disassociate from Your Employer

You can Disassociate yourself from an Employer if your status with the Employer is Approved and you are not an
Individual Provider trying to disassociate yourself from your own Individual Provider Organization.

In the example below, you will see Individual Provider John Doe’s Employer Information.
He is currently an approved employee of:

a. Organizational Provider Cox Pharmacy
b. Individual Provider Doe, John — his own IP org
c. Individual Provider Trussell, Jack

And is Pending Approval for Organizational Provider American Pharmacy

My Role with this My Status with

Employer v PECOS NPPES PEPPER CBR

Employer » this Employer v
American Pharmacy Authorized Official ~ Pending Approval YES YES YES YES
Tracking Id
A61601120
Cox Pharmacy Authorized Official  Approved YES YES YES YES
Doe, John Authorized Official — Approved YES YES YES YES
Trussell, Jack Staff End User Approved NO YES NO NO
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John Doe can disassociate himself from Cox Pharmacy and Individual Provider Jack Trussell. When these two
Employers are expanded, the Disassociate From Employer button will only be is visible/available.

My Role with this

Employer > Employer =

American Pharmacy Authorized Official

E] Cox pharmac\, Authorized Official
EIN: **-***0009

Mailing Address:

5170 Sumerduck Rd

Sumerduck, VA, 22742-2043

United States
Phone Number:
Fax Number:
My E-mail:
john.doe@email.com

Edit E-mail Address

540-347-9999

Modify Employer Information

View Authorized Official(s)

View Access Manager(s)

View Other Names(s)

View Uploadad Document(s)

View NPI(s)

Disassociate From Employer

Doe, John

E] Trussell, Jack

Authorized Official

Staff End User

MNPI: 1467732396
Mailing Address:

719 W Holly Ave
Sterling, VA, 20164-4621
United States

Phone Number:

Fax Number:

My E-mail:
john.doe@email.com

Edit E-mail Address

Request Role Change

View Uploaded Document(s)

Cancel Pending Rele Change Request

|
|
View Other Names(s) |
|
|
|

Disassociate From Employer

My Status with

this Employer v PECOS NPPES PEPPER CBR
Pending Approval YES YES YES YES
Tracking Id

A61601120

Approved YES YES YES YES
Approved YES YES YES YES
Approved MO YES MO [e]
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However, John Doe cannot disassociate himself from his own Individual Provider Organization or American
Pharmacy (since he is not currently Approved as an employee). If you expand either one of those two
Employers, you will not see a Disassociated From Employer button.

Follow the following steps to disassociate yourself from Your employer:

Step 1:

Login to I&A and click on My Profile Tab. Scroll to bottom of page and click the + sign icon next to the employer
name (Status must be Approved). Scroll down and click on the button that says Disassociate From Employer.

My Role with this My Status with

Employer ~ PECOS NPPES PEPPER CBR

Employer « this Employer »
American Pharmacy Authorized Official  Pending Approval YES YES YES YES
Tracking Id
AB1601120
Cox Pharmacy Authorized Official Approved YES YES YES YES
Doe, John Authorized Official Approved YES YES YES YES
E] Trussell, Jack Staff End User Approved NO YES NO NO

NPI: 1467732396
Mailing Address:
719 W Holly Ave
Sterling, VA, 20164-4621
United States
Phone Number:
Fax Number:
My E-mail:
john.doe@email.com
Edit E-mail Address

Request Role Change

View Uploaded Document(s)

Cancel Pending Role Change Request

|
|
View Other Names(s) |
|
|
|

Disassociate From Employer

Step 2:
Confirm you wish to Disassociate your pending Role Change Request be selecting “Yes”
Identity & Access Management System [z] Help
Home My Profile My Connections My Staff
My Profile » Disassociate Employer » Confirmation and Review % Back to Previous Page

I Are you sure you want to disassociate from your Employer?

Yes F I Cancel
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The status with your Employer will be Disassociated, and you will no longer have Provider access via the
employer relationship.

Employer Information

The Employer Informatien table displays your role and status with the employers you are associated with. If you are an
Individual provider, your NPI will be listed below as an employer with a role of Authorized Official.

Show:
@® All Employers
) only Approved Employers
O only Approved and Pending Employers
© only cancelled, Disassociated, and Rejected Employers

Search By: "Employer Name Search Clear
Employer ~ My Role with this My Status with .o \ppes  pepPER  CBR
plovel Employer » this Employer «
American Pharmacy Authorized Official ~ Pending Approval YES YES YES YES
Tracking Id
AB1601120
Cox Pharmacy Authorized Official  Approved YES YES YES YES
Doe, John Authorized Official ~ Approved YES YES YES YES
Trussell, Jack Staff End User Disassociated NO YES NO NO

How to Retrieve Forgotten User ID when logging into PECOS

1. From the PECOS logon page the user selects Forgot User ID? Hyperlink. The user is then redirected to
the I&A Retrieve Forgotten User ID - Information page.

! IMPORTANT:

NPPLS data is wpdated 1o PECOS persodically throughout the day. If you have recently created your NPPES User 1D and
Password, or changed any data, please allow couple of hours to one day for your kegin changes to take effect,

PECOS supports the Medicare Provider and Suppler enrcliment process by alowing regiatersd users io securely and slectronzaly submi
a0 manage Wedezare enrolment rlonmation

New to PECOST View our videos of the bottom of this page

USER LOGIN BECOME A REGISTERED USER

You may use your NFPES or PECOS username and password Vou may regaler for & user account if you are an individual
o login Pracitioner, Authorzed or Delegated Official for a Provider or

Suppler Drganization, or an indvidual who works on behalf of
" User ID Providers or Suppliers.

f i lu
* Password
g Tial P i e for an L4

Hote: M you are & Medaal Provider of Suppler, you must fegrber for
an W& O betore enroling with Medcare

T -_
FEQE. F‘i&iﬂ*{f’ﬂ
Forgot! Uiger D7D

Man. . f Py ﬂ
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2. On the Retrieve Forgotten User ID - Information page, the user enters his/her e-mail address and
selects the Continue button.

Retrieve Forgotten User ID - Information

« Back to Previous Page

A\ Note: You have two options for retrieving your User ID.

1. To have your User ID e-mailed to you, enter an e-mail address associated with your account.
2. To have your User ID immediately displayed to you, enter the User Information associated with your account.

If you choose to receive your User ID by e-mail and do not receive the e-mail within 24 hours, please return to this page and
enter the User Information associated with your account.
* indicates required field(s)

E-mail Information OR User Information

* E-mail Address: * Social Security Number (Enter Last 4 Digits):

* Date of Birth:

* First Name:

* Last Name:

* personal Phone Number:

L 1

* Home ZIP/ Postal Code:

]
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3. In this example, the user enters the incorrect e-mail address and receives an error message stating
“The e-mail address is not associated with a User ID.” The user attempts to enter a different e-mail
address and selects the Continue button.

Retrieve Forgotten User ID - Information

« Back to Previous Page

(@)

This e-mail address is not associated with a User ID.

i\ Note: You have two options for retrieving your User ID.

1. To have your User ID e-mailed to you, enter an e-mail address associated with your account.
2. To have your User ID immediately displayed to you, enter the User Information associated with your account.

If you choose to receive your User ID by e-mail and do not receive the e-mail within 24 hours, please return to this page and
enter the User Information associated with your account.

* indicates required field(s)

E-mail Information OR User Information

* E-mail Address: * Social Security Number (Enter Last 4 Digits):

|Whilney@email.com | |

* Date of Birth:

* First Name:

* Last Name:

* personal Phone Number:

]

* Home ZIP/ Postal Code:

-

4. The user tries two additional times to enter the correct e-mail address associated with his/her
account and after the third attempt when the user selects the Continue button the user receives an
error message stating “You have entered an invalid e-mail address three times. Please enter the User
Information below associated with your account to continue.”

Note: Continue button under the E-mail Information heading is disabled and the user is forced to
complete the User Information fields.

The user enters the personal information collected in the User Information fields and selects the
Continue button.
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« Back to Previous Pag

@ You have entered an invalid e-mail address three times. Please enter the User Information below associated with your account to
continue.

[\ Note: You have two options for retrieving your User ID.

1. To have your User ID e-mailed to you, enter an e-mail address associated with your account.
2. To have your User ID immediately displayed to you, enter the User Information associated with your account.

If you choose to receive your User ID by e-mail and do not receive the e-mail within 24 hours, please return to this page and
enter the User Information associated with your account.

* indicates required field(s)

E-mail Information OR User Information

* E-mail Address: * Social Security Number (Enter Last 4 Digits):

‘a:)-:@mj.zoom ‘ ‘

* Date of Birth:
‘ Continue u Ex: (MM/DD/YYYY)

I

* First Name:

* Last Name:

* Personal Phone Number:

I

* Home ZIP/ Postal Code:

]

5. Onthe Retrieve Forgotten User ID - Confirmation page, the user ID associated with the user’s account
is displayed. The user must copy/make note of their user ID and select the Continue to Change
Password button.

Retrieve Forgotten User ID - Confirmation

Ay The User ID associated with this account is: whitneysteve
A

Continue to Change Passwnrd’
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6. On the Reset Password page, the user is prompted to enter a new password and select the Reset
button The Password Compliance section of the Reset Password page will aid you in creating your new
password. When the compliance is met, you will see a green checkmark next to the compliance.

When the compliance is not met, you will see a red X.

CMS Centersfor Medicare & Medicaid Services

Identity & Access Management System Help

Reset Password « Back to Previous Page

#* indicates required field(s)

Please enter a new password, and the new password again for verification:

* New Password: Password Compliance:

| | Must be different from your previous 6 passwords.
Passwords may only be changed once every 24 hours.

Must be 8-12 alphanumeric characters.

Must contain at least one letter.

Must contain at least one number.

Must contain at least one valid special character.

Must not contain any invalid special characters.

Must not start with numeric characters.

Must not contain three repeating characters.

Must net centain first name or last name.

Must not be the same as the User ID.

New Password must match Confirm New Password.

* Confirm New Password:

RRRVIILILRRREERL

| e
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Be sure to view the list of valid special characters by hovering your cursor over “valid special character”

Centers for Medicare & Medicaid Services R i et
Identity & Access Management System Help
Home My Profile My Connections My Staff
My Profile » Change Password = Back to Previous Page

* indicates required field(s)

Please enter your current p d, a new p d, and the new password again for verification:

* Current Password: Password Compliance:

Must be different from your previous 6 passwords.
| | Passwords may only be changed once every 24 hours.
Must be different frem the previous paszsword by at least 6 characters
Must be 8-12 alphanumeric characters.
Must contain at least one letter.
Must contain at least one numbe:
Must contain at least one valid s
Must not contain any invalid s|
Must not start with numeric characters.
Must not contain three repeating characters.
Must not contain your first name or last name.
Must not be the same as your User ID.
Mew Password must match Confirm New Password.

* New Password:
| |

* Confirm New Password:

Valid Special Characters: @ # & )(-_"".,*;:

HEBERERBRRRY

[swmt ) -

7. Once the user selects the Reset button on the Reset Password page the user is taken to the Reset
Forgotten Password - Confirmation page. The user will select the Continue to Login Page button
access the 1&A logon screen.

Reset Forgotten Password - Confirmation

i Your password has been reset.
)

Continue to Login Page ’

a. Note: The user will also receive an e-mail notification confirming that the password on the user’s
account has been changed. See an example e-mail below

From: donotreply@cms.gov
To: whitney.stevenson@email.test
Subject: Password Change Notification
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This is to inform you the password on your account whitneysteve was
recently reset. 1If you did not reset your password, please contact the
External User Services (EUS) Help Desk immediately.

e Onthe I&A login page the user will enter his/her user ID and newly reset password and select the Sign
In button.

CCMS Centers for Medicare & Medicaid Services

Identity & Access Management System 7] Help

Thia Multi-Factor Authentication (MFA) policy has changed. Your MFA & mall will match your T&A profile primary & mall
address. Please contact the Help Desk if you have any guestions.

Autharized users are able to sign in to the Identity & Access Management System. If you are a new user you must first register.

Aszistive lechnobogy users can navigals Lo and sslbeck the "Close’ bullen on Lhe pop-up by pressing the Tab key, Tabbing past this
button may mave feous away from tha pop-up content. If this hapaa 1z the Shift + Tab keys to retwrn to the provious focus paint.

Sign In One account to access multiple systems

Create one avoount wilh .danlI.'\- & Accesy kIdll'-ﬂglﬂl'ﬂdl'll
¥ Indicates required field{s] Systam 10 Manage access to NPPES, PECOS, PEFPER, and CBR,
manage staff, and authorize others to accass yaur Information

= usar 1D
[ IMPOATANT! - Every individual wser with access Lo the 184
systam is responsible for;

* Passvword: » Kasping login intormaticn sacure
r Selecting strong passwards.
Raporting any unauthorized usa of accounts,

Sharing of legin information is strictly prohibited|

[#] Forgot #fassword

[7) Betrieve Foroptten Wser ID
) I Uza this systam to registar for

(@) Enter your #IH ] ,‘E co s Madicare ar update your current
o e iment information,

1] Usa this sysram to-apply for and
manage Natianal Provider

Ldenilifiers (HPL=).

Musona s 4. Frowoey Encrevisas | s

Usa this systam as a guide far

PE PPE R auditing and menitoring efforts
L. = K Lo help providers identify and

prevant paymeant amors.

Use this
individual billing report pattermns
tn compara hilllng practices to
pears in the sama stata and

system Lo evaluate

across he nalion by spedally,

Quick Reference Guide
ovarview of faaturas and tools

1o FAREgE POur Socodint

Freguently Asked Questions
Answers to comman questions about registration, who

should register, and how Lo manage your account

epe
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8. Since this user has previously logged in to their I&A account he/she will be taken directly to their I&A

Home page.
 Centers for Medicare & Medicaid Services 120000 s Tt e " O
Identity & Access Management System [2) Help
Home My Profile My Connections My Staff
Home News & Alerts
My Pending Connections (1) EUS Contact Information:

CMS External User Services
Mail Stop DO-01-50 7500
Security Bivd,

Baltimore, MD 21244-1850
https://eus.cms.gov/helpdes

/i, Total Pending Providers: 2 kfcpi/eusfia/home

These are Pending Connection requests that have been sent to you or your organization
and require your action to approve or raject.

These are Individual Providers or Healthcare Grganizations who have reguested
you {or your organization) to work on their behalf. Approving these requests will - .
allow you and your staff to work on their behalf, Application Links

NPPES
National Plan and Provider
Enumeration System

[=] Pending Requests

Provider Surrogate PECOS MNPPES PEPPER CBR
Smith, Jessie walgreens i) O PECOS
Medicare Provider
Enrciiment, Chain, and
Salact All | Approve All Selected Reject All Selected ownarship System

PERPER
Program to Evaluate
Payment Patterns Electronic
Reports (PEPPERsS)
CBR

A\ Total Pending Surrogates: 6 Comparative Billing Reports

Below are Individuals or Organizations who are asking you to authorize them as Quick Actions

a Surrogate for you {or your organization). Approving these requests will allow
them to access and update your information in the CMS systems you specify.
Add Connection
Add Staff

[=) Pending Requests

Surrogate Provider PECOS NPPES PEPPER CBR
= : _ _ _ Add Employer
walgreens EWayze. Patrick ) [ O
walgreens Smith, Jessie (H} )

SelectAll | | Approve All Selecled | | RejectAll Selected

9. Once the user is finished in his/her I&A account the user can logout using the Sign Out hyperlink in the
top right hand corner of the screen.

= = - . Logged in as whitneysteve Sign Out
/(ZT\HS Centers for Medicare & Medicaid Services Last Lagged on 01/31/2014 0215771
Identity & Access Management System Help
Home My Profile My Connections My Staff
Home News & Alerts

e The user can now take their user ID and newly reset password and login to NPPES, PECOS, PEPPER,
and CBR.
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How to Reset a Forgotten Password For a User Who Has Not Completed His/Her User Information
Security Check when logging into PECOS

e From the PECOS login page the user selects Forgot Password? Hyperlink. The user is then redirected
to the I&A Reset Forgotten Password - User ID page.

! IMPORTANT:

NPPES data is updated to PECOS periodically throughout the day. If you have recently created your NPPES User ID and
Password, or changed any data, please allow couple of hours to one day for your login changes 1o take effect.

PECOS supports the Madicans Provider and Suppler enngliment process by alowing registersd users (o setunely and shscironicaly subm
and manage Medicars anrolment infonmation

Hew to PECOST View our videos at the bottom of this page

USER LOGIN BECOME A REGISTERED USER
iou may use your HFPES or PECOS wsername and password od may regasler for & user account if you are: an individual
1o login Practtoner, Authorized or Delegated Official for a Provider or
Euppbercrga'uzr.-:n or an indrvidual who works on behalf of
" UseriD Providers or Suppliers
r for f L1l
* Passwaord
fiona? Learn mor 14 fEring for an Jaf

Mote: I you aré a ledical Provider of Suppler, you must register for

LOG IN .I an Ny 1 before enroling with Medicara

H” P, wr‘-@]

Forgod Liger IC >
Usnacatipdate User Profist

1. Onthe Reset Forgotten Password - User ID page, the user enters his/her user ID and selects the
Continue button.

Reset Forgotten Password - User ID

* Iindicates required field(s)

* User ID:

E] Retrieve Forgotten User ID
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2. On the Reset Forgotten Password - Challenge Information page, the user attempts to enter his/her
Security Questions and selects the Continue button.

Reset Forgotten Password - Challenge Information

« Back to Previous Page

/\ Note: To reset your password you will need to successfully complete one of the following two options:

1. Correctly answer three Security Questions associated with your account.
2. Enter the User Information associated with your account.

If you choose Option 1, and are unable to correctly answer three of the Security Questions associated with your account,
you will be required to complete Option 2 and correctly enter the User Information associated with your account before
being allowed to reset your password.

* indicates required field(s)

Security Questions OR User Information

*Security Question 1: * Social Security Number (Enter Last 4 Digits):
What was the name of your first pet? |

| = = | * Date of Birth:
*Security Question 2: Ex: (MM/DD/YYYY)

Who taught the class you remember most from

| | * First Name:
*Security Question 3:
What is your favorite season of the year? |

| | * Last Name:

* pPersonal Phone Number:

]

* Home ZIP/ Postal Code:

Continue

ID

3. In this example, the user incorrectly answers the Security Questions and receives an error message
stating “One or more Answers are incorrect. The security questions may have changed. Please input
the correct answers. You will be required to enter the User Information associated with the account
after 3 incorrect attempts.” The user attempts to enter his/her Security Questions and selects the
Continue button.
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@ One or more Answers are incorrect. The security questions may have changed. Please enter the correct answers. You will
be required to enter the User Information associated with the account after 3 incorrect attempts.

#* indicates required field(s)

Security Questions OR User Information

*Security Question 1: * Social Security Number (Enter Last 4 Digits):
What year did you graduate from high school? ‘

| . . ‘ * Date of Birth:
*Security Question 2: Ex: (MM/DD/YYYY)

What is your favorite movie? I:l

*Security Question 3: * First Name:
What is your father's middle name? ‘

| |

* Last Name:

* personal Phone Number:

[ ]

* Home ZIP/ Postal Code:

]

4. The user attempts to correctly answer the Security Questions two additional times and after the third
attempt when the user selects the Continue button the user receives an error message stating “You
have incorrectly answered your security questions three times. Your account has been locked. Please
enter the User Information associated with your account to unlock the account and reset your
password. After three unsuccessful attempts to correctly enter your User Information you
will be required to contact EUS to unlock your account.”

Note: Continue button under the Security Questions heading is disabled and the user is forced to
complete the User Information fields.
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The user enters the personal information collected in the User Information fields and selects the
Continue button.

@ You have incorrectly answered your security questions three times. Your account has been locked. Please enter the User
Information associated with your account to unlock the account and reset your password. After three unsuccessful
attempts to correctly enter your User Information you will be required to contact EUS to unlock your account.

* indicates required field(s)

Security Questions OR User Information

*Security Question 1: * Social Security Number (Enter Last 4 Digits):
What size shoe do you wear? |

| = E | * Date of Birth:
*Security Question 2: Ex: (MM/DD/¥YYY)

What is your favorite movie? I:l

*Security Question 3: * First Name:
What is your father's middle name? | |

* Last Name:

| Continue u | |
* Personal Phone Number:

[ ]

* Home ZIP/ Postal Code:

]
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5. Onthe Reset Password page, the user is prompted to enter a new password and select the Reset button.

FCMS Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Reset Password « Back to Previous Page

* indicates required field(s)

Please enter a new password, and the new password again for verification:

* New Password: Password Compliance:

‘ | Must be different from your previous 6 passwords.
+ Passwords may only be changed once every 24 hours.
Must be 8-12 alphanumeric characters.
Must contain at least one letter.
Must contain at least one number.
Must contain at least one
Must not centain any inva
Must not start with numeric characters.
Must not centain three repeating characters.
Must not contain first name or last name.
Must not be the same as the User ID.
New Password must match Confirm Mew Password.

# Confirm New Password:

XXX XER

| o

6. Once the user selects the Reset button on the Reset Password page the user is taken to the Reset
Forgotten Password - Confirmation page. The user will select the Continue to Login Page button access
the I&A logon screen.

Reset Forgotten Password - Confirmation

i Your password has been reset.
)

Continue to Login Page b

Note: The user will also receive an e-mail notification confirming that the password on the user’s
account has been changed. See an example e-mail below
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From: donotreply@cms.gov
To: NOT-CONVERTED-TESTUSER
Subject: Password Change Notification

This is to inform you the password on your account TESTUSER was recently
reset. If you did not reset your password, please contact the External User
Services (EUS) Help Desk immediately.

7. On the I&A logon page the user will enter his/her user ID and newly reset password and select the
Sign In button.

CCMS Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Authorized users are able to sign in to the Identity & Access Management System. If you are a new user you must first register.

Sign In One account to access multiple systems

* indicates required field(s) Create one account with the Identity & Access Management
System to manage access to NPPES, PECOS, and EHR incentive
programs, manage staff, and authorize others to access your

* Password:

Forgot Password

* User ID:

Use this system to register for
Medicare or update your
current enrollment information.

Register to receive EHR
incentive payments for eligible
professionals and hospitals that
adopt, implement and upgrade
or demonstrate meaningful use
with certified EHR technology.

[ J | .
1 | Use this system to apply for

and manage Mational Provider
Identifiers (NPIs).

Retrieve Forgotten User ID

Enter your PIN

National Plan & Provider Enumeration System

Quick Reference Guide
Overview of features and tools
to manage your account.

Frequently Asked Questions
Answers to common questions about registration, who
should register, and how to manage your account.
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8. Before the user is able to access his/her I& A Home page the user must complete the User Information
Integrity Check. On User Information Integrity Check - Notice page, the user will select the Continue
to Start button to continue.

Note: In this example, this is the first time the user has logged into his/her I&A account so the user
has not completed the User Information Integrity Check. If the user has previously logged in to
his/her 1&A account the user will be taken directly to their Home page.

User Information Integrity Check - Notice

@Welcome to the Identity & Access Management System. We have detected one or more issues with your account that will need
to be addressed before you can continue. The following pages will step you through the needed changes. The changes you make
will not be permanently saved until you complete the process. Thank you for your patience as we bring your account up to date.

* E-mail
* Profile

Continue To Start ’

9. On the User Information Integrity Check - E-mail page the user must enter a unique e-mail address.
After the user enters their e-mail address the user will select the Continue button.

User Information Integrity Check - E-mail

Step 1 M
E-mail

{;D Your socouent dost not have & prmary &-mil sddresds, Plesds anter the a-mail address that should be used to coMaet you
regarding your user account. This primary e-mail address must be an e-mail address that is unigue to you (ne other user in the
I8 systern can have the same &-mail address), and will be the &-mail address used bo contact you regarding yowr user
account. Once you have sntered vour prmary a-mail address, select "Continua”,

* indwcates required held{s)

* E-mail Address:

* Confirm E-mail Address:

10. On the User Information Integrity Check - Profile page the user must complete all required fields.
Once completed, the user will select the Continue button. Note that if the user is an Individual
Provider with an Active Type 1 NPI, the user will not be able to modify the information on the left side
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of the screen because it is on the user's NPI. If the information on the left side needs to be modified,
the user should complete this process and then login to NPPES to correct the information on his/her
NPI. The information will then be updated in I&A automatically.

Seep 1V Ds:.pz
E-mail Profile

(D) Vour Brofile is not complete. Plaase fill il the required Relds.

Plaase provide the details below. They will be used ta verify your identity.

* indicates reguired feld{s)

* First Mamae: * Businerss Phons Numbed:
Hiddle Mame: Fax Number:

* Last Mame: * Personal Phone Mumber:
suffin * Home Address Line 11

'_ I_M‘h of B_il‘hl:_. MDD Y Y YY) L 71

¥ SEN: . * City:

| At

Primairy E-mail Addreis: . pv

DFGR e mailtest United States -

* State/ Province/ Termitory:
SE - Select One -

* Postal [ZIP Code:

|
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11. After the user completes Step 1 - E-mail and Step 2 - Profile, the user is taken to Final Complete. On

the User Information Integrity Check - Complete page the user will select the Continue to home Page
button to access their Home tab.

User Registration - R tration Complet

Step 1% Step 2 W Stap 3 W Fina:
Wi Securty Wear bnfa MEA Setup Ranviawe

@ Congratulations, your account has been sucoesslully croated,

ith your NPl
¢ emphoyer(s) to manasge staff and

Marager associated

gor wsociated with your
Gu'-lnhwlhmm'

12. From the user’s Home tab they can see if there are any Pending Provider or Surrogate requests. The

user will also be able to navigate to other tabs available to them depending on the role of their
account (i.e., Authorized Official, Access Manager, or Staff End User).

Home My Profile My Connections My Staff
Home
My Pen I|=..: Connections

LIEH 1=

These are Pending Connection requests that have been sant to you or your organazaticn and
rEqUIre your scean 1o apprave or nejedt

Total Pending Providers: 0

Total Pending Surrogabes: 0

-

13. Once the user is finished in his/her I&A account the user can logout using the Sign Out hyperlink in the
top right hand corner of the screen.

@ S Centers for Medicare & Medicaid Services

Logged in as waltersteve

Sign Out
Last Logged on 01/31/2014 01:45PM
Identity & Access Management System Help
Home My Profile My Connections My Staff
Home News & Alerts
e The user can now take their user ID and newly reset password and login to NPPES, PECOS, PEPPER,
and CBR.
01/20/2026

99



Identity & Access System Quick Reference Guide

How to Upload Documents

The Add a Document button can be found on the following pages:

a. Add Employer Confirmation and Review page
i. Displays at the end of the Add Employer process
ii. Displays when the Tracking ID of a Pending Employer Request is selected on the My
Profile tab in the Employer Information section
b. Add Provider page
i. Displays at the end of the Add Provider Process when the Provider is an Individual
Provider
c. Connection Details page
i. Displays when a surrogacy connection is in a Pending Status and your employer
imitated the surrogacy connection to an Individual Provider

1. Select the Browse button to search for your file

Identity & Access Management System [3] Help

Upload New Document

Maximum size of file that can be uploaded is 10 MBE.

Type of documents that can be uploaded should be formatted PDF, GIF, or JPEG files.

*

indicates required field(s)

* File:
' Browse... l

Comment:

T f D t:
D |Se ect Document Type ﬂl

| conce

2. Navigate to your file and select the file
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-

& Choose File to Upload

@U'H; b Computer » O5(C) »

Organize -

J’J Music
=/ Pictures
gﬂ Subversion

B videos

Mew folder

#4) Homegroup

Lol Computer
& 05

‘?! Metwark

File name:

- | 43 || Search 05 (C)

-

m

-

=y Ol @

Mame

) 281

) 29.2 2016 Release 2
J 29.3 2016 Release 3
) 294

) AdwCleaner

| apps

. BacklLog

. CCB stuff

, CMS

| common
4 [ 3

- | AllFiles ()

|

7

Open ] ’ Cancel ]

3. Identify what Type of Document you are uploading
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Identity & Access Management System [z] Help

Upload New Document

Maximum size of file that can be uploaded is 10 MBE.
Type of documents that can be uploaded should ba formatted PDF, GIF, or JPEG files.

* indicates required field(s)

* File:

Comment:

* Type of Document:

CP128
CP210
CP21004
CP225
CP287
CP402
CPED4

CPETE
Form 8186
Form 841 Payment Woucher
IRE Fax
LTR 1382C
LTR 147C
LTR 2845C
LTR Z782C
LTR 387C

Document Managemeant:

You can upload, view, and delete documents. You can also view, edit, and modify comments related to the uploaded
documents.

[*] More information about Uploaded Documants

1 of the total required 1 documents for completion have been uploaded.

File Name Document Type Comments Date Added Actions
all_HHSLogo.gif CP575 copy of companias 01/06/2017 \ > “
CP575 S

Add a Document |

4. Once your document is successfully uploaded, you have the ability to -« View the uploaded

document, 1 add a comment associated with the uploaded document, or “ delete the uploaded
document or comment, as long as, the request is in a Pending or Rejected status.
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5. Selecting the . 1'_ ICON will bring up the Add Document Comment page.

(/E;IS Centers for Medicare & Medicaid Services 120 2t a0 O

Last Logged on 027172017 03:35PM

Identity & Access Management System [z] Help

Add Document Comment

M\ Enter Comment below and Select Submit to Add the Comment.

File Name Document Type Comments Date Added
All_HHSLogo.gif CP5375 01/06/2017
Comment:

ECN) | -

Once the comment is added you will see in the Comments column

File Name Document Type Comments Date Added Actions
All_HHSLogo.gif CP575 copy of companies 01/06/2017 » 'l]'
S
CP575

2nd comment about

the CPS75
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You have the ability to Delete uploaded documents while the request is Pending or after it has been Rejected

Identity & Access Management System [Z] Help
Delete Document
/M, Select Submit to Delete the Document Listed Below.

File Name Document Type Comments Date Added
ehrincentivelogo?.jpg CP504 01/06/2017

ECN) | -
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Examples - Common Connection/Surrogate Scenarios

Providers can grant access to employees and/or surrogates to manage and access their information in any (or
all) of the following systems:

e NPPES
e PECOS
e PEPPER
e CBR

Example #1: Individual Provider approves Group Practice to manage his information

Brian Johnson
(Authorized Official)

e
CONNECTION | | T
: —' I - EMPLOYER : Alex
- (Staff)

John Smith Health Group Inc. \‘ :
(Individual Provider) & Tom

(Organizational Provider)
(Staff)

John Smith (Individual Provider) is part of a group practice Health Group Inc. (Organizational Provider). Brian
Johnson is the Authorized Official for Health Group Inc. Tom and Alex (Staff) are both credentialing specialists
that work for Health Group Inc. John has made business arrangements with Health Group Inc. to manage his
enrollment information within PECOS and his information in NPPES.

Assumption: Health Group Inc. is already found in I&A and already has an NPI. Brian, Tom, and Alex are already
established with their respective roles in I&A. John already has an NPI.

Brian Johnson (AO for Health Group Inc.):

1. Logsinto I&A;

2. Goes to My Connections, and selects Find Provider, under Health Group Inc.;
3. Searches for John Smith by his NPI;

e Selects him and then the PECOS and NPPES business functions; and

4. Confirms the connection request.

John Smith (Individual Provider):

5. John Smith receives notification of the requested connection.

6. Logsinto I&A;

7. Seesthe pending request from the group to add him on both the Home page and in the list of
connections on the My Connections page;

8. John approves the request;

9. John receives notification of approved connection request;

10. Health Group Inc. receives notification of approved connection request.
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These steps establish the connection (surrogacy relationship) between John Smith and Health Group Inc. - which
allows any member of Health Group Inc.'s staff (i.e., Brian, Tom, or Alex) to access information for John Smith. If
Health Group Inc. had established an Access Manager they could also initiate the connection request.
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Example #2: Organizational Provider hires 3™ Party Organization to manage their enrollments

Health Product Store

(Organizational Provider)

N\v‘oﬁ

Tom
(Staff)

—‘ EMPLO‘I"ER

Billing Medical
(3" Party Organization)
Jack Lee
CONNECTION r‘ (Authorized Official)

Jane Foster

Authorized Official
( } Health

Product Store (Organizational Provider) has made business arrangements with a 3™ party consulting company,
Billing Medical (3" Party Organization) to manage their enroliment information in PECOS. Jane Foster is the
Authorized Official of Health Product Store, Jack Lee is the Authorized Official of Billing Medical, and Tom (Staff)
is a credentialing specialist that works for Billing Medical.

Assumption: Health Product Store already has an NP1, Billing Medical is already established in I&A, and Jane,
Jack, and John are setup with their respective roles.

Jack Lee (Authorized Official of Billing Medical):

Logs in to 1&A;

Goes to My Connections, and selects Find Provider, under Billing Medical.;
Searches for Health Product Store by its NPI;

Selects Health Product Store and then the PECOS business function; and
Confirms the connection request.

vk wn e

Jane Foster (Authorized Official of Health Product Store):

6. Health Product Store Authorized Official receives notification of the requested connection.

7. Logsinto I&A;

8. Sees the pending request on both the Home page and in the list of connections on the My
Connections page;

9. Jane approves the request;

10. Jane receives notification of approved connection request;

11. Billing Medical receives notification of approved connection request.

These steps establish the connection (surrogacy relationship) between Health Product Store and Billing Medical -
which allows any member of Billing Medical’s Staff to access information for Health Product Store. If Billing
Medical had established an Access Manager they could also initiate the connection request.
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Example #3: Group Practice hires 3rd Party Organization to manage their information

Group Practice hires 3rd Party Consulting Organization to manage their information for itself, AND all the
Individual Providers who have already connected to it. In this example, the Organizational Provider is only
granting access to their information PECOS, however; the same can be applied to NPPES.

Billing Medical
g Brian Smith (3" Party Organlzatlon}
¢|| (Authorized Official)
i CONNECTION y EMPLO‘I"ER
'!EE & Alex

Jack Lee
(Authorized Official)
Providers
(Individual Providers)

¥

Tom
(staff)

Health Group Inc. (Organizational Provider) has made business arrangements with a 3™ party consulting
company, Billing Medical (3™ Party Organization) to manage their enroliment information in PECOS, and the
enrollment information for all their Individual Providers who have previously connected to Health Group Inc.
Brian Smith is the Authorized Official for Health Group and Alex (Staff) is the office manager. Jack Lee is the
Authorized Official for Billing Medical, and Tom (Staff) is already a member of the Staff on Billing Medical, and
will be the only person working on information for Health Group or any of its Providers.

E MPLOYER
(Staff)

Health Group Inc.

(Organizational Provider)

Assumption: Health Group Inc. already has an NPI, Billing Medical is already established in I&A, and both Brian
and Tom are setup with their respective role, Individual Providers have established connections with Health
Group Inc.

Brian (Authorized Official):
1. Logsinto I&A;
2. Goes to My Staff, and selects Add Staff;
3. Enters Tom’s name and e-mail address;
4. Submits the request.

Tom (Staff of 3" Party Organization):

Receives an e-mail requesting that he register as a staff for Health Group Inc.;

Selects the link from the e-mail;

Enters his e-mail address and the PIN provided in the e-mail;

Since Tom is already a registered user in I&A he log’s in and finalizes the registration.

9. Upon successful registration Tom will now see he is a Staff member for Health Group Inc.

PN w

These steps establish the connection (surrogacy relationship) between Health Group Inc. and Billing Medical via
Tom, a member of Billing Medical’s staff. Tom from Billing Medical can now access information for Health
Group Inc., AND all of the Individual Providers who have previously approved connections between themselves
and Health Group Inc.

IMPORTANT NOTE: If Health Group Inc. creates a CONNECTION to Billing Medical rather than making an
individual of Billing Medical’s Staff a member of their staff, Billing Medical’s Staff would only have access to the
PECOS information for Health Group Inc., NOT any of the Individual Providers who previously authorized Health
Group Inc. to work on their behalf.
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Example #4: Individual Provider adds Office Manager granting access to manage his information

A § EMPLOYER Sara
(staff)

Joe Brown

(Individual Provider)
Joe Brown (Individual Provider) has a private practice JB Medical Clinic. Sarah Douglas is Joe Brown’s office
manager and will be managing his enrollment information within PECOS and information in NPPES.

Assumption: Joe Brown already has an NPI and is already established in I&A.

Joe Brown (Individual Provider):
1. Logsinto I&A;
2. Goes to My Staff, and selects Add Staff;
3. Enters Sarah’s name and e-mail address;
e Selects Sarah’s employer (Joe) and Role - Staff End User and then the PECOS/NPPES/PEPPER/CBR
business functions; and
4. Submits the request.

Sarah Douglas (Staff - Office Manager):
5. Sarah receives an e-mail requesting that she register as a staff end user for Joe;

Sarah selects the link from the e-mail;

Enters her e-mail address and PIN provided in the e-mail;

Since Sarah is not currently a registered user in I&A she will select Continue to Registration;

Sarah follows the screens through the Registration process.

10. Once registration is successful Sarah will see on her My Profile tab that she now a Staff End User for
Joe Brown

e No

These steps establish the employment relationship between Joe Brown and Sarah Douglas. Sarah Douglas. As a
member of Joe Brown’s Staff she can now act as a surrogate for Joe Brown.
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Example #5: Individual Provider Hires 3" Party Organization to manage his information

w’?‘oﬁ

———

Joe Brown I ooy

(Individual Provider)

Tom
(Staff)

Billing Medical
(3™ Party Organization)
Jack Lee
CONNECTION r‘ (Authorized Official)

Joe

Brown (Individual Provider) has a private practice JB Medical Clinic, and has made a business arrangements with
a 3" party consulting company, Billing Medical (3™ Party Organization) to manage his enrollment in PECOS and
his information in NPPES. Jack Lee is the Authorized Official of Billing Medical.

Assumption: Billing Medical is already established in I&A, and Jack is already setup as the AO. Joe Brown already
has an NPI and is already established in I&A.

Jack Lee (AO for Billing Medical):

1.
2.

°
3.

Logs in to I1&A;

Goes to My Connections, and selects Find Provider, under Billing Medical.;
Searches for Joe Brown by his NPI;

Selects him and then the NPPES and PECOS business functions; and
Confirms the connection request.

Joe Brown (Individual Provider):

4.
5.
6.

Joe Brown receives notification of the requested connection.

Logs in to I1&A;

Sees the pending request on both the Home page and in the list of connections on the My
Connections page;

John approves the request;

Billing Medical receives notification of approved connection request

These steps establish the connection (surrogacy relationship) between Joe Brown and Billing Medical - which
allows any member of Billing Medical’s staff to access information for Joe Brown. If Billing Medical had
established an Access Manager they could also initiate the connection request.
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Appendix A - Acronyvms, Key Terms, and Definitions

Acronym Description
AO Authorized Official
AM Access Manager
CBR Comparative Billing Report
EUS External User Services
1&A Identity & Access system
1P Individual Provider
MFA Multi-Factor Authentication
NPI National Provider Identifier
NPPES National Plan & Provider Enumeration System
PECOS Provider Enrollment, Chain and Ownership System
PEPPER Program to Evaluate Payment Patterns Electronic Reports (PEPPERs)

Staff user who is allowed to work for an EIN/organization but does not have the authority to

Staff End User (SEU) perform AO and AM tasks. Staff End Users only have access to those EINs, Individual

Providers, and Business Functions granted to them by an AO or AM.

Status - Account/Profile

Account/Profile Status - Status of the user’s account/profile. This is not the same as the user’s
status with his employer(s).

¢ Active - user successfully ID-proofed and can see his Home page and profile information
(what he sees for the employer info is dependent on the status the user has with his
employer(s))

¢ Deactivated - deactivated by EUS (User must have their account Reactivated by EUS)

¢ Disabled - account has been “disabled” due to inactivity > X days but <Y days. (The user
must reset their password.)

¢ Archived - account/profile has been archived due to inactivity > Y days. (The user must
create a new account/profile.)

Status - Connection

Connection Status - Status of the a connection between two entities (provider + surrogate)
¢ Approved - Connection has been approved

¢ Pending - Connection request has been submitted but it has not yet been acted on

¢ Disabled - Previously approved connection has been disabled

¢ Rejected - Connection request was rejected and was never approved OR was not acted on
within 30 days of its initiation

¢ Deactivated - Last Provider NPI associated with connection has been deactivated

¢ Cancelled - Connection was cancelled by the initiator before being acted on by the recipient

Status - E-mail

E-mail Status - status of an e-mail address
¢ Validated - e-mail address has been validated

¢ Pending Validation - e-mail address has been submitted for validation but user has not yet
responded to the validation request

¢ Not Validated - e-mail address has not been validated nor has it been submitted for
validation
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Acronym

Description

Status - Employer

Employer Status - Status of the user with regards to employer(s). A user will have a status for
each employer.

¢ Approved - user has been approved for the employer

¢ Pending Approval - user has not yet been approved for the employer. This may occur in the
following situations:

e AO or AM awaiting vetting and approval by EUS for a new employer
e AM awaiting approval by AO for a new employer
e AM or Staff End User awaiting approval of a role change request

¢ Disassociated - user no longer has access to the employer

¢ Rejected - request for approval was rejected

¢ Archived - User's User ID has been archived

Status - Invitation

Invitation Status - status of a staff invitation request issued by an AO/AM/IP to a new staff
user

¢ Registration Pending - an invitation has been issued but has not yet been responded to/acted
on

¢ Registration Cancelled - a pending registration invitation was cancelled before the staff user
responded to the invitation

¢ Expired - an invitation request that has been Pending Registration for more than 72 hours

¢ Accepted - invitation has been accepted by the user who received it

Status - PIN

PIN Status - status of a PIN that has been issued following a request
¢ Active - PIN is still active and can be used

¢ Expired - PIN has expired and can no longer be used.

¢ Used - PIN has been used and cannot be reused

¢ Cancelled - the action taken that resulted in the generation of the PIN was cancelled (e.g.,
when an AO/AM/IP cancels a staff user’s invitation before that staff user registers.)

¢ Deactivated - a user attempted to use PIN but was not able to enter the correct e-mail address
in three tries. The PIN has been deactivated and cannot be used.
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