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A R E AR IR SR R 2 LI,

2.4 WSESLAIRHR R R E AT AT ?
LEAEWLHIEFELSHITH, RERTERER, BRRLEREIaE AN
, EREMXIREWLHIRRTE,
DBSSSZHFIX1TiREE, 5SS I XIgTLAFREIEEZ LIRSS -
IR T HANFMIRE, B2l BXTIH,

2.5 M SESCHIFHRRECENAS B AT AN{al b 1B ?
HIEEWIHIEELZESH I, RERTEEAE, BEIRXTREREEE.
BT RAFMIRE, B2l BRXTE,
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https://support.huaweicloud.com/usermanual-ticket/zh-cn_topic_0127038618.html
https://support.huaweicloud.com/usermanual-ticket/zh-cn_topic_0127038618.html

HEFEZ 2R3 (DBSS)
= aE 2 Wk

2.6 EE R LULHIEERERS S EFET R LAIRIR
M5?

HEEERT LXHIEELZ LIRSS, DBSSEEREEER= LATERR, B
RIRIRIRAANER2-1F 7o

NREAFHLEDBSSHEERBTRR, BEAE = LWSLDBSS,
R 2-1 YPWEERZEHFHINBREZRRA
Ehith e VCPU: 4#%

e N7F: 16GB

o fE#fZ: 560GB
LR e VCPU: 8#%

e N7FE: 32GB

e T&EFZ: 1084GB

=RhR e VCPU: 16#%
e N7F: 64GB
o fEAZ: 2108GB

2.7 M R EUREER B 1HEEER?
EHIEEZEHITRIER, AP LUES SR Er EERSIEELT RS .

AR

o BREEHIHIASHKEESIZINDBSS System Administrator. ECS Administrator.
VPC Administrator¥1DBSS AdministratorifREERE, =(iS Tenant
AdministratorffREEE .

o ERNUTHIEEZRHETLA.
WL S B ITELH
SE BREWRHE.

2 PEEEEHeA AN -, BREKERINE.

SW3 Bk — , B RSN > MBERLRS , BAMBERS®IT ‘B4 R
&

T4 EENSHNS, EEF “EHFIR .
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https://console.huaweicloud.com/

HEFEZ 2R3 (DBSS)

= aE

2 MISEE

SRS EFRELFRILOIFREITP, B S8
$IR6 £ "R RE, EIREENK.

BERERRE, BE NGRS,
-

2.8 IMTRI T EURER £MRSS?

Rz

HURRSRM

BRFE R

gz
SER2

HEERERSMCHFEF/BRAESN, WIRISLOHITREERMIR, R iFHEM
1%, (NI5RIT.

PATIRITIREfS, BERIARFIHCRNAS . EEEHEIOBSHPIIEHEITHEAR

SiBkRo

o BREIIHIASHKEESIZINDBSS System Administrator. ECS Administrator.
VPC Administratorf1BSS Administratorfats, iZi¥Tenant Administratorf
=18

o ENWIHIREEZEHITLA,

EREEEHS.
EREALS, 8F “BRSHAT , #A “ERGB0 FE.

2-1 BESHA

EEMSHRLE, &F “TTHRERE > RITSERRE" .

g?&i&ﬂﬁ’\ﬁ?ﬁﬂ}i{’ﬁ FENRITEE., BIJGUENWL, BTEeINWIHEFRZE
ito

W
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https://support.huaweicloud.com/usermanual-billing/renewals_topic_10000000.html
https://console.huaweicloud.com/
https://support.huaweicloud.com/usermanual-billing/unsubscription_topic_2000010.html
https://support.huaweicloud.com/usermanual-dbss/dbss_01_0260.html
https://support.huaweicloud.com/usermanual-dbss/dbss_01_0260.html

HIEEZ 2RSS (DBSS)
= e

2-2 RIT5iR#RES

ERPG

SASPRZAS 01 (2026-03-20)

WRIERE © LEARITERARERAF



HEFEZ 2R3 (DBSS)
= e 3 BIEEREHITINEESE

3 HIEER S HITIEESE

3.1 $iEEZ =W I A LABXIEFERIS?

HIEFEREHITASIFEX (Region ) /A, FHITAMEFNWINSEEZSE
BT LI TR — X, SRR IEEREHITIRE,

INRIEMISERIEREFE R S RITSEAIE “EIb-1tmIN” , MITTHITREUREERSE &
R-Lig—" , WS TRERIIEEREHIT IR

3.2 YEFEZEFEITI LIS AXERL?

FEITHIEIREWSIR SR EZ £ B SEAI R — X, S ReEREIEER
ST, MRGHITHIHMIEENWIREIEEFEZ B ITSLAIER—XE, BFER—
JRAX, NETLMERSEEZEHIT.

BN, ESEEANXER ‘TRX1” WX TEHREEZE®HIT, FRITAVEIERERSEEX
Xigay “TTRAX2” 5 “TRKX3” , NETLMERWIRNSEEZE®HIT.

3.3 HEEREFI (FREN ) BEAaSss?

. BIEERZEHF I REEELZ SRS RMNSINENEIREERITIE, I
EEEHITEI, ARMARLSS, SAtEIT TR,

3.4 FEEREFI TSI KSHZERL?

HIEEZEF T AZIFZNRSHEGER, Fli0, MREEENXIGESEMES=
BIET2MKES ( “domain1” 1 “domain2” ) , HEE “domain1” KS FWETY
HIREZEHEIT, U “domain2” IKSAEEER “domain1” BEIRBEZEHIT.

FR—XI, — M KSHIEIAM LRI EIAMBRPE T AR BIZKS TRIEIEER
it flal, SBEENMXKIEESIMERSTIETINMKS ( “domain1” ) , B
“domain1” KETEIAMPEIZET2MNAMEBR, ( “sub-user01” . “sub-

user02” ) , WEREITIT “sub-user01” F1 “sub-user02” FBFDBSSHIIPRSERS,
X2 MAMBPERRILUMER “domain1” HIEURELZLHIT.

STRERA 01 (2026-03-20) IR © ERRBRABRAT 10



HEFEZ 2R3 (DBSS)
= e 3 BIEEREHITINEESE

3.5 YEFEZEFITTLNATHERR?

HIEELZEHITRAMEESEBELSN, EAZNARWSHEIRT, JLXIER
= ERIRDS. ECS/BMSEHZRIEIEREHITRIGAIFIT

o ETHUEENBUIRE, MUEIEFEESR. BIEXE (MUEEN . HUERIEIEE
=H ) FREMR, BRIBIEEHITHIT.
o MK, RiE. SQUENFZSNMERHITON, BRI T BREEERRR.

o IRMEEIHRFERE, JUUEMAR. FERSBIRFIHERE (AIRERFERIR
=) . B, XIFRERFEMAISTAITEERBA, FENERETIREEIHRER .

3.6 SZITHIRIREREESEE!

HIEER SR ST IR ERE AR 2R3 1A

% 3-1 FEEZEHITISOEIREREFRA

6 e it BRA

MySQL e 50. 5.1, 55, 56, 5.7

e 8.0 (8.0.11RLAGIHIFhRA )
e 8.0.30

e 8033

e 8035

e 8.1.0

e 820

Oracle e 11g
11.1.06.0 . 11.20.1.0 . 11.2.0.2.0.
11.2.0.3.0. 11.2.04.0

o 12c
12.1.0.2.0 . 12.2.0.1.0

e 19c

PostgreSQL o 74

e 80, 81, 82, 83, 84

e 9.0, 9.1, 92, 9.3, 94, 95, 96
e 10.0. 10.1. 10.2. 10.3, 104, 10.5
o 11

o 12

o 13

e 14

STRERA 01 (2026-03-20) IR © ERRBRABRAT 11



HEFEZ 2R3 (DBSS)

= )R 3 BIERZEHITINEEE

HURPERE BRA
SQL Server e 2008

e 2012

e 2014

e 2016

e 2017
TaurusDB 8.0
DWS e 15

e 8.1
DAMENG DM8
KINGBASE V8
SHENTONG V7.0
GBase 8a V8.5
GBase 8s V8.8
Gbase XDM Cluster V8.0
Greenplum V6.0
HighGo V6.0
GaussDB o 1.31MMAR

o 1.47RMIER
o 281k
o 3.22371VMIR

MongoDB V5.0
DDS 4.0
Hbase e 1.3.1
(e =EEISLEHI: 23.02.27.182148 K2 | ¢ 2.2.3
H2Z ERRASZHF )
Hive o 122
(R =EITLE: 23.02.27.182148 & | ¢ 2.39
H2 ERRASZIF )

e 3.1.2

e 3.1.3
MariaDB 10.6
TDSQL 10.3.17.3.0
Vastbase G100 V2.2

STRERA 01 (2026-03-20) IR © ERRBRABRAT 12



HiEFEZ 2R3 (DBSS)
= e 3 BIEEREHITINEESE

HURPERE BRA
TiDB o V4

e V6
o V7

3.7 $IEER WIS EIEFEEWMERFERF L?

CRBEREFR. NARSRERZRAgent, BRINISIEEEEIEEFEZSH
161,

HIEELR L HITHIAgenta[iZ{TELINUX6AZFIWIndows6AIRIER Z L, RET AR
RERFIRBBU TR

o HIEEREHITAIAgentSTHFRILINUX R FhRAINZR3-2F 7 -

= 3-2 Agent 373589 Linux RGthRAi5EH
AZERWR AGIRAE

CentOS e CentOS 7.0 (64bit)
e CentOS 7.1 (64bit)
e CentOS 7.2 (64bit)
e CentOS 7.3 (64bit)
e CentOS 7.4 (64bit)
e CentOS 7.5 (64bit)
e CentOS 7.6 (64bit)
e CentOS 7.8 (64bit)
e CentOS 7.9 (64bit)
e CentOS 8.0 (64bit)
e CentOS 8.1 (64bit)
e CentOS 8.2 (64bit)

Debian e Debian 7.5.0 (64bit)
e Debian 8.2.0 (64bit)
e Debian 8.8.0 (64bit)
e Debian 9.0.0 (64bit)
e Debian 10.0.0 (64bit)

STRERA 01 (2026-03-20) RS © ERmHBRABRAT 13



HEFEZ 2R3 (DBSS)
=

3 BIEEREHITINEESE

RBERR

REhRA

Fedora

Fedora 24 (64bit)
Fedora 25 (64bit)
Fedora 29 (64bit)
Fedora 30 (64bit)

OpenSUSE

SUSE 13 (64bit)
SUSE 15 (64bit)
SUSE 42 (64bit)

SUSE

SUSE 11 SP4 (64bit)
SUSE 12 SP1 (64bit)
SUSE 12 SP2 (64bit)

Ubuntu

Ubuntu 14.04 (64bit)
Ubuntu 16.04 (64bit)
Ubuntu 18.04 (64bit)

Ubuntu 20.04 (64bit) ( R =E115LM:
23.02.27.182148 RREZ ER9MRASZF )

EulerOS

Euler 2.2 (64bit)
Euler 2.3 (64bit)
Euler 2.5 (64bit)

OpenEuler

OpenEuler 20.03 (64bit)

Oracle Linux

Oracle Linux 6.9 (64bit)
Oracle Linux 7.4 (64bit)

Red Hat

Red Hat Enterprise Linux 7.4 (64bit)
Red Hat Enterprise Linux 7.6 (64bit)

NeoKylin

NeoKylin 7.0 (64bit)

Kylin

Kylin Linux Advanced Server release V10 (64bit)

Uniontech OS

Uniontech OS Server 20 Enterprise (64bit)

Huawei Cloud
Euler

Huawei Cloud Euler 2.0 (64bit)

KylinSec KylinSec 3.4 ( 64bit )
Anolis OS 7.9 ( 64bit)

8.4 ( 64bit)

8.6 ( 64bit )

HIEELZEEHITAAgentSIFAIWIndows RFhR AN RER7<

MAERRAS 01 (2026-03-20)
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HEFEZ 2R3 (DBSS)
= 3 BIEEREHITINEESE

- Windows Server 2008 R2(64bit)
- Windows Server 2012 R2(64bit)
- Windows Server 2016(64bit)

- Windows Server 2019(64bit)

- Windows 7(64bit)

- Windows 10(64bit)

(11 588

DBSS AgentHUiz1T&#fiNpcap, 1R Z413FEF127<"Npcap not found, please install
Npcap first", i5Z%Npcapfa, BZ&%EDBSS Agent,

Z4EFI5E FHEINpcap.

3-1 Npcap not found

= C\Windows\system32\cmd.exe

C:WUsershAdministrator'Desktop' 192, 168. 0. 111 wDIFq4IBkP2EETnsrTi00

3.8 FIEELZEFEITZIEN @EITHIE?
HIEELZSHEITIFNEE T . WaEitEHEEEINS R ERRHITHE LT .
HIEELZSHITEOAERANGET,

3.9 FUREZEEHITA LI ITARE VPC RIRIRES?

HIEEZEH I SIFHITAEVPCRISIERE . SSFERITARVPCHEIEER, FE
VPCEIRE(E, IJIABEIAVPCEEIIIGFEENS LN, i55ELEE—KF TR
MNEEEHITECE

3.10 BUEELZEH T2 TLS iEZI N AEIG?

AZ#F, TLS (Transport Layer Security ) ZEZHNERINZN, T EREIEERZS
EH1TIhEE,

3.11 #IEEZERITHNFEIHTERETLURESA?

HEEZ SR ST BRSNS EIEE MRF180RAIINEE . RFBEMDET,
FEERITLE) £, [FEN ERFENE9180K, XEURTHEEX) . IRAEER

K, SLUREIMIBRAYS UM F A B R AR BELURIE#E T EERR ., FEER
B}, SEEMRFEObSIEE, IEHRFAIBIEISII N EobstFERYATIE .
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https://npcap.com/#download
https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0046655037.html
https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0046655037.html

HEEZ 2R3 (DBSS)
= e

3 BIEEREHITINEESE

HIEEZ SRR SEFRERSEEES, B IEYENRIAIN T
o HHEHIREMMETEFERZRIATIB0% LI LR, RFvEBsEAMbRZMAT

ERANHEITAT (8XMR—XNEITES ) , BEEHES

o

S1a){EFER80%LA

o SATHIEEFIHES IEﬂfiﬁH-.-L_IIJ%%&L,U:ET HIEEZEHITBELLRET
g, RERBAREHERRIFEITAE

o SHUEEPTRIES

FICRIBIT180KHAT, %’%éfﬁhénb,%fﬁ 80KBIHEE

AT HEITSEEREATEIEETR, MASHEFIEESENREINREFIK. A
THFRFEITSIERERFIRER, EGEEATAE:

o IRIBASHIEFERITEHIESLFER, EEREWINEIEERZEHITRS

o ZFMHEUAT

HITHIERER/: BWEANJIIREE R
HITHIERERA: WLLIREERMR
HIEFER = RIS MRANRISIR AN 3375 .

BXEMEITHEEMRE, B2 NEOEEEHITHE.
& 3-3 HUEELZ e EH IR
Hézlsim EBERINE SIFROEERESEG BESH
N fﬁﬁEFé‘Efﬁﬁ)\ B NEEZESLA) HFHEIEE: 1,0005/7
I IR NEER: 12055/
FE&SQLEREFME: 1125
Hithk | BIEETEITE | BR253 10 8dEE 6 HFIHEIEE: 3,0005/F
bk NEEZR: 3605%//\0
E&XSQLUERTRNE: 425
Tk | BIREEITE | &SI HIEESLA HIHEIEE: 6,0005/F
Ak NEEER: 720754 /N
E&SQLERITENE: 6125
SRR | BIREFEITE | RBIF30MEIEEL HIT=IEE: 30,0005/
RhR 1l b
NEEZR: 1,080/55%//)\
B
ELSQLIERITFE: 1512
%

MAERRAS 01 (2026-03-20)
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https://support.huaweicloud.com/usermanual-dbss/dbss_01_0194.html

HiEFEZ 2R3 (DBSS)

= e

3 BIEEREHITINEESE

(AR

o HIEEESLAIBISHUERIP+BIERF RIS o
WRE—HUEFIPEE S M EUERFRD, MIEELOIENEIEREROHN ., 11 8IEEPRET
?\%ﬂz?&rﬁﬁ%u, BIA— M EERRESER; 1N EIEEIPEBNTEUERF RO, BN EUERSE
§|JO
Blan: BPBE2NEIBERSSBIAIPFIP,, IPE—MEERO, WA NEURELE);
IP B3N EUREERD, NA3PEIRESLA. 1P FNIP, ST RANEURESLS, TR R
MBI EEARTHETANMIEELS, ENEREWR ( REIFHRITONEEESLHA ) -

o TFHESIIE. BEEN, BRIJEEW.

o AFXPHESKRFER, SEWIHIEEZLHITLOANSEFRNRARR. WX, AR
HNERBEREFITRAIINAIECE

o AFRPELSQUEDMIRY, BRBEFRSQUEDNEENTKBRITER.

3.12 HIEELZEHITRERE, SKIERAFATLIKEISEE

EEE0?

FEHIREEZEFIUTEEETIERT, NEFREFEIINEISEBNRARIERE
E55H.

SEREREENE, EHEEZEHITERETHNERT, SEEZEHITSLA)
&R (CPU. RIFAIHE ) BTIRBRIISZERERN, RRF-ESZEEM. BRYESS
AT LAKE S ZEE

3.13 BRARXEERFHESFRINEIRIHMFHEHRERIG?

/TEEE{J o _%%% Euﬂjm_/l\j@%ﬂ E[”q: o

3.14 AT AFBEELTNREHRE L E HITRER?

MRBFER LM RE, 1B{#EAGoogle ChromezMozilla FireFoxiilliizg .

3.15 R SMIER PRSI EIREERZ 2 BRI IIRENS?

e INEREBIEERZEHIT

FIEERNTNARFIUFEREZERI—RG, BEERERS . WEFIEERE
ZL, NRARHRTE, BA4T EENNRARHRAEITSTIARINE, FEEIREF
Rifh BREFFARFIERE RN B .

HIEERZEHITRAZEENE, BidAgent (HUIBET SRR R%%Agent )
IREUDIOEUERERE . BREME LERIRITRE. BKHEITRSERERSH LRE
REIRSHEEUR, NMSEHEIREERZ 2 HITIEE.

Et, SEWSMERFEERZINEIREELZ SR, F2SHAgentimIfSQLK
MEE EHITRBHIE.

MREHNBIEELZEFINREHITEE, B2 TATHTHIE:
o TEGERAHIERREHIT
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https://support.huaweicloud.com/dbss_faq/dbss_01_0235.html

HiEFEZ 2R3 (DBSS)
= e 3 BIEEREHITINEESE

o HIEEREHINSTEREXLHHIR.

?.1 6 DBSS [RSBEEEXIE=FTEHITHY SQL 15aiH# T
27

AJLl. DBSSERSZHRITHIEIERAgentZENHNEERATHRELE, 5STEXX,

3.17 DBSS RSB =B IF&% N EfE?

325, BIREZERSFENETCERINZ LAIRSEF, EREFEXRAL
SEREBIFTL

3.18 HIEEZEIRSBLHIFFE VPC 2B LIEN?

LA, SERIFRERIVPCEHFAMMER . BREFMED— 1 FMAER, HBERZANE
SHEHMMBACLRRERRFERZE, FHEEMARENIAER.

EHVPCHEEFRRK, FHIBRITEE,

B3R WRELERIVPCII N SEFI SERUMTIRITEEER £MRSS? HITIRIT, B
ITEHEERVPCEHMLEIREEREHIT (&) .

3.19 fNaIX$$E DBSS IRSSERIHAVENE?
EEIERIRE R S RS R SEEES , ISEHHIESHEOBSH.
0 #8
BIEHEl, SHEETHROBSHNERN, FHEESNEHMIKSEEHITAE.
S BREBIHE.

S8 TRELEH®ER ‘i B, BEREL LAl —
LIRS , ENIRERTSHIT ‘287 R@E.
$3 TAMSHKS, HE 887 .

+R4 E RSB THRIPIRIEDR, BEFTERESMHILE, EF ‘SH5KE" &’

Ao

S| BE “ZNBIEMRE” , ERBANNEESD, REBMEHSH, BXSEHRA
gNZR3-4F7R o

, R “RE25EM > BiEER
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https://support.huaweicloud.com/dbss_faq/dbss_01_0256.html
https://support.huaweicloud.com/productdesc-vpc/zh-cn_topic_0013748729.html
https://support.huaweicloud.com/dbss_faq/dbss_01_0264.html
https://support.huaweicloud.com/usermanual-dbss/dbss_01_0260.html
https://support.huaweicloud.com/usermanual-dbss/dbss_01_0194.html
https://console.huaweicloud.com/?locale=zh-cn

HiEEZ 2R3 (DBSS)
= aE 3 BIEEREHITINEESE

3-2 “REBXEMN EE
i EBNEH

0 | STEEEERHIFIETERESM0BSET, OBSEEESEEENE, auSTREEEE.
2 FEEFER, SEZ0RsSBIEsSitESE1E. DESSESEFIERSESHIR,

B (:'

EiES =55 v

FrgeEAE 2024/04/02 19:35:58 =]

EEF 2

TESEES ) e
B ﬁ%‘DBSSQEﬁ%FEXﬁDBSEi%’RE- BF=irtEEEnsw
(== )
& 3-4 BB SEuRE
BHEMR 48R EN{EREI
SR FREeTAEEE 0 . @
.
° 3
SR SR BN OREER, ATLAEE: s%
o X
o /N
po
FHARIIE w5l wEmLEHLE. 2000/0°/14
HBRIR SEZMEROBSIERIR, TJLUXIE: 20f18-7a5a-4
o OIFEERIALE 042
o EIRTHEE
il
o B “BIEBNAME” , BHITOBSEN, BFH
HTEESEHEH.
o HITHERESHEIDBSSIRSSCIZEAVHE
XHSHER OB IR E M IR R, test
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HEEZ 2R3 (DBSS)
= aE 3 BIEEREHITINEESE

H$|6 BE “HAE” , IRETHK.
AR

BEMIREME, SEEENTEREN, FrERESNSEVINEETRERD, EiY
JEEEMER.

.

HAE&H RiEIg IEOBSHERE O EHIEEL 2 IRSEITEIE, #5530
OBSHYAPHEELS .

3.20 =IRZE IR DBSS [REMNIB=F BT E?
DBSSELff# AT IFRMY &, MESEMNLEHEEREEV180KHENESME
KAET, FEEHTED
HEENRERAPIAMEFERRERS, ER/NH&ED. IREFESTHD, M

O BIZEE .

3.21 = HRER £ HITSEA AT LIRS D1 #iERESEf?

o AR RIFHETIPEIEELS.
o EHifbhR: mBEIT3MEIEESH.
o TlR: mBEIT6EIERESH.
o SR RBEIB0MEIEELA,

M H%RAS 01 (2026-03-20) WA © EARTERABIRAE 20


https://support.huaweicloud.com/api-obs/obs_04_0005.html

HIREZ 2RSS (DBSS)
= MiElRR 4 FUREZ eI Agent %

HIEEZEHIT Agent tHX

4.1 YUEEZEFITHY Agent iZHIHFLLTNEE?
CEFAIBR R B INRE, LRSS ST SR EAgent
BRRE S FitHIAentE BRI FI8E:
. FHEHTREERE
o BREBHIE LRI RS
. BUEHRGRESS
o HIRSURRRASKEE

4.2 FiEEZSHITHI Agent ATLALEEFEHLE Windows 5
ER%L?

(FREIEERTE®HITINAE, BRELIRET RSN AT mRHAgent,
HIEELZEHITRIAgentSIF LR T WindowsEERF L

e Windows Server 2008 R2(64bit)

e Windows Server 2012 R2(64bit)

e  Windows Server 2016(64bit)

e Windows Server 2019(64bit)

e Windows 7(64bit)

e Windows 10(64bit)
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HIREZ 2RSS (DBSS)
= )RR 4 FUREZ ™I Agent %

(AR

DBSS AgentHUizfT&EiNpcap, INRZEEIFEFIER"Npcap not found, please install Npcap
first", {5&%ENpcap/a, BL3EDBSS Agent,

]

RERIFE FENpcap.

4-1 Npcap not found

=5 ChWindows\system32\cmd.exe

285 Tn=rT100

LIHISE FENpcap,

4.3 FIEFEZ S EHITHY Agent TTLAZZIETEHPLE Linux IREXR
& L?

CEFREIER R S BN, SRR S A SR EAGent

SR Z 2 FHIAgen TR AT Linux6MIRIERSE, ROMRASIBNIEA-1Fir.

2 4-1 Agent T#5H9 Linux RFThRZANIHAE
EHZBMWR EBEhRA

CentOS e CentOS 7.0 (64bit)
e CentOS 7.1 (64bit)
e CentOS 7.2 (64bit)
e CentOS 7.3 (64bit)
e CentOS 7.4 (64bit)
e CentOS 7.5 (64bit)
e CentOS 7.6 (64bit)
e CentOS 7.8 (64bit)
e CentOS 7.9 (64bit)
e CentOS 8.0 (64bit)
e CentOS 8.1 (64bit)
e CentOS 8.2 (64bit)
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HIREZ 2RSS (DBSS)
= )RR 4 FUREZ ™I Agent %

REERR ERBEhRA

Debian e Debian 7.5.0 (64bit)
e Debian 8.2.0 (64bit)
e Debian 8.8.0 (64bit)
e Debian 9.0.0 (64bit)
e Debian 10.0.0 (64bit)

Fedora e Fedora 24 (64bit)
e Fedora 25 (64bit)
e Fedora 29 (64bit)
e Fedora 30 (64bit)

OpenSUSE e SUSE 13 (64bit)
e SUSE 15 (64bit)
e SUSE 42 (64bit)

SUSE e SUSE 11 SP4 (64bit)
e SUSE 12 SP1 (64bit)
e SUSE 12 SP2 (64bit)

Ubuntu e Ubuntu 14.04 (64bit)

e Ubuntu 16.04 (64bit)

e Ubuntu 18.04 (64bit)

e Ubuntu 20.04 (64bit) ( R =EIHELAI:

23.02.27.182148 REZ FHIMNRASZHF )

EulerOS e Euler 2.2 (64bit)

e Euler 2.3 (64bit)

e Euler 2.5 (64bit)

OpenEuler e OpenEuler 20.03 (64bit)
Oracle Linux e Oracle Linux 6.9 (64bit)
e Oracle Linux 7.4 (64bit)
Red Hat e Red Hat Enterprise Linux 7.4 (64bit)
e Red Hat Enterprise Linux 7.6 (64bit)
NeoKylin e NeoKylin 7.0 (64bit)
Kylin e Kylin Linux Advanced Server release V10 (64bit)
Uniontech OS e Uniontech OS Server 20 Enterprise (64bit)

Huawei Cloud Euler | ¢ Huawei Cloud Euler 2.0 (64bit)

KylinSec e KylinSec 3.4 ( 64bit )
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AR 4 FiREZ /1T Agent fB%
RHEBMWR REGhRA
Anolis OS e 7.9 (64bit)
e 8.4 ( 64bit)
e 8.6 (64bit)

4.4 BIBELRZLEIT Agent UHESBIREMA?

Linux #2{ER%
AgentZEFimHIEEZIR A “/opt/dbss_audit_agent/bin/audit_agent”
ZERAgentf5, BAILISRLUUTEELER, EFAgentiEFRIEITIRS.

TR {EEEQZE*EEWUEEIE (IENPUTTY ) LArootFBFIEIZSSHAR,, BFAgentlZReE
SE]=18

B2 HUTLATS, BEEAgentiZFRIEITIRE.
ps -ef|grep audit_agent
o WMRREEZLUTESE, HHAgentiEFIZITIESE

/opt/dbss_audit_agent/bin/audit_agent
e WMERETLEZEEE, HABAgentiZEFIZITRE

-

Windows &{ER %

AgentZix5ERkfE, EWindows(ES5EIEEEH, AJLAEEAgentdiHZ
“dbss_audit_agent” ,

4.5 (Linux #{ERS ) L= Agent BHRBLREBIFHITIX
PR, WOfaTAbiE?

NRIERRAgentlT, [RARERAIITR, BEZFEAgentAI = EHITLA TS
<, INZZER AR TR :

chmod +x install.sh

4.6 (Linux #MERS ) BUEEREHIT Agent EFIKRHE
RIFEMRER?

AgentZFix BEFMEIREA:  “/opt/dbss_audit_agent/log/audit_agent.log”

M H%RAS 01 (2026-03-20) WA © EARTERABIRAE 24



HiRELZ MR35 (DBSS)
N 4 FiREZ £®H1T Agent fH%

4.7 7D Agent BY, (T ABSE THREEE "EEES
Agent” FINBT?

LN AREE T SPRIEER, E4-2RR. MNRIEEZN BRI E N EURE
(f5l%0 “DB1” ) , EBENBEHFINTAgent (B) “DB1” HUBEEIERINAgenthd,
“LRTRER EE NRER ) . WERZN IR EMEIEETERIIAgenthT,
RFEEZHEFE “EEEBAgent” HIIAR (BEE “DB17 EifRiNAYAgent ) o

MREEEZNRing s 7 Agent, NiZEIEERIIAgent/s, HIEEZEHITEIARY
§E§$i+° BXRZEDRFEENE, B NNESEEER 2 RHITRAgent®E
:I'%-Il\\? o

4-2 — N FimiERE T S EUERE

| DB ECS/BMSEEEHRER:

|
| DB2 GIEESE =

MR

IR EERIEIE:

o L EECS/BMSHEHIERE

o ERDSHEREIHIERE

e ECS/BMSEHEHUEESRDSXRKEFIERE

4.8 HBEUREREHIT Agent NiETIRE “IKIEH” A,
AL

FEITHIEUBERINAgent/S, ZAgentfI¥IIAEITIRESR “IRIEF”

wNAgentfs, BIEBEELETRLEREAgent, FRHEALIEEZEHIT
BEZEAgentf5, BEHZAGentHIETIRE . BXLEAgentiNFMIRIE, BTSN
ZéEAgent,

o WNEZHEAgentfFAgent EEIETT, MiZAgentlEITIRER “EEET -
o WIRZFIEEAgent/T, ZAgentHNZ{TIRE A “IKIEF” , B2 IAgentSEIERE
ZEWHITLHIZ BEEREETHITUIE,
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HIREZ 2RSS (DBSS)
= )RR 4 FUREZ ™I Agent %

4.9 {FEHITRY RDS WISR&EET 26 ECS, WMEEEE Agent?

HFHEITAIRDSERE T2 /ECS, BB AR ( ECS ) EERF—RDSHY, FRrERIN
FinitHEEEEAgent, WNE4-3F7R.

4-3 2N FimiEERE—1 RDS

NHmsfEEs b
Z [ FimiEE—TRDS
B '
RDSXEAEIEIZE:
B o

ERMNNEIRERER, BSEsRBLUTSREZEAgent:

1. Hh0Agent,
FrBEZRDSHIECSERTEE R MNAgent o
BXRIFMAgentfFMIRIE, BSiRNNAgent,

2. ZiAgent,
T#Agentls, BEEFIAEIEZRDSHIECS E&%Agent,
BXRLEAgentHIFMIRE, FE N %EAgent,

4.10 IMEEFRLIEEZ £HITHI Agent ZRT =7

HIEEZEHITAIAgent Al IR R AR ER . NARMAERR, ZWER “HiEER
> BB > R SR EREAgentiIZRRTI M o

AEET R EZRAgentIFMHiIHBBINERA-2F7R . BXRLRAgentHNFMIR(E, 15EN
ZaEAgent,
= 4-2 HUREZEHIT Agent T35

Agent® | (EFIG= HHiTIhRE5RAA EREI
£ )

#iERER | ECS/BMSEHEHUIERE BJLARRITFTEIRIENZ R | imiNAgently, “ZiTmzER”
FERON FRIRROPTEIAIENG | 1% “HuEER" -
o
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HEFEZ 2R3 (DBSS)

= aE

4 F3REZ /1T Agent fB%

Agent | (EFIAS: SRS AR
5
REE | EESREMEESAN | IUSEHARSEE [« F0Agents, “REa%
EBEIE (IO, RDSX | BEOFTAEUBERIAAG | B i R .
RILHIER ) Re o HEANMAREET SR
FERY, WIREARAIRA
R CAER A R T
Agent., EftEHEETTRI
Agentiy, REEEFE “HEF
28Agent” HINA.
R | EEERIMEETS, | RESTRESEREE | FilAgentd, BEEZRIBH(E
EFCERMRESE | EZEOAEER, Bk | HumR, B Cwehakn’
AgentBUEBEIME (F) | STIRIRSEHAIREE | AIE ‘NAR , B ‘REns
o1, ROSEFEUIERE | MAITIER. P” BEEE NI PHELL
RIFBIHER T )

00 Agent (15 AR

o HUEFEIR
o NAiR
ikl

YUENAREE TSN EIEEN, RZNARN— N EUEECRENBiRR
0T Agent, Eftt#iREERIIAgentlS, IEBEEE “iBREBAgent” HFINA
o IFEANE, BSUiFMAgentl, EHAFS TFTEEERR “IBRES

Agent” FINBR?

o MIEix

A

LT RIPERECE NIERYIPHELL .

4.11 AMENETEUREZ £ H1T Agent %7

BINAINEEEEFEHITE, BERUTRELR, &iTAgentiEfF.

SE1 SREEEHS

2 ENELLEE ‘R’ 5, BEREEZEAHN

2RSS, EANBIEEZEHIT ‘287 RH.
SI|3 EENSHNG, &F “BIEEFIR" , SASIEEIIRRE.

, R “RE5EM > BiEER
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HIREZ 2RSS (DBSS)
= )RR 4 FUREZ ™I Agent %

£ £ RSB TRIIVRIES, BEFEESITROERESA,

SIS BEHIEELAM v BFAgentfNFMEE, EAgentFRfETRY “IME” 3, 8F “TF
#agent” , YGAgentLEE THEIAMY,

F$6 LiAgent,
BXRLERAgentBFMIRIE, B2 &REKAgent,

-

4.12 T EELIEEL L HIT Agent BUEITIRE?

LRV REEAgentZEFG, BERIATEIFLER, E5AgentiZFRETIRE.
AgentiEFRIIEITIREINZRA-3F7R

Linux {ER S
LB (FRBEESITEAETE (FIPUTTY ) LirootEF@IESSHAT,, BRE%iEAgent
:EEI=

T2 WITUTHS, BFAgentiZFRNETIRE.
service audit_agent status

MRFAEEIZELITER, RHAgentiEFIETIERE .

R

Windows 2{ER %t
FB1 HANAgentZEHIE R
T2 Wi “status.bat” AT, BEAGentiIETIRE.

----45R
X 4-3 Agent IZ{TIRES
K& 15488
EFIETT LT mIAgenti2 R IEFEIE T -
E2X ZLZEDRNAgentiZFEXA . BEAMRIEEN “FRB7 ,
Aliz{TiZAgent,
5EA
Agentf2FECPU IS ERPEAIR, IETRERR “EXHF” . BRE
CPUERREEBITAgentEL BENICPURIE, BXSENRY BRFLUER
Zia, Agenti2FRSECPURXETRERENER.
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HiEFEZ 2R3 (DBSS)

= e

4 FiREZ /1T Agent fB%

RS %88
RREAR HNAgentf5, AgentBI¥IGIE TS “IRERR” .

WFELRE, BFEELHMEELZEHITAgentRIETRER
“ORRRAR” B, GMaAbIE? .

4.13 I FEEIEEZ £ H1THY Agent?

HIRSR

BIFLR
SR

Y

T
$R4

LIRS

w

LZEEMNFINERE, BEEE TiAgent, FiRIEAgentARINA N TEEURREIRDY
N FimZeaEAgent o

MR

B AgentEIEHE—RIAgentID, EAgentiEHZEHIREELZ S HITLAINEERH . BEISHINAY
Agentffifs, FEEFTRINAgent/5, 1BEFT FEiAgent,

o EMINBEHIEEZEHITLH, BXHIRVREH “iBf777
o HUREEERINAFINAgent,

LREERHE.
ERELSEER ‘Rig” 5, 2EREALSN —
2IRE7 , EABIEERLSHEIT ‘S5 R\,
EEMSHRTR, %R “SREFIER" , HANIEESIERMA.

TE “HEIFSLB)” THIGIRIED, EREE FHAgentEIREREHISLE) .

Bt “HIRETIER” FIXRRE FAH T BFAgentlSIEMSE., TEAgentFRTEITHY
“IR1E7 7, B “TZHagent” . BAgentTEE THEIAM,

, 16iF ‘R25EM > BiEER

4-4 T Agent

HEEEE O BETHE & IPHEGHEE)... & OIS & R S HIHRE & Agent B

SXE O EETAP & BFR% © HitARER © CPURBE(") & RERE) ¢ #E e ETHRE © SHA256TE... € ¢

STRERA 01 (2026-03-20) IR © ERRBRABRAT 29


https://console.huaweicloud.com/?locale=zh-cn

HIREZ 2RSS (DBSS)
= MiElRR 4 FUREZ ™I Agent %

SRR RAGent I LAY FR SR, IR T HIENAYAgentZ R .

o LinuxiBER%
£ “IBERS” S “LINUX64A” HIBIRER T EiAgentZEE
e  WindowsiZER S
£ “IBIERZK” J9 “WINDOWS64” HUSIEEEh FiiAgentZiEa

R

4.14 WMTEIRHIERER £ 51T Agent /%7

FEHURERT N Bl T LR Agentls, SAREEIEHITEIEER, SRR
AgentfYT5 REIELAgent,
= as

EBAERED =TI TAgentiZEF .

£ Linux ¥{ER % LEIE Agent

£ ([FHEEFSTREBETIE (FIEIPUTTY ) LirootFIFIBIESSHAR,, BRE&REAgent
:ORET= I

T2 IFLUTHS, HAAgentZRE “xxxtargz” BEGREER.
cd AgentZZEEfE[E ISP EE R
$£B,3 WITUTHS, BEREEHEMAE “uninstall.sh” BIHRITIIR
u
o WRBHHHANHITIR, BERITEERL,
o WKRSBEEMARIHITIOR, BEHRITIATRIE:
a. WITLATESS, HRINETEMEAHRITIR
chmod +x uninstall.sh
b. MANEREMAHITIIRE, BHITEZERA.
T4 ITLAT®S, EFEAgent,
sh uninstall.sh
NMRFEEIZELLTER, SHBREERI.
uninstall audit agent...
exist os-release file
stopping audit agent
audit agent stopped
stop audit_agent success

service audit_agent does not support chkconfig
uninstall audit agent completed!

R
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HIREZ 2RSS (DBSS)
= )RR 4 FUREZ ™I Agent %

£ Windows B{ER St _LEIE Agent
T HENAgentZRZNHHBR
FIE2 W “uninstall.bat” 17324, ElEAgent,
$I3 IBiFAgent2EIE I .
1. FTFHESEIESE, &F “dbss_audit_agent” HEEELE,
2. BEAentZEBR, “EBRABTELEEMIER.
£k

4.15 A{a{EX Agent B9 CPU FIRZRIEIE?

HiEFEZEHITAgentlICPURENIRFHER P R REERIEN:
o AgentZEEHIBEIRAIAR, EEFR, BERRERAIFEEIEEFERZEHIT

AgentAYIFHE -
o AgentZEFEMNRIRAIAR, EaJLUREBLITRIELSBERNIAgentlY, BC&ECPU
BEFNFSE.

1 BRLTEAgentlIT S, EEAgentiERF.

T2 BRYEEZLRSEFS.

$B3 EEMSHIET, &2 ‘BiRESIR” , #A “BiEEIIR” R,

LA 7E EEXR)” THAEF, EEEEELAgentCPUBHEFINFEIERILS] .

SIS PHEHIEFEANN v BFFAgentfNFMER, TAgentFR7E(THY “#B(E” 3, WE4-5
Fim, MBRERINAYAgent,

4-5 fifiiR Agent

e BagrE(Es =252 IPiht RO =201 BHFRS it Agent e

A~ MYSQL uTF8 3‘)&‘“‘ o - LINUX64 S5i] HEflAgent esalE

RETRNEE  REDAP BFR%E  EHARER CPURME(%) PFRE%) &F ETRE BE

entiD
C20A3BGCSTH2A  RUARE 1921680131 LINUX64 - 80 80 =] FEET Tagagent | %A

F£IR6 EFTiRMAgent, BIRFEEAIWISER, RECPUBHEFNIRFEIE.

CPUBHEFAGFRERAIKIN80%. HAgentfZFENIZEIIRS 28 LAYRFECPUREID
IRERSIHERTS, Agenti§IZBMELEIETT.

L7 THAgent,

M AgentE B HEE—AIAgentID, RAgentiEZHIEELZEHITLAINEERH, Jif
wiNAgentfs, W/REHT FEFIREAgent,

TIE8 ZiAgent ( LinuxiR(ERS ) oiFiEAgent ( WindowsIEERSE )

4.16 {{IZ3E Agent ( Linux I {EZEF ) ?

ZixAgentls, EAREHBRIEELZEHITIIRE, MFRITRIEIEEFEHRITHIT.
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HEFEZ 2R3 (DBSS)

AR 4 F3REZ /1T Agent fB%
ABNBUMTELInUx R F L2 Agent.,
BUIRSR{E
o ENBWEHIEEFEZEHITLA, BLAIRVRESA “E1797 .
o  HURFFCRINAINAgent,
o EFRENLInUXIRERFAgentZ i,
o  HTEAgentTHERNZITRAHELINUXREFZRAER , BFLinuxEFRAIEXK,
B2 NAgentAJ LALSEEMLELInuiRERZFE L? .
=% Agent

Bz

S£IR2

g

JJ:Q§§3

$1R4

g

[MARY:E
HieLiThRAgentiIIt R, HBEENZIRIZRRAIAgentBEX — 1 E3 .
SRR IR L BN SUR IR BING, RN T < E%5RAgent,

B TFERIAgentZEE “xxx.targz” EERIFRRAgentlI T = (BIAIERWInSCPT
B),

(FREEAITIZATTIE (HIRIPUTTY ) LrootlBFEIESSHAR, BFZT S,
PITLAT S, HAAgentZEE “xxx.targz” FRIEBR.
cd AgentZ B HR

root@ecs-test ~
~ # cd /fagent
st agent]# LL

1 root root 5199159 Oct 25 09:47 \hEFQE_hhD.tar.gz
est agent]# I

PATIA TS, BBESE “xxx.targz” L3E6E,
tar -xvf xxx.targz

s-test agent]l#
est agent]# tar -xv 9syBZIsBbeAhEFQE hhD.tar.gz

HITLAT S, EABRERRER.
cd FE[E/ZRIER

root@ecs-test 192.168.0.107_9syBZIs :AhEFgQE_hhD J#
st 192.168.08.107 7IsBbeAhEFgE_hhD J#
5 2.168.0.187 ZIsBbeAhEFQE_hhD]# chmod +x install.sh
@ S 9 68.0.107 ZIsBbeAhEFQE_hhD ]#
root@ecs .168.0.187_9: IsBbeAhEFgE_hhDJ# 11
otal 36
H rwoxr -xr - x
H rwoer - xr - x

root 4096

root 4096

root 4096

root 4096

root 4096

root 527

prwxr-xr-x root 4096

ra-r--r-- root 308

Arwxr-xr-»x 2 root 4096 50 utils
root@ecs-test | 9syBZIsBbeAhEFqE_hhD]# i

HWITUAT S, BERBBEREMAE “installsh” AHAITINR

Hrwxr - xr-x
Hrwxr-xr-x

Hrwxr-xr-x
FWXE - %F - %

R R R RN R
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HEFEZ 2R3 (DBSS)

=

4 FiREZ /1T Agent fB%

ST

u

o MRBREMFIIITEIR, BHITEERT .

o MRRBLFMARIFUTIIR, BEHATLATERE:
a. HTLATES, INERMIZAHRITIR

chmod +x install.sh

b. FRIANELEMAWITINRE, BHITEET.
PATLAT RS, Zi=Agent,

sh install.sh

5 er not exists, create dbss user now. Please set user password!
Enter password :

MR

o FARFEZZEUbuntulf, HUTLATa<SLEAgent: bash install.sh

o Agenti2FRLADBSSEEAFIZITHY, TEEIRZEAgentlt, EEQFEAgentF, #Hi{Tsh

install.sh&p<fa, FEEBTIREDBSSHFRIZER.

FRELEZEUTER, RIAZREKIN. &N, HHAgentZEEM
start agent

starting audit agent

audit agent started

start success

install dbss audit agent done!

A

NRAgentZ=EY, BRWALZET RHIETRAZEHELINUIRIFRRER, F

Bfr&icAgent,

WITLA TS, BEEAGentEFIIEITIRES,
service audit_agent status

MRFEEIZLIMER, 5HBAAgentiZFIZITIER

beAhEFQE_hhD ]#
beAhEFgE_hhD]# service audit_agent s

Z1sBbeAhEFQE hhD ]#

-
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HEFEZ 2R3 (DBSS)

= aE

4 FiREZ /1T Agent fB%

4.17 Y{aZ2%E Agent ( Windows I#{EE % ) ?

HUIRRR

L% Agent

LZREMNFMTAE, BEFE FAgent, FiRIEAgentBYRINE AR FEiREY
F_\'Zﬁ_llﬂ_ljﬁ"Jﬁz?*z%Agent, BRI SIE SRR MIEER £ ITSEN, FEREHEERE
Eﬁi T Hbo

TiAgentfs, BAREFREEELZERITING, MEFFITHEEERITHIT
AL RIMIEWiIndowsIRIFR S L& I<Agent,

o ENNUEHIEEZEHITIA, BXHIRVRER “iBf79h7
o  HUREEEMINIAFINAgent,
o EIREXWindowsiEERFAgentZHEE .

. ""**Agentw RHNEITRFHEWINdowsRFIRAER ., BEWindowsRFEhR A
REXR, 152 WAgentaLARIREMLEWindowsIRIERZ L?

1 EWindowsENZEE “Npcap” &,

o WNRiZWindowsEHBEZ% “Npcap” , BHITEE2,
e HWNRiZWindowsENFKZE “Npcap” , BHITUTEE:
a. 15 FEINpcapIRENGIIGZE

4-6 & npcap

Downloading and Installing Npcap Free Edition

The free version of Np(ap may be used (but not externally redistributed) on up to 5 systems (free license details). [t may
alsgaba aizad cystems where it is only used with Nmap and/or Wireshark. Simply run the executable installer.
Th é-,éEEI{ETJEQ-"Fit ch release is available, and developers can build their apps against the SDK. The improvements
for each release are documented in the Npcap Changelog.

. or Windows 7/2008R2, 8/2012, 8.1/2012R2, 10/2016, 2019 (x86 and x64).
= Npcap SDK 1.05 (ZIP).

* Npcap 0.9994 debug symbols (ZIP).

* Npcap 0.9994 source code (ZIP).

The latest development source is in our Github source repository. Windows XP and earlier are not supported; you can use
WinPcap for these versions.

b. W TEIFAInpcap-xvuxxexeitZ it HIEEFTELRRagentlIEIL
c. XEnpcapBiFEEE
B HAIXEIER, BE I Agree” , WE4-TFiR
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HIREZ 2RSS (DBSS)
= MiElRR 4 FUREZ ™I Agent %

4-7 EEZ% “Npcap”

{57 Npcap 0.9984 Setup - e x]

License Agreement
Please review the license terms before installing Mpoap 0.9934,

HMAF. ORG

Press Page Down to see the rest of the agreement.,

MPCAP COPYRIGHT [ END USER LICEMSE AGREEMEMT

Mpcap is a Windows packet sniffing driver and library and is copyright:
() 2013-2019 by Insecure, Com LLC ("The MNmap Project™. &l rights
reserved.

Ewen though Mpcap source code is publicly available For review, it is

not open source software and may not be redistributed without special

permission from the Mmap Project. The standard wersion is also

limited ko installation on Five systems. We Fund the Mpcap project by w

If wou accepk the terms of the agreement, click I Aqree to continue, You must accept the
agreement to install Mpcap 0.9984,

| I Agree | | Cancel |

e. TEBHBRIFHEES, B “Install” , RAELZLEER, NE4-8FFRo-

4-8 % “Npcap”

5. Npcap 0.9984 Setup - el x|

Installation Options

Please review the following options before installing Mpcap
NMAF, ORG 0,9934

[]Legacy loopback support: For Mmap 7.80 and older, Mot needed For Wireshark,
[ ] restrick Mpcap driver's access to Administrators only
[ ] Support raw 802,11 kraffic {and monitar mode) for wireless adapters

[ J1nstall Wpcap in WinPrap API-compatible Mode

< Back ” Install | | Cancel

f. TESRHARHEESR, BE “Next” o
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= La 4 BUREZ £ Agent B
Npcap 0.9984 Setup -8 X
Installation Complete
Setup was completed successhully,

HMAF. ORG

Completed

Show details

= Back Cancel

g. Ed “Finish” , TRZE,
%) Npcap 0.9984 Setup -8 X

Finizhed
Thank vou For installing Mpcap

HMAF. ORG

Mpcap has been installed on wour computer,

Click. Finish ko close this wizard,

< Back Cancel

12 LA “Administrator” FIPZEFREIWindowsZEH.

$B3 B THMAgentZER “xxzip” EHEZEIEE—BRT.
LA HNAGetZEOFFEER, HRERLES.

W5 HENBEBIUEE, WE “install.bat” HiiT3HF,
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HIREZ 2RSS (DBSS)
= )RR 4 FUREZ ™I Agent %

*IR6 TIEMIN, REINE4-9FR, RIEEREERRTE,
4-9 Agent ZEERLIH

DBESE Serwvcie Audit Agent Install

install DBSS auwdit agent start...
npcap existed success
main process file success
child process file success
dll file =success
dll file =success
startup file success

1 -

EI:E_ | 1~ o

heck dbhss agent config file success
heck log folder success

install DBSS auwdit agent success

tart DBES auwdit agent success
e T =k ==
BIH T ERRME. . .

BT RETHE, EWindows(ESEIERFEE “dbss_audit_agent” HiE,
MEBHERFE, HBBAgentZEREY, E=iXEHLRAgent,

et

4.18 IMTLIE Agent SEIREFEZ EHITSLAIZAEERE?

RIS

TEHEEIRTN RinEAgentfs, EHIEE_LBASQLIER, SQUEASIRFPARESR
1ZSQLIEA],

NIRRT THRES B TR

o  KRERMIEIBEESUREITRE

o WMBEHIEEZESHITAINZEEIN
o KEBEZREDSHAgentERIETRE

KRERNNEREEEBUNREITIRE
S BSEEEHE.
S EREL SIS (RIS, BEREE LA —
SRR HAMEERAET M7 RE.
I3 7E RS FRSISIED, RS sIRER RISl
S TSRS,
. UEMIEESOIES, BHTEES.

, 16iF ‘B2 5EM > BiEER
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HIREZ 2RSS (DBSS)
= )RR 4 FUREZ W1 Agent %

o MNRHMEEGEEEIR, BERE ‘MiR™ , BEMZEUERE, BRE “IRINEE
FE” , ERTAINEIERE.

- WIRARSHER, GREF.
- WMNMRERDEFE, BRITEERS.
SIS WBERFHEITAIEIREENSEITIRG.

. lllji “HIPRE” 1 ‘BRET , BRTRERIERERZ S HITEAIRRSEM
I8

o MR “HWILKE” B BXE , BRE ‘R’ , FEEEESIT.
- WIRVESHER, EREF,
- MRERDBEE, BRTEERREEREHTSLANZEEN .

R

NEHIEFEZ AN 2B

FIR1 PHRHIEELANN v BFAgentiFAEE, FICHE ‘RETHIP”
S EHIEEFIRLET, B RINREERN .

$IE3 EEEAEIES, ICEEUEEZEHITLAIN “Z2EBRFR” (Hlaldefault ) , I0E
4-10F7~o

4-10 F[INZEHMN
MR LSAHN

WBEEIT RGN ESHPF RS EAN ., BRASEEER.

EEERR cee-

1) =EariEtE

2) BESRESAER, T
Iy 3) mEASEHN, FEaEEIE _
’ 4) R EEOFEETCPHMES000 HOFUDPHHY7000-7100 &0
5) Ffs o SITEEEHEREMAgentTImIP, B35

R (2

$R4 BE RIEMET , A “REAH JIXRFE.

WS 7£5IEL FBAESIERRAZSA “default” 5, BEQ K “Enter” |, FIEE
= “default” LLBEE,

FIB6 Fah “default” , HA “ABEHN” THE,
L7 KA “default” ZLBIFINTFEFIN

IBREZZEAENAL BN EEERLE FRILET S IPEE 7T TCPIMY (wOX
8000 ) FIUDP#MY (i%[797000-7100 ) #LM,

o NMRZZEHERBEALZEAN, BHRITEEREDRIAgentiEFIE TR,
o WIRZZEHERBENSTEMAN, BHRITEES.

L8 NINBIEELZEHF U LAILZEHAINTL RN .
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HIREZ 2RSS (DBSS)
= )RR 4 FUREZ ™1 Agent %

1. B “iRmmmm” .

2. FE IRIOABERN” MHEEF, ALBIRRET RIPRIITCPHMY (ixOA
8000 ) FIUDP#HMY (i%[87000-7100 ) #RW,

3. BE “‘BE”
- MREASHR, EREF,
- WRERBEFE, BRITRERETRIIAgentEFIETRE.

-

KEZETEH Agent BFIETIRE
o LinuxiR{EERS

a. (FAEETEATEATTIER (FIENPUTTY ) LirootBFEIESSHAR, BF
AgentfI LTI R .

b. HUTLATS, BEEAgentiZFRIEITIRE.
service audit_agent status

" MRFAEERUATES, HEBAgentiZFIE(TIER, BHITHERIGIE.

audit agent is running.

" NRREMETEIZEE, REAgentiEFIZTEE, BRITUTHS, EH
BahAgentis, BHTHERISIE,

service audit_agent restart
o  Windowsi#ER %

HHESEERSR,
BE “dbss_audit_agent” HRIEITIRES .
" RAREIETEET, BHTHEREIE
= INEHIEELE, EHENAgentTEHIEF, Wi “start.bat” HITX
%, FEEITHER, BRITHRERRIE,
RERECHIE
EHIEETHMA—FSQLIEAE, £ ‘2% > 159" SREIRHERWITHNED .

o MRALIERFMARISQLEDER, RBIIRSHER
o MIRARERIBMANSQLEDER, RAIRNEFE, BRI

4.19 Agent IZITHISEREZRET RSV RIR?
AgentfEiE{TITEEE—EN R A EZE ( CPURIBIZ5%, WFAIBII300MB) , HE
IR it

o GIERFEMAHICPURINTTF, HCPUSKRFIETIRERNE ( BA80% ) , Agent
BEILETT, RHTRERE
o NiFAgentiHEARFHICPURIANTE
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HIREZ 2RSS (DBSS)
= MiElRR 4 FUREZ ™I Agent %

4.20 Agent ZIEEMUNEIRLIR?

ANRAgentLEERM , BB EIFIAgent IDEEIEH, W8 Agent IDISETLIR, &
BTHES, SHEBEERAgent:

B EBREIREEZEAgent,

£ SEBIFINAgentiH TEINAIN.

T3 HINfETHAgent,

$]4 JFHEEAgent (LinuxiEERS ) IiZd=Agent (WindowsiR{ER% ) »

4.21 Agent ZEERiE “unsupport this Linux version,
please check your Linux version with install

document!” J{EIRER?

BFEiRINAgentlt, “LEDBRIP” FHESRIIPHLEAAMIPHELL, Fit, £
Agent/FiHTRERSIR “unsupport this Linux version, please check your Linux
version with install document!” FIEIRER, BEEXTBirAgentdHTEIEELE, ¥
LB

B EEREUREEFAgent,
SE2 SERIMAgentHTEINRN, £ “‘LRDRIP” —ZIESREEE(FERARIAM P
TE3 NINETEHAgent,

----45R
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HiEFEZ 2R3 (DBSS)
= e 5 BIEEREHIHRIFES

5 HIEEREHITHRIFSE

5.1 IMIECEEUREZ S FHIT?

MLHEELZEHITLOE, EEERAHRITIEREMIZIESIERERZ £/

B, FEMERFR. NARNCIRRZEAgent, SEEITHIMIREEERIIMEERRZE
HitEflfE, SEELZEHEITA R FHEITARESIEFEHITHIT
HEFEZEEITNAISHEMNEREREAgent, HWAMRWSZITS ( FHRNEEN
FA. #iERE (RDSKEBIEERE ) MEX ) , SEBEZRATmECENE, [FEE
BRNERE, BDEEARNBEERED .. FHENRELRESN: FRUEEN
EERLHItAgent,

HiEEZEHEITRIRERFREES- 1R,
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HIEEZ 2RSS (DBSS)
E R ERR 5 BIEEREHIHRIFS

5-1 HIEEZEHIHTRERZE

Faa

— RIS SEE

— FFEEEEEsaLE AN

Ty g L —t RN B ERE
—  EEERASEEERHI

s

BXHIEELZEHITRERFIFENE, BEl:
S NNEHERE

#INAgent

byl I =ae =24z AU
FEAgent
FRSiEEZE®HIT
BeE & THN

- INEIHEE

- HEHEASQLIENE
- IRIRKEERIE

-  ECERFAZUBRGRIFEL

5.2 WA XA HERE SSL?
BEIRS

o vk wnN =

o BT “SeZiAgent” HREITEURRER, THEEHITRIMEWRRESSURIE, 15k
EAXED,

o B “ZEAgent” HRERIHEUERER, XIMLUEERISSLELEIRIE. INREFF
BT EHERESSL, BLRIREE TR
MRE—EFEHIEFRISSRHRIEEIEENZ 2, BNETERRAgentEHITEL
EEERVEXAS: RAgentBITEUERE
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https://support.huaweicloud.com/usermanual-dbss/dbss_01_0254.html
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https://support.huaweicloud.com/usermanual-dbss/dbss_01_0191.html
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HEFEZ 2R3 (DBSS)

= e

5 BIEEREHIHRIES

BIFSR

PAMySQLEGREBTRIZ Fin AfiREE, RIELTRNT:
SR ERAMySQLEIEEBRIZ iR, LirootBRERMYySQLETER: .
$E|2 PITLATEGS, BEMYSQUEUEEERZAIL .

\s

MRFAERIZEFULUITER, RBMYySQLEIEEESXASSL.

SSL: Not in use
NMRFEEIERUATER, HBMYSQLEREESHESSL, EHITEE3.
SSL: Cipher in use is XXX-XXX-XXXXXX-XXX

ZE,3 LASSURHERMYySQLEWERE .

1.

HATIA TS, 1IBEMySQLEHER
exit

LAroot P EFERMYySQLEUREZE .
AERWBTERILLTSH:
--ssl-mode=DISABLED

=1

--ssl=0

ikl

LASSLIETERMySQLEUER:, REEXRMARSSL, SHEEEAIMIEEZE®HITI
gelt, IBURLRERMYSQLEIRRE .

HATLATas<, BEEMySQLERRFERZAIS .

\s
MERAEREERUUTER, 5HIBMySQLEHREZESXFASSL,
SSL: Not in use

R

5.3 iR BEEIEEZ £ H1THY INSERT ®HiT5EEE?

RN BEIRIERT, EETLARININSERTERIHERES
BXRANXPERFRIFEMRIRNE, 152 WRINXBEERE

5.4 YIS E R R EIEELZ £ FITECE?
FR¥EEZEHITERE, BEE UMM LSRN ERRERRELEHIT.
T ELZEAgentI TP RMA—SSQLIED (fIE0 “show databases” ) .
T2 BREEEHE.
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HiEFEZ 2R3 (DBSS)

= e

5 BIEEREHIHRIFS

I3

R4
IR

FI1R6

ERELAER ‘X 5, BHREA SN —
£2RS7 , BANBEEZEHIT ‘287 RH.

£ EELA)” TRISIFRIED, GEFESESQLIEAERAISEA,

EE B ¥,

, 5% ‘RE5EM > BiEER

£ “Bd1E” FRTEITAM, %ﬁu IR FFIARTIB)RNSETRATIE), B IR , SQUE
A REBEREBUEANSQUED, WE5-2F7R.

5-2 5% SQLiEH

uuuuu sPsEP HEEPEE  BEREA HRER

o WRSQLEAFIFFETRBANSQLED, HAC EMEEHREEREHIT.

o WIRSQUEAFIEFRFREFRMANSQLED, RIPHIEEZEHITINEELEFER,
BRI TR

- KIEUERERISSL. HURFEFESSLAY, SR eeEREEELZEHITINEE. 1B
S AMEI K AEHRRESSL? 15 KAERRESSL .

-  FEENAgentEHEEREH I LAIZEBEREETHIELE.

.

5.5 WHITXIPTE BB ERIRER S H TN

HEEZEHITEOMEH—F “SHHAN NHEIEEE, IURITTEERNEERRS
BT SEPIRRT B EERE . iZHRIHRNENAFE, EREEEAsERZEHEITN

E?%E?JDRLB@?;T:VE B, SRS AINAIXUB SRR FR R I R AR EE R T SEAIRIER B 2
}E E o

BXRRIXSIRERIFMIRE, B2 NRIINEERE,

5.6 MIEBHEFELZEHITHRAER?

£E1

$IR2

EERUT RS REEHREELZ EFHITHAIRAER

EREEEHE.

ERELGEE ‘X8 5, BERELZ LS = , 1% ‘RE5EM > BiEER
£2RS7 , EANBIEEZEHIT ‘287 RH.

EEMSHRF, EEF “SEAIFIR” , #HA “EAIFIR” RE.
BEFEEEEERISHIBRTR, HASTEAMBSRE.

BELOIRAEE

e
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HiEFEZ 2R3 (DBSS)

= aE

5 BIEEREHIHRIFS

5.7 MIEBHIEFERZEHITAMENEEERE?

FERU TR REEMREELZEFHITIEEER.
SREERENEG

ERALAEE ‘X 5, BEREALSN — , ®&F ‘2580 > SiRER
2RSS, EANBIEEZEHIT ‘287 RH.

EEMSHT, TR “SIRIFIR” , HA “SEHFIR” FE.
BEFEEESRLERRILAIER, HR i > FEnR” , #SANSENERE.
BEEEEER.

ERLUERIAT R, EaiEEiNEEER.

o &R “RaEMESER (¢ 53053\%41 T YRV SR ETRT

“E30X” HEENEE) , Bk D, SRS TLAIRNSEEE.
o EE “HRENRFR” ( ‘2% . ‘BT . ‘R, IREFZRK

AEEER.

o A “HEXRE , NRETZEENHEREE.

e

5.8 PCBIIAMI5IE RDS ( BN ABiRE= T ) B, Wfal{EA
HIRFEZEHIT?

HPCETEZLAMISITIRDSHE, ERJLUSAgentZE=EIBZEIIER, AT, PCET
RIBimpOEIEE, MEEZeHITREFITESRRISIBEZEBIALIER, T
EHEITN BinSEimEYEENBIENIER

BXRAGentZET RRNFMANE, B2 NIEIEELEEZEHITHAgentZET

5.9 #N{ai7sh0 Hbase HUEEFHITHIT?

LYRFMF

HbaseHiEEBEE— 1 EMasteri =, — N &EMasterts m#1Z 1 RegionServertis,

INHbase#yEERIHEY, FEMasterTss=FIRegionServerts M E{EIMIIAIEIREZEH
1:[-1 7.."]0

o {NZi#Fhbase(protobuf ) IEzLHMYEENT, A >ziFhbase(thrift) MY .
o (NS#EsimplefkerberosiAiEAR o
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HiEFEZ 2R3 (DBSS)

UM 5 MiRREEL S HTHR(ESE
MERL:E
kerberosIMIEFR R A HIX=FASR: (UAIE. INE+TEMRIE . INE+SR RGN
57—

BeitthneiF: (WABG=.
EASS: INF+REERIR . INE+2ERIS+INERm NS
BRAER
HBase#UEER S — {1 EMaster, —{ EMasterf12{"RegionServertis,

e FMasterTi=1P}192.168.0.1, EHARSSu%[316000,
o FMasterT5=1P}3192.168.0.2, EHARSSI%J316000,
e RegionServer1 T5&1P#3192.168.0.3, EARZi%[1916020,
e RegionServer1T5&IP9192.168.0.4, HARSZi%H916020,

nIlizHBaseHUEFEHITHITEY, FRI4N&iEE, HIPFimOS509:

e 192.168.0.1:16000 (XFRFEMastertis)
e 192.168.0.2:16000 (XF i Masteriis)
e 192.168.0.3:16020(XFAzRegionServer1 B &) o
e 192.168.0.4:16020(XFhZRegionServer2 T s) o

0 #a8
WRgEFEmMasterts s, ALURRIIEmasterdiEZE.

MRS E2HZ N0/ HBase #EEER 1+

MRSEEEFINSRIRERBOATL TV EIE, HEUZERIEEHERRIkerberosi IRV FRIAIE
+HINZ" 5, ZECET, DBSSTAERERHITEIENE, FEHEHNAIMRSSIFINAILES
o

MRSEEfkerberosiAiEAS MAIEA VYRR :

BIfFEERFEIE A, fEFusioninsight ManagerRGHR, WE1F “&E8f > /R EEEIITS
#7> HBase > Bt & -> EfMfcE " , EIXEME#KE]"hbase.rpc.protection"Be&IN, &
NEITMAYE

"hbase.rpc.protection" B & IEX R ABAIES R, :
e authentication: {IAIE

e integrity: IAIE+5SEE ARG
e privacy: INIE+5EE MG +IN%R
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HEFEZ 2R3 (DBSS)
E R ERR 6 MIEEREHITHIEHESE

6 HIEEZEHITEAESR

6.1 HIEFEZEHINETIEREXHITCR

R
HIRELZESHITLAITNREESR, HMAIEERERE, ESQUEASIRITEERNT
AEE, FEEERFIEXIHFITER.
EIEEES
o HIEEEHESSL,
o HUEFESQL SERVERIMY BHERITINE
o HIESITK, ERkAgentiHiZ R, BINEBAXEIMAFIHRNLURCHIES .
(D #eA
o HUREEFFRESSLEY, SR ERIRERS TN,
o HIEEFRBTING, HEEREHITELERIXHERBHTON.
KRR SSL

LAMYSQLEUEEBHRIZFinEIRER, BELEBNT:
1 FRMySQLEEEBRTHE S, LirootARZEZEMySQLEIER
B2 HITLUUTHS, BEMYSQLEUIREEZENS .

\s

o WRFRARIEXRMATEER, HBBMySQLERESXIASSL, BHITEE4,
SSL: Not in use

o WMRFEEZEMUATER, HBEMySQLEIEECSHESSL, BHITELES.
SSL: Cipher in use is XXX-XXX-XXXXXX-XXX

$I;E3 LISSUEREZMySQLEER .
1. WIFUTHS, BHEMySQLEYERE.

exit
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HiEFEZ 2R3 (DBSS)

= A

6 MIEEREHIHIEHESE

L4

2. LlrootFHREMEZRMYSQLEERE
AERWTRENMILLTSH:
--ssl-mode=DISABLED
13

--ssl=0

ksl

VASSURHERMySQLEIERE, REEXAARIXSSL, SERERHIEEFEZEHITI
geRd, BLASER3.2H5 N ERMySQLEURER

3. PUTLATERS, EEMYSQLEUERFERENA.

\s
NRFAEEIERUATER, RBMySQLEHEESXIASSL, i5HITEER4 .
SSL: Not in use

WMA—RSQLEAE, ESQLEAFIRNEERHNITANIED.
RRSQUEDRIFARF, FENEESQLETFAER.

o MRALUERFMARISQLEDER, RBIIRSHER

o WIRAFREHERIMANSQLEDER, RBRBNEFE, BHITXASQL SERVER
HMXAYERITINE

et

XM SQL SERVER t#/MYHISEITINE

gz
$ER2

¥TFFSQL Server Configuration ManagerficE&122E,

HEE “SQL ServerMEEE" .

AiEeEE “MSSQLSERVERAIMMY” , 1 “BiE” .
ERBABRER, B “IRE” RE, XABEFRIRITINE .
E3SQL ServerfiRss, BIHELRIBEEEY .
MA—%SQLEAE, AESQUEAFIRREEFHNITANES .
ERSQUETRNIFMIRIE, BENEEFSQLIETFMARER..

o MRALIERFMARISQLEDER, RIBIIREHER
o MIRARERIBMANSQLEDER, RAIRNFE, BRI

-
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HiEEZ 2R3 (DBSS)
E R ERR 6 MIEEREHITHIEHESE

6.2 TiAEREIEEZ ST

[BIREISR

EE%UEFE‘%%E, ESQLIERSIRREMRAITHINED, FREERFIBXAIFIHE

N EERAE TR L RHIELZF I SQUEIRIRERRFHITIEN
o NEHEFEEEERALERUREEERENHITREEERS

o KEHIPEEPNNIEERSEER

o MBEHIEERAgentZFEITIRE

o NMBEHIEFREHITLAZSERVEEHH

MEHIEEE S REERLUREEFNSHEITEEEHE
ST EREWEHE.

LB ERELSSE ‘X" 5, BERAEA LS — , B ‘R2560 > HiRER
£2RSS7 , EANBIEEZEHIT ‘287 RH.

SI3 EENSHNG, &F “BIREFIR” , SANSIEEIIRRTE,

$RA £ “LHBIRT THSIRIEPEEEIEREPTERISES) .

RS BEHIEEER.

$IR6 MEHIREFEERIESIER.
o IRHUEFEERIEN, BHRITZRT,

o MNRIEEEEHEIR, BERE “WiR™ , BEMZEUERE, BRE “iRINEE
BE” , EmMMZEERE

- MREHSHR, EREF,
- WRERBEE, BRITEERT.
T KEHEFENHITEEERE.

o MR “H\WILKE” B EFRT , BTRERHEIDEETRYNEIEREFERSER
Ho

o WR “EHIPRET B BXA7 , BRE ‘AR, FREEERIT.
- WIRIRSHR, FERERF,
- WRERDBEE, FRTRERIDERPNNEEFEEEERR.

REHEIDEETNSEEESERH
EEMSHNS, EE HRERSE > FU° , BAFHEESIERE.
o MR RE N EBEA7  BRTREHIRENAgentR R TR,

o MR KRE” N ‘BEA” , BRE ‘BAR’ , ERIUEENNAEFEITEEM
U8
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HEFEZ 2R3 (DBSS)

= e

6 MIEEREHITHIEHESE

- MREBMEMR, FEREZE,
- WIRERBEFE, BHRITREREERNAgentiEFIZTIRE.

KEHIREER Agent ZFIETIRE

gz

SIR3

FEREESTERETIE (HEIPUTTY ) LrootlFIEIISSHAT,, ERAgentfiLaE
Rrl=

WITLAT &S, BEAentZFRIEI TR
ps -ef|grep audit_agent
o WRAEEIRLUTES, HBBAgentiZFIETIERE, BHRITESE4.

Jopt/dbss_audit_agent/bin/audit_agent
o WMRFREETOIEER, RBAgentiEFIZITRE, BHRITEES.
WITIAT S, EfiShAgent,
service audit_agent restart
o MRATHESHR, FERIBME
o WIREBPFE, BHITERA
HITLAT <, EAgentSEIEER £ /RIS ZERIBERE.
tailf /opt/dbss_audit_agent/log/audit_agent.log

o NMRFRAEMLEERMLUATEE, HiBAgentSHIREELZSHITLFIZEBEEE, 15
HATHESRISIE

6-1 BEEE

-1# tailf /opt/dbss_audit_agent/log/audit_agent.log

7:37 INFO [websocket_message_handle.cpp:357] send config data capture result begin...
7:37 INFO [websocket message_handle.cpp:359] send config data capture result success
7:37 INFO [websocket_message_handle.cpp:136] audit ethernet is: ethe

7:37 INFO [websocket_message_handle.cpp:143] libpcap filter policy is: port 3306 and (src host ISPMIBSNOEINE or dst host ISDNIGENONINE)
7:37 INFO [catch_data_package.cpp:119] init libpcap tool begin...

7:37 INFO [catch_data_package.cpp:155] init libpcap tool success

7:37 INFO [udp_communication.cpp:28] init udp connection begin. ..

7:37 INFO [udp_communication.cpp:51] init udp connection Success!

7:37 INFO [catch_data_package.cpp:167] catch data packet begin...

7:39 INFO [websocket_message_handle.cpp:430] send heart beat begin

o WRFAAMOIEEMATEE, HBAgent SHIEELZLHITLAIZBEERE, B
NEHEERZEHILARSAMNEE TN .

6-2 BERE

Avdimb74cLSBtUHrp8-t|# tail fopt/dbss_audit_agent/log/audit_agent. log

INFO [websocket.cpp:1668] create websocket thread begin...

INFO [websocket.cpp:1620] create websocket thread success

INFO [websocket_connection_handle.cpp:278] setup websocket connection success
INFO [websocket_connection_handle.cpp:168] send authentication request packet with websocket...

INFO [websocket_connection_handle.cpp:126] create authentlcation request packet begin...

INFO [websocket_connection_handle.cpp:25] encrypt verify info by public key begin...

INFO [websocket_connection_handle.cpp:53] encrypt verify infe by public key success

INFO [websocket connection handle.cpp:158] create authentication request packet success

INFO [websocket_connection_handle.cpp:172] authentication request packet 1s: {"body":{"agentid":"AwWdimb74cL5BfUH
':"Euler0s", "ostype™:"Linux","osver":"3.10.0-327.36.58.4.x86_64","verify":"IHGabvphoagK6Q+saleTaIMLRBIA/S37uGRgQg]
icJUMWkSsz1VS1HZwid Mrabnez ItXedNMiwn//fzcZd]9qeendGhABIv3CXpdDDzY35MoUlk fhauolgdMIpwrNwSutID551d5Qnov T gunuZIWTc 2l
'0QTh2CL101EKGHL teQ=="}, "code":1,"1d" : "98c43729-e302-402a-9e75-321b2f6e86c2", "method": "request”, "time" : 1543807412}
ERROR [websocket_connection_handle.cpp:177] send authentication reguest packet F&3l8@, retry 30 seconds later!
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tms:predefineTags:list
bss:order:pay

bss:order:view
bss:order:update
bss:balance:view

vpc.vpcs:list

smn:topic:list
ces:metricData:create
gaussdb:instance:list
gaussdb:instance:modifyTraceSQLPolicy
eps:resources:list
rds:instance:list
dws:openAPICluster:list
rds:auditlog:operate
dws:cluster:setSecuritySettings
dws:ltsAccess:get
dws:ltsAccess:operate

dws:createAgency:create
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