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A World of Smart Objects 

• 1980s: We connected computers 

• 1990s: We connected pages of knowledge 

• 2000s: We connected people 

• 2010s: Connecting objects 



A World of Smart Objects 

• IMS (2015): By 2020 there will be more than 
22 billion web-connected devices, generating 
2.5 quintillion bytes of new data each day  

• Cisco (2015): By 2025 there will be 100 
billion interconnected devices, each equipped 
with dozens of sensors, for a gran total of 
more than a trillion sensors, that will 
generate a $19 trillion economy  

• VisionMobile (2015): 4.5 million developers 
are working on IoT applications 



A World of Smart Objects 

• During 2008 the number of connected things 
exceeded the number of connected people  



A World of Smart Objects 

 



It’s already here… 

• Number of high tech sensors in the oceans in 2015: 

750,000, carrying out 1.5 billion measurements every 

second 



The Market 

• China is the largest IoT market 



The first generation 

• Nike 



The first generation 

• Nest 

• Ring 

• Tile 

• August 



The first generation 

• Replacing the button 

Microbot 2015 

Switchmate 2015 



The first generation 

• Smart home 



The first generation 

• The Internet of Useless Things 

• The Internet of Insecure Things 

• Internet of Crappy Things 

• A solution looking for a problem? 



The first generation 



The first generation 



Intel has invested in Arrayant, 

WebAction/Striim and Ossia.  

Cisco has invested in: Ayla, Jasper, 

ParStream, Evrythng, iControl, 

Worldsensing and Sensity Systems. 

Silicon Valley’s IoT 



Connecting things… 

• A shower smart enough to know that you 

don’t turn on cold water when it’s very 

cold outside.  

• A hotel whose elevators can read my key 

card and take me automatically to my 

floor and direct me to my room; a door 

that opens automatically when it sense 

my key card 

“TURN 

RIGHT” 



Connecting things… 

• Cash register-less payment   

– Faster transactions 

– More space to display products 

– More money to pay concierges 

– Radio frequency identification (RFID) 
only transmits information to an RFID 
reader 

– Near field communication (NFC) is 
capable of two way communication 

– Contact-less mobile payments require 
the store to have a compatible card 
reader 



Connecting things… 

• Cash register-less payment   

– Made.com: custumers can scan items on 

show and purchase them online 

– Casino supermarket: customers scan the 

items they want to buy and use their 

phone to check out 

– Why can’t we just walk out of the store 

with the items we want to buy? 



Smart Products 

• Products will be able to report back to the 
manufacturer about the user 

– Refining the product: how the user uses the 
product 

– Upgrading the product: what else the user 
uses 

• The retailer used to know the customer best, 
because the retailer would get the feedback 
from the customer; now it will be the 
manufacturer who  will get feedback directly 
from the product 
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The social life of objects 

• The Internet of Things will connect people, 

their personal devices, home appliances, 

buildings, cars, roads, etc. 

• We will live in a "smart" world where 

objects are "smart" and provide "smart" 

services.  

• That world will be hyper-satured with data.  

• The future of social networking: not the 

social life of people but the social life of 

objects  



The programmable city 

• Cities are constellations of computers 

• Cities are run by software instructions 



Enabling technologies 

• Sensors 

–     Power consumption 

–     Security 

–     Interoperability 
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Enabling technologies 

• The difference between being a rock and a living 
being is the sensors: living beings "sense" the 
environment and react to it 

• The sensor revolution of the 2000s: cheap, light, 
small and powerful sensors 

• Not the "next big thing" but the "next small thing“ 

• We can now put sensors into every object  

• When we put sensors into objects, we inject life 
into them 
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Enabling technologies 

• The "cloud" allows them to communicate 

• The cloud organizes smart objects into an 
ecosystem 
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Enabling technologies 
• A brief history of the Internet of Things  

– 1991: Mark Weiser's article "The Computer of 

the 21st century” 

– 1997: Paul Saffo's article "Sensors - The Next 

Wave of Infotech Innovation"  
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Enabling technologies 

• A brief history of the Internet of Things  

– 2003: Adam Dunkels’ open-source operating 
system Contiki 

– 2005: Open-source hardware platform Arduino 
for the community of makers, facilitating the 
transition to a world of interactive objects that 
can sense and control the physical world thanks 
to microcontroller-based kits 

– 2006: The IPv6 protocol provides 
340,282,366,920,938,463,463,374,607,431,768,
211,456 possible Internet addresses, or 100 for 
every atom on the face of the Earth 
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Platforms 

• Platforms 

– Software for monitoring sensors and 
processing their measurements in real 
time, and to broadcast the data over the 
cloud 

– Infrastructure providing a public cloud 
service for M2M (machine to machine) 
communication  

– Development kits for makers and 
hobbyists to build smart devices + cloud 
to make them communicate 
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Platforms 

• Platforms 

– “Machine cloud" pioneers:  

• Cisco/ Jasper Technologies (Silicon 
Valley, 2004) 

• Autodesk/ SeeControl (San 
Francisco, 2004) 

• Libelium (Spain, 2006) 

• PTC/Parametric/Axeda (Boston) 

• Xively/ Pachube (London, 2007) 

• Particle/Spark (Minneapolis, 2008) 
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Platforms 

• Platforms 

– Seebo (Israel, 2012) 

– Konekt (Chicago, 2013) 

– Temboo (New York, 2013) 
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Platforms 

• Platforms (adapted cloud solutions) 

– Amazon 

– SalesForce 

– IBM 

– Oracle 

– Google 

– Microsoft 

– ...  
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Platforms 

• Platforms 

– Free software  

• IBM’s Quarks (2016) 
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Obstacles 

• Battery life 

• Security  

• Too many IoT standards 
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Batteries 

• Chips that are connected all the time consume batteries 
very quickly, even if their power consumption is low.  

• The Internet of Things needs batteries that are light, cheap, 
that charge in seconds, and that last months. 

• Lithium-ion batteries were introduced in 1991 

• Since then, their performance has improved between 5 and 
10% per year.  

• Unfortunately, our needs have improved a lot faster.  

• Our devices consume more and more electricity, no they 
need bigger and bigger battery packs 
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Batteries 

• Host + Positive element (M+) + Electrons 

• Why  lithium? 
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Most of the cost of 

a battery is actually 

the host, so paying a 

lot for lithium is ok 



Batteries 
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Batteries 

• For 20 years mobile phones have 
been getting smaller and smaller.  

• Now smartphones are getting bigger: 
the battery is twice the size of a few 
years ago 
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Batteries 

• Looking for solutions: 

– 2012: the US government’s program 
"Joint Center for Energy Storage 
Research" (JCESR) 

– Nanotech (e.g., Israel-based 
StoreDot’s "super-capacitors“ 

– 24M (Boston): cheaper and better 
lithium-ion batteries 
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Wireless Power 

• Nikola Tesla’s 62-meter high Wardenclyffe Tower (New 

York, 1902) 



Wireless Power 

• Magnetic Resonance 

• Inductive Power Transfer 

• Radio-frequency waves 

• Ultrasounds 



Wireless Power 

• Magnetic Resonance 

2015 



Wireless Power 
• Inductive Power Transfer 

2009 

2014 

1991 



Wireless Power 

• Radio-frequency waves 



Wireless Power 

• Ultrasounds 



Wireless Power 

• Jeeva Wireless (Seattle, 2014): harvest electrical 

power from the "air“ (TV broadcasts, Wi-Fi 

radiations and Bluetooth radiations) 

 



Security 

• How can i guarantee that nobody else will 
be able to command my house's door or 
my car?  

• How can we guarantee that the 
communication between my car and my 
garage will not be "hijacked" by a "pirate" 
device?  
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Security 

• Afero (Silicon Valley, 2014) 
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Standards 

• Alliances for Internet of Things 

– Wireless Power Consortium, which is behind 
the standard Qi (supported by Nokia, Samsung, 
LG, Sony, BlackBerry, and HTC) 

– Power Matters Alliance (Powermat, Duracell, 
AT&T, Google and WiTricity) 

– Alliance for Wireless Power 

– 2015: Power Matters Alliance + Alliance for 
Wireless Power = AirFuel Alliance (200 
members 
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Standards 

• Communication standards for IoT 

– AllJoyn (Qualcomm): objects can 
broadcast what they can do to all other 
objects nearby (WiFi or Bluetooth) 

– There are 120 million smart home devices 
shipped with Qualcomm chips; and 20 
million cars equipped with its chips; and  
Qualcomm silicon is used in 20 types of 
wearable devices. 
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Standards 

• Communication standards 

– Apple's HomeKit (2014): smart home appliances 
connected via Bluetooth and WiFi to the iPhone 

– Wi-Fi Alliance (2015), included Apple, Microsoft 
and Intel: Wi-Fi Aware, a technology that allows 
Aware-enabled devices to discover and 
communicate with other Aware objects 

– Industrial Internet Consortium (AT&T, Cisco, 
IBM, GE, Intel) 

– Open InterConnect Consortium (Broadcom, 
Samsung, Dell) 
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Opportunities 

• Opportunities 

– Selling boards that contain all the sensors and 

chips needed to wireless connect objects 

– Building an alternative cellular network that is 

low cost, low battery-demand for connected 

objects 

– E.g., Samsung’s open platform ARTIK (2014) 

– E.g.: Intel’s Curie module (2015): a sensor hub + 

a Quark processor +  a Bluetooth connection 
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Networked cars (V2V) 

• Networked Cars (V2V) 
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Networked cars (V2V) 

• Networked Cars (V2V) 

• 2014: 8% of cars have some kind of 

networking capability 

• April 2014: all new BMW models will 

embed a SIM card 

• 2020: 90% of new cars will have a SIM 

card  
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Networked cars (V2V) 

• Networked Cars (V2V) 

– Connected-car platforms (collecting data from onboard 

computer + smartphone apps):  

• Automatic (San Francisco, 2011) 

• Dash Labs (New York, 2012) 

• Zubie (South Carolina, 2012) 
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Networked cars (V2V) 

• Networked Cars (V2V) 

– Apple’s CarPlay (2014) 

– Google’s Android Auto (2015) 

– Ford’s SmartDeviceLink (2015) 
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Networked cars (V2V) 

• Apps for the networked car: 

– Search for parking space 

– Communicate road hazards and accidents 

– Exchange information about traffic 

– Monitor driver’s behavior (eg, your son) 

– Ride-sharing 

– Broadcast a car’s position, speed, etc so that 

nearby vehicles can avoid a collision 
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Networked cars (V2V) 

• Networked car 

– Nvidia’s “supercomputer” for cars: 

Drive CX (2014) and Drive PX 2 

(2015) that can process data from 12 

video cameras and other sensors in real 

time (8 teraflops of calculation power, 

24 deep learning tera operations per 

second) 

– HERE (Audi + BMW + Mercedes): 

cloud-based maps for automated 

driving (2016) 
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Networked cars (V2V) 

• Utopia of the 1970s: the virtual movement of 

information replacing the physical movement of 

people 

• Dystopia of the 21st century: the car is becoming a 

second home, a second center of personal life, 

equipped with communications, entertainment and, 

soon, ecommerce. 
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Rinspeed (Switzerland, 2014): 

the "XchangE Concept" 



Robot Home 

• Brain of Things (Redwood City, 2015): a home 

fitted with 100s of sensors and smart objects and 

run by A.I. 
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Smart cities 

• The telecommunications companies that arose 
during the cellular era typically think in terms of 
"broadband": they want to provide an infrastructure 
that can carry large amounts of data (your pictures 
and videos). Therefore they have invested in 3G, 
4G, and now 5G and tomorrow 6G.  

• These are precisely the technologies that don't work 
well for connecting home and city objects.  

• The smart city needs a networking technology for 
very-low-power operation, but also capable of long 
range transmission.  

• IoT needs narrow-band low-power long-range 
radio networks 
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Smart cities 

• European "ultra-narrow band" (UNB) technology 

with power levels that are thousands of times 

lower than in cellular communications:  

– Telensa (Britain, 2005) 

– Sigfox (France, 2009)  

– Actility (France, 2010), the brain behind the 

LoRa Alliance, established in 2015 with 

Cisco, IBM, Eolane, Kerlink, IMST, 

MultiTech, Sagemcom, Semtech, Microchip 

Technology, etc. 
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Smart cities 

• LTE (Long-Term Evolution), originally 

introduced in Scandinavia in 2009 by 

TeliaSonera, uses the existing 4G wireless 

network 

– Altair Semiconductor (Israel, acquired by 

Sony in 2016)  

– Sequans (France) 
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Smart cities 

• 2015:  

– Narrow Band-LTE (NB-LTE) from Intel, 

Ericsson and Nokia 

– Narrow-Band Cellular IoT (NB-CIoT) 

from Huawei and Vodafone  
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Smart cities 

• South Korea’s Songdo International Business 

District: a 6 square km "smart city" developed 

jointly with Cisco, LG CNS and ADT Caps. 
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Smart cities 

• 1950s: the USA built cities around cars. The 

suburbs came to symbolize the great economic 

boom of the USA during the 1950s and 1960s.  

• 2015: The US government’s "Smart City 

Challenge“ 

64 



Smart cities 

• 2014: Cisco’s blueprint for the future of smart 

cities in India 
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Smart cities 

• 2016: Urban-X, a New York incubator founded by 

BMW's Mini division and Cyril Ebersweller's 

incubator HAX (based in Shenzen and San 

Francisco) dedicated to startups working on the city 

of the future 
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Open-source IoT 

• Hardware 

– Arduino Uno (Italy, 2005) 

– Raspberry Pi (Britain, 2012) 

– Pine64 (Fremont, 2015) 

– Chip Pro (Oakland, 2016) 
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Open-source IoT 

• Software 

– OpenHAB (2010)  

– Robot Operating System (2005) 
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Privacy vs Security 

• Your “smart objects” spy on you 

• Your smart objects protect you 

• No more privacy but… 

• … no more crime 
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“99% of the crimes committed in 

Mexico go unpunished” 

(Economist, 2016) 



Privacy vs Security 

• "Internet of Other People's Things": the 

"smart" things that you install in your 

house are made by others, and they obey 

the manufacturer, not you 

• Raj Talluri of Qualcomm: the #1 

breakthrough of 2013 - 2015 was the 

arrival of "always-on sensors" 
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Privacy vs Security 

• 2016: Evrythng + Avery Dennison plan to 

create "smart" clothes and shoes that can 

communicate with the "cloud" and 

therefore with smartphones 
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Privacy vs Security 

• The voice recognition and face 
recognition software must be always on, 
always working 

• The old world of "touch“ was passive: my 
old tv set turns on when i touch a button 
on a remote control 

• The new tv sets will need to track 
everything that i say and every movement 
that i make 

• The new tv sets will listen to everything 
that i say and watch every movement that 
i make because one of those words or 
gestures could be a command 72 



Dangers 

• Problem #1 in the integration of machines 

and humans: machines are simple while 

humans are complicated 

• Software and hardware updates  

• Smart appliances and furniture may have 

software "bugs“ 

• Hardware and software engineers have a 

passion for making devices beep 

• Smartphones and computers have become 

vehicles for advertising 
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Next… 

• The Internet of Everything: Facebook 

(Internet.org), SpaceX, Google (Project 

Loon), Qualcomm and Virgin (OneWeb) 

are planning to provide global Internet 

connectivity to every person on the 

planet… 
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Networked Art 
• Future Cities Lab 

• Tom Keene and Kypros Kyprianou  

• Stanza 

• Timo Arnall 



Bibliography 

76 



Events 



Contact 

• www.scaruffi.com 
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See http://www.scaruffi.com/singular/biotech.html 

for the full text of this discussion 


